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Industrial Avionics Working Group (IAWG)  

• The IAWG is an informal 
grouping of UK companies  
• It was established to address 
avionic issues of generic interest 
• Work is shared between 
partners to minimise 
cost/resource 
• It was formed in 1979 
• Over the years it has taken on a 
number of activities relating to 
modular and agile avionics 
including: 

• ASAAC 
• Modular Safety Cases 
• Software Emulation 
• Architectures 

Industrial Avionics Working Group 
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Background to Capability Agility WP1 and WP3 

• As part of Capability Agility MoD and Dstl have assessed the feasibility 
of a number of technologies and approaches to making avionic systems 
easier and quicker to update. 

• WP 1 has assessed, amongst other things, the feasibility of using 
software emulation as a means of updating existing platforms. 

• WP 3 is the culmination of many years of research and development by 
the IAWG and MoD on an approach to supporting the production of 
modular and incremental safety cases.  The IAWG MSSC Process. 

• The IAWG MSSC process has been used as part of WP1 to produce a 
Safety Case for the emulator demonstrator.  
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Background to the assessment emulation 

• Emulation is not new, it has been used in both commercial and military 
fields. eg RePLACE now, 920M in the 1980s, CHARON for VAX’s and 
Amiga/Atari emulators.  

• What was new in this program was to assess the use of emulation in a 
traditionally conservative/rigorous environment. 

• Looked to a modern avionics platform with the following characteristics: 
– Complex system 
– High integrity safety requirements 
– Re-host existing flight program 
– Representative inputs and outputs, eg 1553B 
– Desire and ability to add new capabilities 
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SETAT 

Emulation Level 

• Typical architecture has 3 components: 

– Applications 
– RTS / Firmware 
– Hardware 

• Emulation has to provide an 
environment for the software to 
execute 

• Need to emulate the CPU and the on 
board hardware. 

• Level of emulation needs to be 
considered 

 

Applications 

XDAda 
RTS 

Firmware 
/ Drivers 

68020 CPU Devices  
 

Processor 
Emulator 
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Operating System & Support Environment 

 
 
 
 
 
 

SETAT Emulator 

 
 
 
 

68020 Emulator 

Emulation Software Architecture 
• Each SETAT OFP is contained within its emulator 

• Support environment provides for inter-emulator communication 
– and communication with new native software 

 

Legacy 
OFP #1 

 
 
 
 
 
 

SETAT Emulator 

 
 
 
 

68020 Emulator 

Legacy 
OFP #2 

VxWorks IMS Kernel Driver Driver Driver 

PowerPC SBC IOM NAP Bus 1553 

 
New Native 
Applications 
HUD Rasteriser 

NAP Bus 
Controller 
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Emulation Implementation 

• Started off treating the legacy code as ‘black box’ 
– Without reference to source code, or any execution traces 
– Used only existing documentation about the system 
– Implementation foundered quickly as couldn’t tell what was happening 

• To make progress we used legacy source code listing to inform 
development 
– Used in place of having execution trace  
– Provided indication of what code should be executed 
– Progress made, but was slow 

• Used legacy source code to drive development 
– Used to provide ‘thunk’ points to trace execution 
– Allowed the internal operation of the legacy code to be understood 
– Speeded up development process 

• Progress was still slow compared to a re-targeted approach 

• Thunks are a mechanism for “interrupting” the legacy software 
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Emulation – Additional Functionality 

• Different types of new functionality can be added: 
– New standalone applictions 

• Dependent on underlying system software 
– Loosely-coupled applications 

• If data is available on legacy system boundary similar to above 
– Closely-coupled functionality 

• Need to find where to put ‘thunks’ into existing code 
– Needed source code to identify 

• How to ensure this doesn’t have an effect on existing system 
– e.g. Self timed code, changes to data 

• It may not be practical to add functionality to emulated system 
– Large risk if required for update – but still useful for hardware obsolesence 
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Emulation Findings 

• Emulation is difficult 
– Will be costly, and have significant risk associated 

• Applicability depends on complexity of system 
– Simple devices are easier to replicate 
– Functionality of CPUs are generally easier to emulate, but timing 

aspects can be difficult. 
– Number of boards / interactions is significant 

• To be successful emulation requires 
– Toolsets – to support understanding system behaviour 
– Documentation – to provide information on hardware 
– Source code – can help in understanding system behaviour 

• But if source is available, re-targeting becomes an option 

• Debugging errors is time consuming 
– Causes most of the risk in the approach 
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Safety Assessment for Emulation 

•  Claim: “The Software was previously satisfactory and it is unchanged.” 

•  This can be taken as: Read across prior confidence. 

•  Re-use of existing evidence, or regenerate for the emulation.  

•  This requires that as far as the application software is concerned nothing 
has changed: 
– Processor – accuracy of the CPU emulation 
– Interfaces – accuracy of the Device emulations 

• BUT 
– For Core Emulator, timing has always changed. 
– Other changes likely (using “internal” thunk points) 

 

• Therefore the claim is not supportable 
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Safety Assessment for Emulation – plan B 

•  Claim: “The Software was previously satisfactory and nothing significant 
has changed.” 

•  The software “dependencies” must be known 
– And known to satisfactory confidence.  

• This requires in depth analysis of any of; 
– development lifecycle artefacts (design docs, Interface Specifications) 

• Is the safety relevance specified? 
• Is the semantics of the signal described? 

– The software 
• Effectively reverse-engineering the software. 
• With or without source code signal semantics may not be described 

– The legacy system 
• Monitor memory, record and copy behaviour. 
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Summary and Conclusions 

• Emulating the CPU is only part of the job. 

• Significant amounts of legacy documentation is required. 

• Access to legacy source code is extremely useful 

• Emulation is only likely to be certifiable at lower integrities. 

• Requires significant effort which may often be uneconomic 
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