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THE SAFETY-CRITICAL SYSTEMS CLUB 

Security-informed safety: security 
awareness for safety engineers 

Robert Stroud, Adelard LLP 

25th September 2014, The Cumberland Hotel, Marble 

Arch, London 

          This tutorial aims to raise awareness of cyber security so as to help 

safety engineers to:  

 Understand the risks that security threats pose to the safety of 

systems 

 Learn about security principles and their practical application 

 Start to appreciate whether safety systems are secure enough 

to ensure that safety is not compromised 

 Know when to seek security advice   

Learning outcomes  

 Understand the importance of ensuring that systems are both 

safe and secure 

 Be informed about real world security incidents and current 

concerns 

 Be aware of potential threats and vulnerabilities and the 

controls and mitigations that are available 

 Have a basic knowledge of security concepts and the principles 

of building secure systems 

 Be aware of relevant standards and guidelines for assessing 

security risks 

 Know when and how to seek more specialised advice and 

guidance about security issues 

Sessions include  

Safety and Security Security Concepts 

Building Secure Systems Security Assurance and Standards 

Cost and registration 

To Club members the cost is £195, including lunch and 

refreshments (no VAT). Non-members pay an extra £95 for Club 

membership (inc. VAT). Joining instructions and the programme 

will be sent to delegates about two weeks before the event. 

Delegates must book their own accommodation (if required).9

Safety-Critical Systems Club: I would like to attend the tutorial on 25th September 2014 

Name .......................................................................................Organisation ....................................................................  

Address ..........................................................................................................................................................................  

Telephone ........................................................ Email .......................................................................... Vegetarian:  Yes/No 

  I am not an SCSC member, so need to join and pay £290   I qualify for the SCSC member rate of £195 

To pay by cheque, please enclose a cheque for £195 or £290, payable to:  Newcastle University (CSR) 

To pay by credit card, please complete the following:    MasterCard     Visa      American Express 

Name on card .......................................................................... Card No ...........................................................................   

Amount to be charged .......................................  Expiry date ..........................................  Security No .............................  

Cardholder’s Address .......................................................................................................................................................  

Please return this registration slip with your payment to:    

Joan Atkinson, Centre for Software Reliability, Claremont Tower, Newcastle University, Newcastle upon Tyne, NE1 7RU 

Phone: 0191 221 2222       Fax: 0191 222 7995       Email: joan.atkinson@newcastle.ac.uk 
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Security-informed safety: security 

awareness for safety engineers 

25th September 2014 

The Cumberland Hotel, Marble Arch, London 

Programme 

09:00 Registration and coffee 

09:25 Welcome  

09:30 Session 0: 

 

Introduction  

 Who am I?  

 Aims  

 Learning outcomes 

 Schedule 

 

09:45 Session 1:  

 

Safety and Security 

 What is the problem?  

 Malware 

 Threats to industrial control systems  

 Some plausible scenarios 

11:15 Coffee  

 

 

11:30 Session 2: Security Concepts 

 Dependability 

 Security concepts 

 Security controls 

 Safety and security 

13:00  Lunch 

13:45 SCSC update 

13:50 

 

 

Session 3: 

 

Building Secure Systems 

 Security principles 

 Secure software development 

 Network security 

 Security myths 

15:20 Tea  

15:35 Session 4: 

 

Security Assurance and Standards 

 Assurance 

 Security-informed safety cases 

 Security in safety standards 

 Security standards and guidance 

17:05 Closing Remarks  

17:15 Close 


