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THE SAFETY-CRITICAL SYSTEMS CLUB 

Safety of Critical National 
Infrastructure Systems 

21 April 2015, Cumberland Hotel, Marble Arch, London 

Critical national infrastructure comprises assets that are vital to 

the continued delivery and integrity of the essential services upon 

which we all rely; loss or compromise of such assets could lead to 

severe economic or social consequences, or to loss of life. Relevant 

systems support communications, emergency services, energy, 

food, government, defence, health, transport and water. 

Many of these areas have significant safety risks and this seminar 

will examine the ways in which these risks are managed.  

The UK government has published an assessment of risks due to 

natural hazards, but some of these sectors have known underlying 

systemic security vulnerabilities, e.g. SCADA systems in utilities. 

The potential of common-mode and common-cause failures will be 

discussed to see how they could affect multiple systems and 

sectors simultaneously. 

Assessing risk in this area is seen as problematic due to the low 

likelihood but very high impact of some of the risks, and also the 

very low public tolerability of failures.  

The seminar will also include a panel session, which will give an 

opportunity for delegate feedback. 

Cost and registration 

To Club members the cost is £195, including lunch and refreshments (no 
VAT). Non-members pay an extra £95 for Club membership (£15.83 
VAT). Joining instructions and the final programme will be sent to 
registered delegates about two weeks before the event. Delegates must 

book their own accommodation (if required). 

Safety-Critical Systems Club: I would like to attend the seminar on 21st April 2015 

Name .......................................................................................Organisation ....................................................................  

Address ..........................................................................................................................................................................  

Telephone ........................................................ Email .......................................................................... Vegetarian:  Yes/No 

  I am not an SCSC member, so need to join and pay £290   I qualify for the SCSC member rate of £195 

To pay by cheque, please enclose a cheque for £195 or £290, payable to:  Newcastle University (CSR) 

To pay by credit card, please complete the following:    MasterCard     Visa      American Express 

Name on card .......................................................................... Card No ...........................................................................   

Amount to be charged .......................................  Expiry date ..........................................  Security No .............................  

Cardholder’s Address .......................................................................................................................................................  

Please return this registration slip with your payment to:    

Joan Atkinson, Centre for Software Reliability, Claremont Tower, Newcastle University, Newcastle upon Tyne, NE1 7RU.   

Phone: 0191 221 2222       Fax: 0191 208 7995       Email: joan.atkinson@newcastle.ac.uk 
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Safety of Critical National 

Infrastructure Systems 

21st April 2015 

The  Cumberland Hotel, London 

Programme 

09:30 Registration and coffee 

10:00 Introduction  

10:05 David Lund  

David Lund Consultants 

Safety and Security Risks in IT Infrastructure 

10:50 Chris Johnson   

Glasgow University 

Risks to Nuclear and Aviation Infrastructure 

11:35 Rick Vinter  

CGI UK Ltd 

Smart Metering: Safety Management 

of the DSP Programme 

12:20 Lunch 

13:30 SCSC update 

13:35 Peter Bernard Ladkin   

University of Bielefeld and Causalis 

Limited 

Some Resilience Characteristics of Complex 

Infrastructural Systems 

14:20 Ali Hessami  

Vega Systems 

Infrastructure Systems Safety Assurance, Process 

Versus People! 

15:05 Tea  

15:30 Panel Discussion chaired by Martyn Thomas 

Non-Executive Director, Health and Safety Executive  

16:30 Closing remarks  

16:35 Close 



 

  

   

 

Infrastructure Systems Safety Assurance, Process Versus 

People! 

 
Ali Hessami 

Vega Systems 

 

ABSTRACT 

 

The role of human errors of omission and commission in the causation of random and 

systematic faults and failures is considered significant to the extent that with the 

exception of the acts of nature, almost all other incidents and accidents are 

attributable to human agents. This necessitates a new focus on characterisation, 

evaluation and assessment of human competence in critical roles and projects. We 

also propose a wider scope in assurance of complex infrastructure systems and posit 

that safety, security and environmental conformity/sustainability are the three key 

emerging pillars of systems assurance and due to systemic effects, have to be tackled 

together where possible. 

 

~ 

 
Ali is Director of R&D and Innovation at Vega Systems, UK. He is an expert in the 

systems assurance and safety, security, sustainability and knowledge assessment/ 

management methodologies. He has background in design and development of 

advanced control systems for business and safety critical industrial applications.  

Ali contributed significant original material to CENELEC WGA10 Report TR-50451 on 

Allocation of Safety Integrity & TR-50506-1 on the Cross-Acceptance of Signaling 

Systems. He represents UK on CENELEC & IEC safety systems, hardware & software 

standards committees whilst also an advisor to IEEE SA on European Policy matters. 

Ali chairs the SMC Chapter in the UK&RI Section of IEEE. During December 2013, he 

was appointed as the Member of the Institution of Engineering & Technology (IET-UK) 

Council and as the Chair Elect of the IEEE in the UK and Ireland.  

Ali is a Visiting Professor at London City University’s Centre for Systems and Control in 

the School of Engineering & Mathematics and at Beijing Jiaotong University School of 

Electronics & Information Engineering. He is also a Fellow of Royal Society of Arts 

(FRSA), Fellow of the Institution of Engineering & Technology (IET), a Senior Member 

of IEEE and a member of the Security Institute. 

 

 

 

 

 

 

 



 

 

Safety and Security Risks in IT Infrastructure   

 
David Lund  

David Lund Consultants Ltd 

 

ABSTRACT 

 

The presentation will look at some of the safety and security risks related to IT 

infrastructure from a service provider’s perspective. Many of the risks are common to 

security and safety although the outcomes or “losses” are expressed in different 

languages. It will also highlight the relevance to the Critical National Infrastructure 

which relies to on IT infrastructure to a great extent. Analysing these risks can be 

difficult because they often involve complex systems which are often shared between 

many applications – each with their own characteristics. Also many risks are affected 

by events whose characteristics can only be predicted when a safety case is first 

produced and the predictions may not be accurate. Managing the risks is therefore a 

continuing process and is part of the overall service management provided by the IT 

infrastructure. The IT infrastructure management world has been heavily influenced 

by the ITIL practices for a number of years; this recognizes security as important but 

is almost silent on safety. It is proposed that safety should be given a similar level of 

importance as a means of ensuring IT safety risks are properly analysed. 

~ 

David Lund worked for Logica (now CGI) for over 38 years on a variety of projects in 

the government, transport and health sectors. He retired from CGI in 2014 and now 

works part time for David Lund Consultants Ltd. In his time with Logica he was 

involved with many safety-related systems and was an early attendee at SCSC 

seminars in the 1990’s. For the last 15 years his main interest has been with IT 

infrastructure and IT service provision, and the management of safety of systems and 

services supported by IT infrastructure. He is a member of the BCS and IMA, and is a 

CEng, CITP and CMath. He is also an ITIL Expert (2011). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Smart Metering: Safety Management 

of the DSP Programme 

 
Rick Vinter 

CGI UK Ltd 

 

ABSTRACT 

 

The Department of Energy and Climate Change (DECC) has mandated that smart 

meters will be installed in all GB homes by 2020. The roll-out of smart meters is a 

Critical National Infrastructure (CNI) project that will impact around 53 million gas 

and electricity meter installations. There will be one national data and 

communications service, the Data Communications Company (DCC). CGI is the DCC’s 

Data Services Provider (DSP) and is responsible for providing data services and 

managing communications between smart meters and service users, including energy 

suppliers and network operators. This talk provides an overview of the GB smart 

metering programme, CNI requirements, DSP Safety and Environmental (S&E) risks, 

and the S&E Management System. 

 

~  

 
Rick is a Principal Safety Consultant with CGI. He has an extensive software 

engineering background specialising in developing safety cases for IT systems. He has 

over 15 years’ safety experience in the commercial IT industry working with major 

clients across many business sectors, including energy, utilities, government, defence, 

transport and aviation. He has also worked for QinetiQ, HP, Thales, and Fujitsu. He 

has a PhD in Cognitive Psychology and Computer Science, an MSc and BSc in 

Computer Science. His doctoral research investigated the software design process 

from a cognitive perspective, with the aim of identifying conditions under which 

designers systematically succumb to error or bias when reasoning about formal 

methods. He is a Chartered Engineer, Member of the British Computer Society, 

Member of the IET, and Affiliate of the Institute of the Occupational Safety and 

Health. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

Some Resilience Characteristics of Complex Infrastructural 

Systems 

 
Peter Bernard Ladkin  

University of Bielefeld and Causalis Limited 

 

 

 

ABSTRACT 

 

A talk on the criticality of current information and "load shedding" capabilities for 

maintaining stability, including road, rail, air traffic, the electricity grid, and building 

emergency systems.  We are looking at major blackouts, space storms and the 

sometime forthcoming Carrington Event. 

 

~ 

 
Peter Bernard Ladkin is Professor of Computer Networks and Distributed Systems at 

the University of Bielefeld in Germany. He specializes in safety and failure analysis of 

complex heterogeneous systems, mostly in public transportation, primarily air and 

rail, but also infrastructure such as power generation. He has worked in the past on 

constraint satisfaction problems and temporal reasoning, and performed combinatorial 

analysis of message-passing in concurrent systems. He contributed for many years 

regularly to the ACM's on-line Forum on Risks to the Public in Computing and Related 

Systems (the Risks Forum). He blogs at abnormaldistribution.org. Peter is the 

originator of Why-Because Analysis (WBA) for the causal analysis of untoward 

incidents and accidents, as well as Ontological Hazard Analysis (OHA) for relatively 

complete hazard analysis and traceability of safety requirements through refinement 

in system development. 

 

 

 

 

 

 

 

 

 

 

 

 



 

Risks to Nuclear and Aviation Infrastructure 

 
Prof. Chris Johnson 

Professor and Head of Computing Science at the University of Glasgow 

 

ABSTRACT 

 

A range of common software components are gradually being integrated into the 

infrastructures that support safety-critical systems. These include network 

management tools, operating systems-especially Linux, Voice Over IP (VOIP) 

communications technologies, Satellite Based Augmentation Systems for 

navigation/timing data etc. The increasing use of these common components creates 

concerns that bugs might affect multiple systems across many different safety-related 

industries. It also raises significant security concerns. Malware has been detected in 

power distribution, healthcare, military and transportation infrastructures. Most 

previous attacks do not seem to have deliberately targeted critical applications. 

However, there is no room for complacency in the face of increasing vulnerability to 

cyber attacks on safety- related systems. This talk presents the threats across two 

different industries: Civil Nuclear Power generation and to Air Traffic Management.  It 

goes on to present a roadmap to increase our resilience to future CyberSafety attacks. 

Some components of this proposal are familiar concepts from Security Management 

Systems (SecMS); including a focus on incident reporting and the need for improved 

risk assessment tools. Other components of the roadmap focus on structural and 

organizational problems that have limited the effectiveness of existing SecMS; in 

particular there is a need to raise awareness amongst regulators and senior 

management who often lack the technical and engineering background to understand 

the nature of the threats to safety-critical software. . 

~ 

Chris Johnson is Professor and Head of Computing Science at the University of 

Glasgow.   His research focuses on the interactions between safety and cyber-

security.   He worked with the European Network and Information Security Agency on 

the incident reporting infrastructures for cyber-attacks across European telecoms 

providers.   He has also worked with EDF and CINIF, the civil nuclear industry body, 

on risk assessments and forensics for the next generation reactor programme.   He is 

external scientific advisor to the €3 billion SESAR programme on the future of 

European Air Traffic Management, drawing up their cyber-security research 

programme.   He is working with the US Pacific North-Western labs on a joint contract 

between the United Nations and the European Commission to increase the cyber-

security of Nuclear, Chemical, Biological, Radiological and Nuclear industries.  He has 

acted as external advisor to the UK Department of Transport in the maritime and 

aviation risk assessments.   He is the author of around 300 peer reviewed papers and 

has held fellowships from NASA and the US Air Force. 

 

 

 

 

 

 
 



 Panel Session 

 
Martyn Thomas, CBE 

Health and Safety Executive  

 

 

 
Martyn Thomas founded the software engineering company Praxis in 1983. He has a 

special interest in safety-critical systems and other high integrity applications. He has 

acted as an expert witness involving complex software engineering issues. 

He is currently director of Martyn Thomas Associates Limited and a visiting professor 

at the Oxford University Department of Computer Science, and the University of 

Bristol. He lives in London 

 

 


