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Opinions expressed herein are those of the author, not necessarily those of his past and present employers or clients. 
Some slides refer to legislation, but note that they do not offer legal advice; neither do they imply means of compliance.  
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Agenda 

• I will outline a system scenario and examine 

a key part of the assurance argument 

• Something you previously controlled is to be 

‘outsourced’ ~ Can we save the argument? 

• The organisation to which you outsourced 

made some changes ~ Now what can we do? 



System Overview 
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Imagine a geographically distributed, safety critical system,  

e.g. for water storage, transmission and treatment. 

Service Provision System: 
People, Procedures & Platforms

Functional 
Channel A

Sensor A

Sensor B

Sensor C

Functional 
Channel B

Actuator A

Actuator B

Actuator C



Assurance Argument 

Performance Monitoring is 

undertaken to provide early 

indication of problems and 

user notification of any 

imminent outage

Competent staff, following 

tested procedures sustain the 

data communications service

Data communications 

channels have been designed 

to be robust, with redundancy 

and diversity of routing and 

technology

Data communications 

channels provide 

Continuity of Service

Staff are trained and maintain 

currency for their tasks, and 

enough are available for 

sufficient staff to be on call 

twenty-four hours a day

Tested procedures address 

all aspects of preventative 

and corrective maintenance, 

including removal from, and 

restoration to, service

All work is done under 

‘reduced redundancy’, not 

interrupting data 

communications in the 

channel 

All work is checked by 

competent staff before return 

to service
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System Change 1 

• The system as originally designed and deployed carried 

data from remote sensors and to remote actuators via 

special-purpose transmission lines or radio links 

• Over the years, such dedicated channels will have been 

decommissioned in favour of using the services of a 

telecommunications provider – “leased lines” 

• This clearly impacts the Continuity of Service argument,  

rather than have your own staff sustain the service, you 

now depend on a reputable supplier for the required 

outcomes.  Can this argument be as compelling? 
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Impact on Argument? 
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Performance Monitoring is 

undertaken to provide early 

indication of problems and 

user/supplier notification of 

any imminent outage

Formal arrangements have 

been made to sustain the 

data communications service

Data communications 

channels have been designed 

to be robust, with redundancy 

and diversity of routing and 

technology

Data communications 

channels provide 

Continuity of Service

The outsourced service 

provision provides the same 

separacy, etc., as the original 

design

Continuity of Service is 

maintained by the Supplier

Service Performance 

Monitoring is performed by 

the Supplier

There is a procedure for 

releasing lines for 

maintenance and accepting 

them back into service



Formal Arrangement? 

• The formal arrangement mentioned in the argument is 

for the service what an interface control document is for 

the service provision equipment 

• This is not new; businesses have been doing this for 

years by various methods, e.g. negotiating a “Service 

Level Agreement” 

• In European law, “‘service level agreement’ means that 

part of a service contract between organisations in 

which a certain level of service is agreed, in particular in 

relation to the quality and performance of the data 

communications service”   (OJ L 13, 17.1.2009, p. 3.) 
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A Basic Service Level Agreement: 

• States the purpose of the agreement, identifying the 

service and the parties; i.e. who is to provide what 

service to whom? 

• Identifies who made the agreement for each party and 

when, stating their rôles and including their signatures. 

• Defines, at high-level, the service to be provided, 

including a statement of purpose and identification of 

the means of delivery and, if appropriate, set-up. 

• Identifies the means of notification of any planned 

service outages, and the notice period agreed. 
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A Basic Service Level Agreement also: 

• Defines the responsibilities of each of the parties, i.e. of 

the Customer as well as of the Supplier. 

• Specifies lines of communication between parties, points 

of contact, reporting, etc. 

• Describes what to do to address any non-compliance to 

the agreement, and resolve any disputes between 

parties, with means of arbitration if necessary 

• Provides a glossary of any special definitions and any 

acronyms or initialisations used; also a list of external 

references, as appropriate. 
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System Change 2 

• The ‘plain old telephone system’ in which you leased 

private lines has been developed into an automatically 

self-optimising network 

• Previously diverse routings drift together to share the 

same optimum path from A to B.  To fulfil the Service 

Level Agreement, the supplier may have to intervene 

manually to maintain separate routings, ‘separacy’. 

• Even if you have two suppliers to “guarantee” separacy, 

you may still find your signals sharing the same fibre for 

parts of their journey, because both suppliers have, in 

turn, outsourced to the same provider… 
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System Overview 

Service Provision System: 
People, Procedures & Platforms

Functional 
Channel A

Sensor A

Sensor B

Sensor C

Functional 
Channel B

Actuator A

Actuator B

Actuator C

Someone Else’s Network Infrastructure
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Enhanced Arrangement 

• Discrete physical links became designated connections 

in a larger network, and are now just logical constructs 

in an even larger network of many layers. 

• Is the formal arrangement still appropriate? 

• The principle is sound, but changes will be required to; 

o Make it clear that it covers safety-related applications 

of the service, which have regulatory and legislative 

requirements placed upon them 

o Make it more robust to change 

o Make it more ‘transparent’ so changes can be seen 
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Service Level Agreement Improvements 

• The Definition of Service has to be sufficient for all 

parties to know for what purpose the service is 

intended, state any limitations or restrictions on its use, 

and identify what particular laws or regulatory 

requirements apply to its provision and use. 

• Following the formal definition, include a more-detailed 

description of the subject, e.g. communication services 

and the types of data to be transferred. 

• Further detail responsibilities of each of the parties, i.e. 

of the Service Provider and of the Service Consumer, 

e.g. timely notification of service problems. 
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Service Level Agreement Augmentation 

For a robust agreement in a safety-related application, 

some extra topics need to be agreed upon: 

• Declare a Security Policy, i.e. a detailed description of 

the measures to be put in place to safeguard the service 

• Identify legislative (and/or regulatory) requirements on 

the service provider and/or consumer that need to be 

met explicitly as part of this agreement, and state what 

evidence is required, e.g. EC Declarations of Conformity. 

• Notify right of access by a Regulator or other Competent 

Authority. 
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Service Level Agreement Augmentation 

• Agree the allocation of liability between the parties, who 

need to make arrangements to cover those liabilities in a 

manner appropriate to the scale of potential loss or 

damage. 

• State the means of monitoring performance, e.g. will 

one of the parties be providing equipment with which 

the other party can monitor performance?  What logs 

are to be kept by whom and for how long? 

• Set Performance Targets, e.g. quality of service, 

continuity of service and integrity, derived from safety 

and business continuity requirements. 
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Service Level Agreement Augmentation 

• State how achievement of the Performance Targets shall 

be demonstrated and continuously monitored; also 

define procedures for periodic review of performance 

reports. What is to be done on failure of any provided 

monitoring mechanisms? 

• Define procedure(s) in case of non-performance, i.e. 

what happens if the agreed performance targets are not 

met. 

• What other considerations are required to support your 

assurance argument?  Include them. 
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Summary 

• Traditionally, safety-related services were provided 

completely by a vertically-integrated organisation 

• Commercial pressures are leading to ‘layers’ of service 

being outsourced to others, who may specialise in just 

those sub-services (and get economies of scale) 

• It is still possible to assure your service with confidence, 

but it requires close attention to detail when setting-up 

the formal arrangements… 

Design all your system interfaces well, 

not just the equipment ones! 
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http://www.linkedin.com/in/johnspriggs 


