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Meeting: Security Informed Safety Working Group - Meeting 23/1 

Meeting Date: 26th January 2023 

Attendees: Stephen Bull, Nikita Johnson, Wendy Owen, Stephen Gill, Phil Williams, Mark 

Bowell, Dhanabal Arunachalam, Darren Groombridge, Kate McDougall, Dave 

Banham, Yevhen Zolotavkin, Nivethanan (Niv) Sivanathan, Chris Hills 

Apologies: Paul Hampton, Jane Fenn, Emma Taylor, Ian Wolforth, Narinder Dhillon, Andy 

Scott, Bob Oates, Shamal Faily 

Author: Stephen Bull 

cc:  

Issue Date: 27/01/2023 

Reference: SISWG 23-1 (Issue 1)  

1 Background 

SISWG has established three task groups: 

1. Co-ordination of Safety and Security within the system lifecycle 

2. Security-Informed Safety Risk Evaluation and Assessment (SiS-REA)  

3. Mapping terminology and language between safety and security  

These task groups each aims to provide guidance on their area of interest, within the overall remit of the 
SISWG. A link to the current remit of each task group is provided above, along with links to the draft 
output produced in February 2022. 

2 Agenda 

1. Introductions 

2. Refreshers from task groups 

3. Key issues to resolve 

a. Overall integration of TG outputs (TG1 / TG2 boundary; integration with TG3) 

b. Turning TG1 draft into usable industry guidance 

c. Refining TG2 content to make it accessible and usable (main concerns are terminology 

and length of document) 

d. How to better engage people in our activities? 

4. Activities this year 

a. “Sprints” on each document in turn 

b. Any other activities? (War stories review / investigation – can we build more of a 

database?) 

5. SSS’23 – Poster and Trifold – come and see us at the conference … 
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3 Minutes 

3.1 Introductions 

Members gave the following details of their role and interest in the group: 

• Chris Hills; Phaedrus Systems; Member of MISRA-C and other groups 

• Phil Williams - Engineer for Safety Limited - Independent Safety Consultant 

• Darren Groombridge; Independent Consultant working in the nuclear industry; interested in 

Functional Safety and cyber security 

• Mark Bowell, nuclear safety inspector, Office for Nuclear Regulation 

• Nivethanan Sivanathan (Niv) - Aerospace Cyber Security Certification Specialist - UK Civil 
Aviation Authority 

• Kate McDougall: Senior Software Assurance Engineer in the Nuclear Sector . Interested in 
Functional Safety and Cyber Security. Previously worked in Aviation and Industrial Automation. 

• Stephen Gill: Cyber Security Consultant for Ebeni. Worked across Civil Aviation, Defence and 

Rail and contributor on TG2. 

• Yevhen Zolotavkin: Barkhausen Institut, Dresden, Saxony 

https://www.barkhauseninstitut.org/en/research/research-groups/secure-and-privacy-
respecting-data-processing; My research focus: security and privacy in the context of C-ITS 

and V2X. We are evaluating 5G and 6G technologies including security and privacy aspects of 
Joint Communication & Sensing. 

• Stephen Bull: Principal Safety Engineer and Technical Lead – Rail, Ebeni. 25 years experience 
in assurance of safety-critical systems in aviation, aerospace and rail sectors. SISWG lead / co-
ordinator. 

3.2 Task Group Reminders 

3.2.1 TG1: Co-ordination of Safety and Security within the system lifecycle 

(remit) (Feb ’22 draft output) 

Guidance on establishing a framework for co-assurance of safety and security within the system 

development and maintenance lifecycle; aim is to have loose coupling between disciplines at defined 
synchronisation points; work is based on NJ’s PhD thesis and the aim is to develop this work to be 
applicable in an industrial context 

3.2.2 TG2: Security-Informed Safety Risk Evaluation and Assessment (SiS-
REA) 

(remit) (Feb ’22 draft output) 

Guidance on how to do unified risk assessment which sufficiently considers both cyber security and safety; 
concerns have been raised about how the terminology used is applicable (or not) to defence (especially 
aerospace) sector, and the main focus of improvement is to ensure that the guidance is widely applicable 
across industry 

https://www.barkhauseninstitut.org/en/research/research-groups/secure-and-privacy-respecting-data-processing
https://www.barkhauseninstitut.org/en/research/research-groups/secure-and-privacy-respecting-data-processing
https://scsc.uk/file/gi/SISWG_TG1_Guidance_Plan_(v1)-1218.docx
https://scsc.uk/file/gi/SISWG_SSAF_Throughlife_Guidance_Draft_05022022-1337.pdf
https://scsc.uk/file/gi/SiSWG_TG2_Remit_Draft_v2_-_clean-1213.docx
https://scsc.uk/file/gi/SCSC-172_SISWG_Risk_Evaluation_and_Assessment-1338.pdf
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3.2.3 TG3: Mapping terminology and language between safety and security 

(remit) (Feb ’22 drafts: model, reading guide) 

Providing an underpinning common language and terminology so that any efforts of unification between 

the disciplines understand each other, by ensuring that they use the same terms; this needs to be 
maintained alongside the TG1 and TG2 outputs and they need to be reviewed against it to make sure that 
the terminology used is understandable to all. 

Draft outputs from each TG are available (to members of SISWG only): links at the start of these minutes. 

3.3 SSS’23 

SISWG will be presenting a poster at SSS’23 7th – 9th February in York. This is an ideal opportunity to 
meet in person to discuss some of the issues involved, and to interest more people in the work of the 
group. There will also be an information sheet in the delegate pack, explaining the work of the group. 

Please come and find us at the conference! 

3.4 Next Steps – Focussed Update of TG1 

NJ outlined an approach of fortnightly meetings from February to May this year, for focussed reviews of 
individual chapters of the TG1 guidance. At the end of this time we aim to have updated draft guidance 
ready for wider review. 

This will bring most benefit if individuals commit to attending most of the meetings in this period, to bring 
consistency and cohesiveness of approach and keep the momentum on developing the document. 

Each review would follow the “Issue, Rules, Argument, Conclusion” (IRAC) principle to focus the discussion 

and focus on achieving an update in the proposed timescale. 

Additional issues to discuss include: 

• Introduction of sector-specific examples 

• How to influence the safety argument, where security identifies attack paths affecting DAL E 
(i.e. non-safety) products 

• How Information Security Management Systems (ISMS) (both enterprise and product levels) 
can inform safety 

PW noted that the approach and timing fit in well with BSI and IEC activities. BSI developing guidance on 

a practical approach on this topic, and our TG1 guidance could form a reference for that approach. IEC 
61508 update ongoing and our guidance may again provide useful input on what is practical in this field. 

WO noted that we should avoid being too prescriptive – we need to establish principles which are widely 
applicable, in order that our guidance can “stand the test of time” in a rapidly moving environment. 

YZ asked what alignment of security and safety arguments means – NJ agreed that this is an important 
subject for discussion and will be covered. 

Around 8 of the attendees indicated an interest in this approach: please use this Doodle poll to indicate 
your interest in a fortnightly time slot. Aiming to start w/c 13th February. We may also schedule a face-to-
face workshop if we can find a way to do this. 

3.5 Further Next Steps 

Once the TG1 update is complete, this will form a baseline for a similar approach for the TG2 guidance. 

https://scsc.uk/file/gi/Task_Group_Objectives_-__Mapping_terminology_and_language_between_safety_and_security_v2-1216.docx
https://scsc.uk/file/gi/SCSC-167_SIS_Safety_and_Security_Risk_Ontology_Model_v2-1333.docx
https://scsc.uk/file/gi/SCSC-166_SIS_How_to_read_the_Risk_Ontology_Model_v3-1334.docx
https://scsc.uk/file/gi/SISWG_SSS23_Poster-1514.pdf
https://scsc.uk/e898
https://scsc.uk/file/gi/SISWG_SSS23_Trifold-1515.pdf
https://doodle.com/meeting/participate/id/enRGDnle
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Feedback on terminology from the TG1 and TG2 updates will be used to update TG3. 

SB also encouraged group members to add relevant cyber security news stories to the forum on our web 
pages: 

- Cyber security incidents of note here: https://scsc.uk/f190  

- Other possibly relevant new stories here: https://scsc.uk/f348  

Later in the year SB would like the group to review these stories in more detail to see what can be 
learned. 

4 Actions 

Action Owner(s) Status 

23/1-1 – Express interest in TG1 development and indicate which meeting 
slots work for you … use this Doodle poll: 
https://doodle.com/meeting/participate/id/enRGDnle  

All Open until 3rd February 

23/1-2 – Add news stories to our website forum All Ongoing 

23/1-3 – Come and see us at the SSS’23 conference All 7th – 9th February 
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