
Why Security 
Informed Safety? 

Exploitation of (cyber)security 

weaknesses can compromise the 

safety of systems with 

catastrophic consequences. 

 

This is a growing and complex 

problem as more systems become 

interconnected and dependent on 

publicly accessible communications 

networks. 

 

Although standards are emerging 

to address security issues, the 

overlap between security and 

safety remains a tricky area to 

address.  

 

This is exacerbated by differences 

in terminology and approach: 

• between industry sectors 

• between disciplines 

• between organisations 

• at different ‘levels’ of a System 

of Systems 

 

SISWG is the Safety-Critical 

Systems Club Working Group 

looking at the safety implications 

of these issues and developing 

guidance for practitioners. 

 
 Key Points 

Safety and security … 

• use similar techniques but have different 

underlying goals 

• have different underlying concerns – 

impact on safety (integrity) is often only 

part of the security analyst’s concern 

• have different understanding on the causes 

of loss: safety traditionally focuses on 

failures and human error whereas security 

also considers intentional attacks (including 

certain types that take a long time to 

manifest) 

• requirements may sometimes be in conflict 

• have different views of the system lifecycle 

• use differing terms for the same (or 

similar) concepts 

Resources 
SISWG documents in preparation: 

• Through-Life Co-Assurance of System Safety 

and Cyber Security 

• Security Informed Safety Risk Evaluation and 

Assessment 

• Security Informed Safety Risk Ontology Model 

Other material available: 

• IET Code of Practice Cyber Security and Safety 

• IEC 62443-3-3: System security requirements 

and security levels 

• ISA-TR84.00.09-2017, Cybersecurity Related to 

the Functional Safety Lifecycle 

Other sector specific guidance is available, 

please ask for details. 
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A ransomware attack on 4th 

August 2022 caused months of 

outage of UK mental health 

information systems, with some 

records not restored by 

December. 

 
Society is demanding an 
increasingly integrated world, 
from shared healthcare records, 
hyper-connected vehicles and 
autonomous systems – but how 
do we keep these systems 
secure? If they are not secure, 
they can’t be safe. 
 
 

Safety and Security have 
traditionally operated as distinct 
disciplines. In an increasingly 
integrated and digital world, 
this approach is no longer 

sustainable – both disciplines 
need to now work together; 
they must understand each 
other’s motivations and 
objectives and synchronise 
activities in a more structured 
and coordinated fashion. 

Group Activities 
 

We are in the process of producing three sets 

of guidance material to support practitioners 

working in this area.  

 

Task Group 1: Co-assurance of safety and 

security. 

It is important to synchronise safety and 

security considerations throughout the system 

lifecycle. This guidance will help practitioners to 

define the synchronisation points suitable for 

their programme and to define activities and 

artefacts to be produced at each point. 

 

Task Group 2: Principles on evaluation of 

risk. 

This material is intended to provide 

practitioners with the understanding and tools 

required to assess, evaluate and communicate 

risks in a consistent way which meets the 

needs of security and safety disciplines. 

 

Task Group 3: Mapping terminology and 

language. 

Differences in terminology and concepts often 

impede mutual understanding between safety 

and security disciplines. This material is 

intended to bridge the gap to aid 

understanding. Note: it is not the intention to 

develop a common language to be used by all 

as this is not a practical objective. 

 

Our aim for 2023 is to focus on the outputs of 

each task group in turn and get them ready for 

first publication. We hope to devote a focused 

“sprint” to each one, in a series of short weekly 

meetings. 

 

 

 The Working Group 
The SCSC Security Informed Safety Working 

Group (SISWG) is widely supported by industry, 

government agencies and academia, across 

many sectors.  The main objective of the group 

is to develop and disseminate guidance on how 

to consider the impact of (cyber)security on 

functional safety. 

 

The group welcomes members from 

organisations interested in making technical or 

strategic contributions. The ultimate aim is to 

ensure that (cyber) security is properly 

considered alongside other contributing factors 

to system safety. 

 

We need your experience! 
Do you have safety and/or security experience 

and would like to get involved in providing 

much-needed industry guidance – we would love 

to hear from you! 

 

 

Contact Us 

For further information, please contact: 

Stephen Bull (stephen.bull@scsc.uk) 

 
 


