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SCSC Service Assurance – WG Meeting 1 

2nd March 2017, CGI, London 

Minutes and Actions 

Attendees 

Paul Hampton (PH) – CGI, Mike Parsons (MP) – NATS, Craig Harris (CH) - Leidos, Alan Simpson (ASi) - 

Ebeni, Jose Faria (JFa) - Safe Perspective Ltd, John Findley (JFi) - NATS, Simon Scutt (SS) - Thales, 

Catherine Menon (CM) - Imperial College, Jane Fenn (JFe) - BAE, Philippa Ryan (PR) - Adelard, Sean 

White (SW) - NHS Digital, Andrew Scott (ASc) - NATS, Kevin King (KK) - BAE. 

Apologies 

Ben Williams (BW) - NATS, Mark Machin (MM) – CGI, Dave Richards (DR) – NATS, Ibrahim Habli (IH) – 

University of York 

Agenda 

1. Aims & Scope of the WG 

2. Rationale of a Service View 

3. Progress to date: Reports from NATS, BAE Systems(?), Others? 

4. Service Assurance Approaches & Models 

5. Service Catalogues & SLAs 

6. Service Analyses 

7. War Stories 

8. WG Meeting and Communications Schedule 

9. AOB, etc. 

10. Next Meeting 

11. Thanks 

12. Summary of Open Actions 

 

NOTE: All comments or opinions in these notes are attributed only to individual attendees of the 

meeting, not to their respective organisations. 

[Note that actions are presented in the form N.Mx where N is the meeting number, M a reference 

number for the action raised in that meeting and x is an optional letter that differentiates related 

actions arising from the same discussion point]. 

1. Aims & Scope of the WG 
The overall model for this Working Group is based on the SCSC Data Safety Initiative WG (one of 
several initiatives the SCSC is currently promoting). 
 
The aim of the WG is not to be a “talking shop”, but to produce practical guidelines. 
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Action 1.0 [MP] Propose words for Statement of the Problem and Aims of the Working Group 
based on similar words produced for the Data Safety Initiative WG, see [4] 
 
Some areas to consider: 

1. Service-orientated Architectures 
2. Cloud-based systems and services 
3. Resource-facing services 
4. Reusable software 
5. Services include people 
6. Different types of service 
7. Service contracts 

 

Agreed WG Aims 
 
1. Produce some form of guidance material for Assurance of Services. This could include 

security/safety, but with a focus on safety, acknowledging that security is important. 
2. Use the existing  Data Safety Initiative Statement of the Problem and Agreed Vision as a 

basis for this service assurance work (see [4]) 
3. Publish a paper at SCSC Symposium (SSS’18). The WG can also use SCSC web pages to 

publish interim reports, etc. 
4. Target assurance guidance for generic (abstract) services, not just IT services. (Note that the 

ITIL framework  can be applied more generally than IT to general service provision and 
management.) 

 

2. Rationale of a Service View 
What is a service view? There are differing perspectives. A useful discussion followed. 

What is a service? There needs to be a workable definition of a service. Note ITIL V3 has:  “Services 
are a means of delivering value to customers by facilitating the outcomes customers want to achieve 
without the ownership of specific costs and risks”.  Services encompass systems, people, processes, 
and products. 
 
Ownership of Risks: Who actually owns the risk with respect to safety services? We need to consider 
the different areas of commercial, legal, safety, and regulatory risks. A case in particular is a BAE 
Systems service contract, where MOD owns the safety risk, and service providers hold less risk. 
 
Hidden Implementation:  A consumer of a service doesn’t necessarily need to know how a service is 
implemented. An everyday example might be an electrical supply via a standard wall socket – the 
user of the electricity does not have to know about the electricity suppliers, contracts, wiring, etc. or 
that any of these meet particular standards. An even better example might be a Broadband service – 
where the consumer doesn’t care about routing, technology employed, etc. 
 
Reusability: In general services should be re-useable, so should be defined in generic ways. Any 
constraints on future use should be made explicit. 
 
Examples: The Healthcare sector provides good examples of services. It is generally accepted that 
the health organisations own the risks, rather than the national bodies (or suppliers). There are 
usually SLAs between CCGs and manufacturers that cover safety (note that Safety Cases (or 
equivalent) are produced for some products, e.g. infusion pumps). There are many upcoming 



 SAWG 
 

3 
 

changes in healthcare technology especially apps and cloud-based technologies. Service Contracts in 
the health care generate service interfaces.  Healthcare has dedicated service management 
organisations who manage service contracts, SLAs, etc. 
 
What should be in a service contract/specification to support safety assurance? 
(Note these are included in software services that JFe and PR have been involved in.) 

 Technical and Management interfaces: ITIL probably manages the IT service management 
aspect well, but doesn’t include assurance management or assurance goals. 

 How to provide assurance of changes and manage the assurance 
 
Other Issues 

 There is a strong desire to use commercial services/systems from which safety-related 
services are delivered – it is unclear at present how this is to be achieved 

 It will be necessary to analyse and manage emergent properties arising from the service 

 Systems of systems present complexity and analysis issues. There are often layers of service 
contracts so we must consider "Services of Services". 

 
Assurance of Safety-Related Services 

 In the safety services world, how much does the user (consumer) need to know about the 
assurance picture? 

 Note that there are regulators that provide a level of assurance, also legislation for things 
such as CE marking provide confidence 

 Services need to define the way they are intended to be consumed and any constraints. 
However, understanding precisely what is needed may result in needing to understand the 
construction of the service being consumed. 

 We need to think about who is doing the assurance, as it may not be the consumer. 

 How much trust do we put in 3rd parties? (i.e. how much can we trust their assurances?) 

 Who is going to be sued on service failure? 

 PH noted that often (non-safety) suppliers provide the  (EU) 2017/373: ‘Safety Support 
Assessment’ and demonstrate that the service works as specified (rather than demonstrate 
it is safe) 

 Need to consider what level of change is acceptable, i.e. changes within assurance contract 

 Healthcare operate a mechanism where contractors inform health providers of changes and 
they assess changes from manufacturer for impact, and then give authorisation 

 Service agreements probably need to include constraints (what is not required) as well as 
positive requirements 

 There is usually a reliance on the service consumer to define the requirements that underpin 
safety 

 Service contracts need to spell out who is accountable for what 
  
 What is Different about Services?  

 A service is operated as, effectively, its own ‘cost centre’. It ‘promises’, via its contract, to 
provide one or more services to the agreed levels for an agreed period of time for an agreed 
price. The difference is the transfer of risk (cost) from the consumer to the provider, e.g. to 
deal with issues like hardware obsolescence, staff retirement, such as might impact service 
provision. If I ‘just buy a box’, I’ve then got to ‘own’ those issues for its ongoing operation. 

 There are different views of Services from the different actors involved: procurers, 
producers, consumers, regulators, assurers, users, etc.  These may well be different to the 
set normally used for systems. 
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 There is some form of Service Specification beyond which service consumers don't need to 
look, and this will encompass people, procedures, organisations, etc. (However it is not clear 
what level of definition means we don't need to “open the box”) 

  

3. Progress to date: Reports from NATS, BAE Systems(?), Others? 
JFe gave a presentation on ECOA SOA [1] 

KK gave an overview of some of the issues in naval contracts: 

 There has been a change from provision of system and technical support, to longer in-
service support (10+ years) contracts 

 The challenge is that changes to regulations, etc. change the environment and also how the 
contract is delivered (e.g. Haddon-Cave “Nimrod” report) 

 Services include SQEP personnel provision and complex bespoke services and processes 

 Supply chain may include international partners - with different legislation 
  
MP presented some of the work ongoing at NATS [2]. 

4. Service Assurance Approaches & Models 
WG goal is to be generic and to cover the full lifecycle of a service. 
  
Aim to cover: 

1. Definition of service, ownership, bespoke and generic services 
2. Hierarchical decomposition of service stack - boundaries and resource-facing and customer-

facing services 
3. Service itself needs to have a definition 
4. Ownership of risk, service, consumers/providers/3rd parties 
5. Dealing with the "unknown consumer" 

 
Service Perspectives: There are several viewpoints or perspectives: e.g. Consumers, providers, 
assurers, architects, regulators. (Note that the architect viewpoint may be problematic and may not 
be pursued) 
  
Action 1.1 [CH, ASi] Produce 2 page scoping strawman of service context to give a framework for 
discussion 
  

5. Service Catalogues & SLAs 
The service catalogue is seen as important for assurance purposes as it gives a defined interface and 
Includes SLA’s that can be used to derive assurance targets. 
 
NATS is aiming to do assurance focussed on service catalogues [2], based on two parts:  

1. Service definition assurance (i.e. based on service catalogue entries) 
2. Service implementation assurance 

 
(Note the wider Service portfolio includes live, retired, in-development services. Service Catalogues 
describe the live services, some are assured and some are not.) 
  
SLAs and Assurance Properties (see [2]) 

 Properties presented could be generic to other services  
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 Candidate properties 

 As Low As Reasonably Practicable (ALARP) principle may need to be considered (‘How would 
a judgement on risk ‘work’ below the level at which risk is realised?’  This is especially true 
when a service provider potentially doesn’t know which of their services (or specific 
characteristics of specific services) will subsequently be relied on in order to satisfy some 
higher-level safety claim.) 

 Assurance properties from the point of view of the consumer 

 Assurance evidence is another aspect - what evidence is there that the property is met? The 
degree of confidence is also important 

 Context of use is important, as are any constraints 

 Need to define a set of properties that the service needs to exhibit (from the point of the 
consumer), properties to assure. 

 Change has to be managed to continue to meet existing catalogue entry, or providing a new 
entry (within the agreed constraints, e.g. revenue.). This needs to be covered in the future 
by the working group. 

 Required services/properties and pre-requisites and dependencies needs to be covered. 

 Intention of properties is that the provider ensures that the service meets these, and 
provides evidence that they are met, they also provide any constraints of use. 

 Consumers need to provide evidence that they are consuming the services within the 
constraints of use 

 Note that use of SLAs and financial penalties may not be sufficient to get a sufficiently- 
assured service, this means that a description of acceptable evidence is important 

  
Action 1.2 [MP, CH, JFe, ASc] Rework assurance properties + language + context of them 
  
Pre-contract/preferred supplier qualification 
Action 1.3 [JFe] Ask whether there is specific guidance from local sub-contractors on contracting 
 

6. Service Analyses 
Do we need to invent new analyses, or pick from existing analyses, potentially aligning language? 
 

 Service analyses could look very different to traditional safety analyses, e.g. use of service 
activity/sequence diagrams to find failures 

 Service analyses and failure analyses needs to cover people, processes and products, not just 
equipment/product 

 HAZOP keywords (like those chosen for data safety) could be a useful output 

 Need to consider socio-technical view (integrating HF, system safety and security analyses) 

 Can BowTie XP methodology analysis be applied? 

 Could STAMP methodology analysis be applied? 
 
Action 1.4 [JFa] – Establish if STAMP/STPA could be useful in a service context 
 

7. War Stories 

War stories of service failures in a safety context would be useful to collate and add to the guidance. 
Some were discussed including Deepwater Horizon – where BP suffered, but neither owned or 
operated the rig. There are likely many examples from Healthcare (e.g. the London ambulance 
service over new year). 
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Action 1.5 [All] Everyone to find war stories related to services 

8. WG Meeting and Communications Schedule 
See 10. 

9. AOB, etc. 
ASi noted that the MOD group is interested in the output of this WG. 
  
It would be useful to ask whether companies will financially support the group or partially. 
 
Action 1.6 [SW] See if someone from health Service Management could talk about what ITIL 
means to them to the WG 
 
Action 1.7 [KK] See if someone from BAE could explain how the service contracts work in their 
situation  
  

10. Next Meeting 
27th April 2017 at Adelard, London,  http://scsc.org.uk/e501  

11. Thanks 
Thanks to PH for hosting the meeting. 

Thanks to CH for taking notes in the meeting. 

12. Summary of Open Actions 
Ref Owner Description 

1.0 MP Propose words for Statement of the Problem and Aims of the Working Group 
based on similar words produced for the Data Safety Initiative WG, see [4] 

1.1 CH, ASi Produce 2 page scoping strawman of service context to give a framework for 
discussion 
 

1.2 MP, CH, 

JFe, ASc 

Rework assurance properties + language + context of them 

1.3 JFe Ask whether there is specific guidance from local sub-contractors on contracting 
 

1.4 JFa Establish if STAMP/STPA could be useful in a service context 
 

1.5 All Everyone to find war stories related to services 

1.6 SW See if someone from health Service Management could talk about what ITIL 
means to them to the WG 
 

1.7 KK See if someone from BAE could explain how the service contracts work in their 
situation 
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