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SCSC Service Assurance – WG Meeting 10 

27th June 2018, NATS, Brettenham House, London 

Minutes and Actions 

Attendees 

Kevin King (KK) – BAE Systems, John Penny (JP) – CAA, Simon Scutt (SS) – Thales, Mike Parsons (MP) 

– NATS, Andy Whitehead (AW) - Atkins, Andy Scott (AS) – NATS, Katrina Attwood (KA) – University of 

York, Mike Sleath (MS) – Independent Consultant 

Apologies 

Andy German (AG) – Atkins, Alan Simpson (ASi) - Ebeni. Stephen Elliot (SE) – BAE Systems, Miren 

Illarramendi (MI) – Mondragon University, Scott Pearson (SP) – Aquila, Simon Whiteley (SW) – 

Whiteley Aerospace, Paul Hampton (PH) – CGI, Jane Fenn (JF) – BAE Systems, John Findley (JF) – 

Qinetiq, Craig Harris (CH) – Leidos, Ibrahim Habli (IH) – University of York, Sandy Garrity (SG) – NHS 

Digital. 

Agenda 

1. Progress on Guidance Document  

2. Discussion of laws and standards relevant to the railway domain 

3. SSS’19 papers update 

4. Service Assurance Wrappers review and discussion 

5. Production of generic presentation on service assurance 

6. Planning for 2018/2019 activities 

7. Collected service-oriented war stories 

8. Service analyses update, including STAMP/STPA 

9. Service Assurance in the news 

10. WG meeting and communications schedule 

11. AOB 

 

Items are presented in the minutes in the order discussed in the meeting, rather than as per the 

Agenda. The order on the day was optimised to reflect attendees and action progression. Slides are 

available in [11]. 

 

NOTE: All comments or opinions in these notes are attributed only to individual attendees of the 

meeting, not to their respective organisations. 

[Note that actions are presented in the form N.Mx where N is the meeting number, M a reference 

number for the action raised in that meeting and x is an optional letter that differentiates related 

actions arising from the same discussion point]. 
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1. Progress on Guidance Document 
MP expressed the aim to have a web download version of the Service Assurance Guidance 

Document available by SSS’19 (i.e. in February 2019). Essentially, preparation of the document has 

fallen to MP – there is a lot of material, but it is necessary to tidy it up, beef up the “war stories” and 

create a clear story throughout the document.   

The plan is to provide a version of the guidance annually for the first 2-3 years. Issues arising: 

 There is a need for the terminology used in the guidance document as it stands to be more 

consistent with the existing paper on Service Assurance prepared for SSS’18. 

 The view was expressed that the guidance needs to deal explicitly with the issue of suppliers 

being unable or unwilling to supply assurance information relating to their service.  

 The guidance needs to address how deficits can be dealt with: 

o  How do you establish what the deficit is, in a service context? 

o  How do you establish how important it (potentially) is?  

o What can you do to address it? 

2. Discussion of laws and standards relevant to the railway domain 
There was a brief overview of the shift from the European Rail Safety Directive – which followed 

EN50129 for Product Safety Cases – to the Common Safety Methods for Rail. The CSM requires a 1-

out-of-3 approach to assurance: either follow the defined reference system, follow a code of 

practice/standard or do a bespoke risk assessment.  

The standards do not particularly address the issues relating to relationships between contractors, 

suppliers and integrators, nor do they adequately address issues with electronic systems which do 

not fail safe. Techniques for the allocation – and propagation – of SILs are covered by the EN 

standards, and there is space for “historical evidence of safety” to be provided within justifications.  

There was some discussion of the difficulties of the supplier/integrator relationship in various 

domains, where the legislation for particular customer bases differs: for example, KK mentioned the 

case of a supplier avoiding compliance with CE marking because of an alternative (Canadian) 

customer with less stringent requirements for a product. In the generic services world, this 

inconsistency could create shortfalls in assurance. 

3. SSS’19 Papers Update 
MP reported that 3-4 papers on a Service Assurance theme had been submitted for review for 
SSS’19. It was suggested that SAWG also present a session. [Post meeting note: Two specific papers 
on service assurance have been accepted for SSS’19, and there will be a dedicated SAWG 
presentation.] 
 

4. Service Assurance Wrappers Review and Discussion 
AS, ASI, MP presented various thoughts and notes on service assurance principles and wrapper 

approaches. This is raw material for a generic presentation on service assurance, which ASi has 

agreed to produce. Various issues arose from the discussion: 
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4+1 Software Assurance Principles as mapped to applied to service assurance, ref [7].  

 MP presented a first draft of these, and there was a discussion of wording. In 

particular, it was stressed that the notion of context (restrictions on use, constraints 

etc.) needs to be very clear in the discussion of “requirement”. There was also 

considerable discussion on the notion of “levels”, and how the intent can be 

preserved throughout. It was pointed out that – in the services world – there is often 

a distinction to be drawn between “the requirement” (and intent – in “4+1” 

language) and “what’s available”: we need to provide guidance on how to provide 

assurance that what is available meets the need, in safety terms.  

• A distinction was drawn between service assurance and service accountability. 

Service Wrappers, refs [8, 9] 

• Service wrappers are a useful means for making something assurable – there is 

always a wrapper, conceptually, in a service-based architecture. There is also always 

a need to map to the specific context of application/integration of service. 

• The size and nature of the wrapper depends on the nature of the service – ASi has 

an action to produce a taxonomy of wrappers. 

• The guidance should present the notion of service assurance and wrapping from the 

customer’s perspective, but should acknowledge that some explicit requirements 

may need to be set on the supplier at various points (or deficits acknowledged and 

accounted for). 

• There is an assumption that the service will change over time – the wrapper has to 

address this and be robust to it (the wrapping has to be at a sufficient level of 

granularity to allow for this, while at the same time being meaningful/pragmatic). 

• ASi’s document suggests three levels of awareness on the part of service suppliers, 

wrt. knowledge of assurance principles and the domain in which the service is being 

deployed:  

 Green – understands safety and the domain 

 Orange – does not understand safety and/or the domain 

 Blue – understands generic safety concepts, but no concern/understanding 

of the domain or application 

Having a safety-aware supplier [of a service] may mean that the integrator [service 

consumer] can be more relaxed, or can make various assumptions, rather than needing to 

spell things out.  

Other general comments on ASi’s document: 

o There was some discussion on the concept of change. The feeling was that this 

should not be presented as an absolute: the notion of major/minor change was 

proposed; depending on how much of the assurance argument relies on the visibility 

of the change, the nature and impact of the change, etc. 

o It was felt that “best-case”-type language should be avoided: we do not want to give 

the impression that one is necessarily better than another 



 SAWG 
 

4 
 

o In the diagram [7, 8], “assured service” would be best expressed as “provider-

assured service” (to make clear what the source of the information was) 

o It was pointed out that – for the discussion of the 4+1 principles and for the 

guidance in general – “requirements” might imply “other types of requirements that 

I might rely on for a safety position, but which might appear to a supplier to be 

something else” – e.g. performance requirements. 

5. Generic Presentation on Service Assurance 
ASi agreed to produce a generic presentation on service assurance, which could be used to promote 

the concept and the activities of the group. All agreed to send input and comments. 

6. Planning for 2018/19 Activities 
The general aim is to produce a version of the guidance document annually for the first 2-3 years. It 

was also proposed that SAWG hold a SCSC seminar event in 2019 to promote the idea of services 

assurance, highlight concerns etc. Possible content might include accident studies, a dockyard case 

study, etc. 

7. Collected service-oriented war stories 
There was a brainstorm of possible areas for future examination. Suggestions included: 

• Service aspects of Grenfell Tower (possibly begin with the Fire Service?) – it was 

thought important to wait until there is an interim report from the public inquiry. 

• Rail – possibly provision of LIDAR and RADAR on level crossings; Greyrigg accident; 

Rail crossing incident where there was a “SIL 3 system” which was actually SIL1 – 

operator disconnected and put a bag over it, someone hurt (more details of this 

needed, please) 

• GPS signallers – wrong assumptions 

• Water treatment – Camelford (Aluminium in the water) 

• Example from York TLSA course about a tanker and sewage works 

• London Ambulance Service 

• ATC 

 

Other possible case studies / examples: 

• Chris Johnson (Glasgow) about the recent Edinburgh Airport incident (tram 

overturned, and the only way cars could leave airport was over runway). 

• Nikita Johnson (York) re: contacts in the financial sector who may be able to provide 

a case study 

• Consider how systems/services can turn into contingent services, as when systems 

fail people have to be involved  – e.g. possibly signalling, possibly some hospital 

systems (Pharmacy?) 
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Uberlingen case study [SS]: 

• Not identified many services in the scenario – Swiss ATC, Radar maintenance 

contract, telephone link to airport 

• Pseudo services identified: other ATCs (from the perspective of the accident, they 

are not relevant); possibly worth splitting into two – ATC providers and engineering 

service providers to ATC providers; ICAO (probably actors, not services), Flight Ops 

Manual (unclear whether it should take precedence); Russian flight was a chartered 

flight – a one-off service (does not actually factor into the accident – but had it been 

late etc. it might have been significant from a services perspective) 

• SS described problems in “drawing the boundary” – DHL aircraft probably not 

actually owned by DHL but is considering it as a service useful? 

• Systems: TCAS 

• Prime: German Republic (FDR) – ATC provided as a service to the German republic (it 

was the German republic that paid compensation) 

• The only real service failure was within Skyguide 

• Discussion: some useful points came out of this case study – issue about cost 

centres; lack of clear interfaces – between partially-automated and manual system, 

between services and pseudo-services; would STAMP be useful (right the way back) 

in drawing out the distinction between law making intent and what was achieved? 

• SS will write this up. 

8. Service Analyses Update 
SW held a presentation in Salisbury (May 2018) at which he presented STAMP. There was some 

discussion as to whether STAMP was useful as a tool for service analysis – the general feeling was 

that it might be a useful tool, though it needs to be augmented. There was some discussion of 

potentially applying guidewords to some parts of the diagram in order to draw out service-type 

issues. The idea was to throw guidewords not at the service itself, but at the relationships at 

different levels in the hierarchy/service stack. This is something for further consideration.  

MP discussed business process modelling approaches which were being adopted at NATS (for service 

flows). It was suggested that we find an expert to talk to the group about BPMN, to help draw out 

the service-specific aspects that may be possible from such analysis. 

9. Services in the News 
Additions to the list of service failures: 
 

 Grenfell Tower (wait for the report, but there will be quite a lot here: fire service, inspection 
regime and standards, materials, governance by housing association and local 
government…) 

 Carillion/G4S – dependencies on service providers that have gone bust: was assessment 
done as to how far UK plc depended on single suppliers? Can UK government take past 
history into account in procurement decisions (Capita)? 

 East Coast Main Line – operator of last resort. How far does the architecture support this? 
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10. Thanks 
Thanks to KA for taking minutes. 
Thanks to MP for chairing the meeting. 
Thanks to NATS for hosting the meeting. 

11. Next Meeting 
SAWG#11 is on Tuesday 18th September 2018 at BAE Systems, Sterling Square, London, 
https://scsc.uk/diary.html . 

12. Actions Status 
Ref Owner Description Status 

1.7  KK See if someone from BAE could explain how the service 

contracts work in their situation 

Closed 

2.6 JFe Produce “Parachute Packing” story summary Ongoing 

2.8 JFe  Consider producing a sanitised version of the 

information on local sub-contractors 

Closed 

3.1 KA Create a glossary alongside the guidance document and 

keep it active 

Ongoing 

3.2 ASc Talk to contracts people and attempt to do a 

“contractual comparison”, indicating where contracts 

for safety-related services differ from non-safety-

related ones, such as a mobile phone 

Ongoing 

4.1 All Identify if any service contracting approaches and/or 

contract acceptance methods can be sanitised and 

presented to the WG, to possibly include 

representatives from the relevant department 

Closed 

5.1 MP Endeavour to find rail representative to join the WG Closed 

5.2 MP Bring and adapt the contents of the SSS’18 paper into 

the Guidance Document 

Ongoing 

5.3 SW Explore further the application of STAMP to service 

assurance 

Close and leave 

as agenda item 

5.4 All Write brief overview of war stories  Close and leave 

as agenda item 

7.3 ASc/MP Provide draft wording on the definition of, and 

considerations for, the service ‘wrappers’, and generate 

related provisional actions on remaining WG members 

AS has provided 

this, all to 

comment 

https://scsc.uk/diary.html
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for allocation at the net meeting 

7.7 MP Provide a position statement for SAWG with respect to 

the ‘System of Systems’ vs ‘System of Services’ concern 

Closed 

7.8 KK Provide write up of the ‘piggy in the middle’ service 

stack problem 

Ongoing 

8.1 MP Collate information to be included in the guidance 

document 

Ongoing 

8.2 ASi Create a generic Service Assurance presentation Ongoing 

9.1 MP Update the draft guidance document with text from 

various sources including SSS’18 paper. MS’s document 

and SSS’18 presentation 

Ongoing 

9.2 MP Arrange an evening meeting to write 200-word abstract 

for the SSS’19 paper 

Closed 

9.3 SE/KK Make slides “Dockyard Product Safety” available for 

upload to the SAWG resources area on the SCSC 

website 

Ongoing 

9.4 JL/KK Make slides “Overview of the Dockyard Services” 

available for upload to the SAWG resources area on the 

SCSC website 

Ongoing 

9.6 MP Consider discussion of service consumption in the 

Service Assurance paper 

Ongoing 

9.7 ASc Provide wrapper taxonomy note Ongoing 

9.8 All Identify services in the Uberlingen disaster, and 

determine which services failed and why [SS to write up 

and all others to supply comments] 

Ongoing 

9.9 SW Redraw Uberlingen disaster STAMP diagram and 

provide an explanation from a service perspective of 

how the SLA service, service definition and service 

assurance case are modelled in STAMP/STPA [someone 

to ask Simon – MP?] 

Ongoing 

9.11 MP Contact highways England regarding their service 

provision and possible presentation at the next meeting 

Ongoing 

10.1 MP Circulate Wrappers and draft guidance document for 

comment via the shared drive 

Ongoing 
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10.2 All Provide comment on the wrappers and draft guidance 

document 

Ongoing 

10.3 All Consider whether we want to present at future SCSC 

events 

Ongoing 

10.4 All Provide comments on ASi’s generic presentation (see 

8.2) 

Ongoing 

10.5 MP Investigate (for the guidance document) how the 

nature of services changes when the system collapses  

Ongoing 

10.6 All Identify potential war stories Ongoing 

10.7 All/ASc Consider potential guidewords to query the service 

hierarchy, for discussion at future meeting 

Ongoing 
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