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SCSC Service Assurance – WG Meeting 4 

7th September 2017, BAE Systems, Farnborough 

Minutes and Actions 

Attendees 

Mike Parsons (MP) – NATS, Alan Simpson (ASi) – Ebeni, John Penny (JP) – CAA, Jane Fenn (JFe) (by 

phone) – BAE Systems, Katrina Attwood (KA) (by phone) – University of York, Andrew Scott (ASc) - 

NATS, Kevin King (KK) – BAE Systems. 

Apologies 

Steve Elliott (SE) – BAE Systems, Craig Harris (CH) – Leidos, Jose Faria (JFa) - Safe Perspective Ltd, 

Paul Hampton (PH) – CGI, Simon Scutt (SS) - Thales, Philippa Ryan (PR) - Adelard, Sean White (SW) - 

NHS Digital, Catherine Menon (CM) ‐ Imperial College, Mark Machin (MM) – CGI, John Findlay (JF) – 

QinetiQ, Mike Sleath (MS) – Atkins Global. 

Agenda 

1. Review 

2. BAE View 

3. CAA View 

4. Scoping Inputs – Service Context 

5. Skeleton of Guidance Document 

a. Inputs from last minutes 

6. Collected Service-Oriented War Stories 

7. Service Analyses update 

8. SSS’18 service paper 

9. SCSC Draft ToR 

10. Next meeting 

11. Actions update 

12. AOB 

 

NOTE: All comments or opinions in these notes are attributed only to individual attendees of the 

meeting, not to their respective organisations. 

[Note that actions are presented in the form N.Mx where N is the meeting number, M a reference 

number for the action raised in that meeting and x is an optional letter that differentiates related 

actions arising from the same discussion point]. 

Administration 

MP led a round of introductions and passed on apologies from those unable to attend. MP ran 

through the meeting’s agenda. 
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1. Review 
The minutes for WG Meeting #3 were briefly reviewed, and praise was given by the Group for their 

coverage of those discussions. MP led a refresher of the services summary from the last minutes and 

conduct of the Group to date, to better accommodate the long break since the previous meeting as 

well as those who had been unable to attend one or more previous meetings. 

KA noted that the ‘Scoping’ section of the previous minutes did not go into much detail on the 

relationship between Security and Service Assurance. The Group agreed and it was stated that all 

attendees needed to keep this aspect at the ‘back of their minds’ in advance of any future update to 

the Guidance Document in this regard. 

ASi noted that while ‘Security causes’ to given undesirable outcomes differ from those identified and 

controlled under a more traditional safety focus, they are still presenting causes to safety-significant 

outcomes. The Group agreed it would need to watch for output from its sister WG on ‘Security 

Informed Safety’ and check for impacts on this WG’s scope. 

MP reiterated the target of having some material ready for presentation at SSS ’18, in February. 

2. BAE View 
This agenda item was deferred to a future meeting, as SE had been unable to attend. 

3. CAA View 
JP identified the CAA’s recent involvement in development of (EU) No 2017/373 [1]. JP’s main input 

was regarding ‘Safety of change’. The baseline ATS is considered broadly OK at present, with the 

emphasis on ensuring this position is not undermined through change. 

JP stated that the Rule already takes a Service-Oriented perspective and relies on a ‘complete 

Service specification’, defining ‘all behaviours’ of a given service or set of services. Such a 

specification further states that the services provide that specified behaviour in a specific context. It 

is incumbent on the service consumer to demonstrate that their use of the service matches that 

declared context, and that the service behaviour is as required for their top-level Safety Case. 

[A service provider below the ANSP-level does not generate a Safety Case, as they do not have 

visibility of the operational risk, but instead a Safety Support Case. A Safety Support Case is intended 

to provide confidence that a service behaves as specified, whereas a Safety Case is intended to 

provide confidence that the ATS is safe.] 

In the discussion that followed JP’s presentation, KK showed the room a slide illustrating, at a high 

level, a BAE Systems view of an Assurance Case structure / breakdown, with material split across 

functions and projects. ‘Docking Services’ were used as the primary example in the discussion; 

provision of an associated Assurance Case is made for ‘all docking activities’ but in the context of 

‘permitted’ ships, locations, prevailing weather, etc. 

4. Scoping Inputs – Service Context 
MP expressed a desire to examine different service contracting approaches and/or contract 

acceptance methods from attendee’s organisations. 



 SAWG 
 

3 
 

Action 4.1 [All]: Identify if any service contracting approaches and/or contract acceptance 

methods can be sanitised and presented to the WG, to possibly include attendance by 

representatives from the relevant department. 

MP drew a simplified representation of a service hierarchy, noting a distinction between service 

providers that had ‘visibility’ of the top-level (safety) risk and those, lower-down, that would have 

little or no visibility and would instead ‘just’ demonstrate that their service satisfied its specification. 

They would not necessarily receive, nor understand, ‘traditional’ safety requirements. 

‘Confidence demands’

Safety Requirements

- Safety Case
- Hazards

- Safety Objectives

Service Service

Service Service Service

Service Service

Safety Requirements
‘Confidence demands’

‘Confidence demands’

‘Confidence
demands’

Procurement of Service
that has no assurance
evidence from supplier

WRAPPER

 

ASc noted that there was still a need for the service consumer to set expectations on the service 

provider for continued ‘correct’ (as specified) behaviour for the service and that, in the absence of 

anything badged as a ‘safety requirement’, other means would be required to establish what level of 

proof / confidence was desired. MP agreed, noting that while ‘Safety Requirements’ may not flow 

down to a service provider who has no / little visibility of the top-level hazards, ‘confidence 

demands’ would need to, to allow the service consumer to satisfy their own, higher-level, safety 

requirements. ASc further suggested that to tag requirements as ‘safety requirements’ indicates an 

expectation that the supplier (i.e. the recipient of that specification) has a good understanding of the 
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context of downstream use of their service or product and of the safety assessment approaches they 

would need to conduct in order to satisfy their customer’s needs. 

ASi opined that there might be three types of service provider: 

1. Ones that ‘get’ safety, likely to be at or near the top-level and/or at the ‘sharp end’ of 

delivering safety. 

2. Ones that don’t ‘get’ safety but can support the service consumer’s safety claims. 

3. Ones that don’t ‘get’ safety and don’t want to, for example where they provide the service 

on a ‘take it or leave it’ or off the shelf basis (black box), e.g. network provider. 

A discussion resulted on types of services and varying types of dependence (from a safety 

perspective) on those services. KK identified that where a service consumer had a high dependence 

on a given service to maintain their own safety claims, this would be reflected by the specification / 

contract on the service provider. 

A second discussion led on from the first, on how Safety Cases ‘cope’ with change. There was a 

general expectation among attendees that Safety Cases dependent on procured services would by 

impacted by a higher frequency of changes. Security was cited as a cause (e.g. patching), as was the 

service consumers’ ability to switch more readily between service providers in a competitive service 

environment. It was agreed, however, that change within a given service provider’s service design 

should have the same implications as for changes to a dependent system. 

It was agreed that there were many different ways of building sufficient ‘confidence’ in the correct 

behaviour of a service. JP remarked that this shouldn’t be seen as novel, as there are already many 

different ways of building confidence in technical systems. This led to a third major discussion, on 

the subject of forms of evidence specific to assuring services. 

MP drew a simple, two-dimensional illustration of potential sources of service assurance evidence. 

Service 
provider’s 
reputation

Detailed 
service design 

evidence

Increasing 
confidence

 

In debating this point, the Group agreed it was more likely that it was an ‘n-dimensional’ problem 

and attempts to maintain the illustration on the flip chart were abandoned after a third axis was 

briefly added. The concept evolved further, with MP illustrating a potential approach akin to that 

used in DO-178C [3] and ED-109A [4], where ‘Service Assurance Levels’ might be defined by 
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identifying evidence that would be ‘Recommended’ or ‘Highly Recommended’ or ‘Mandatory’ per 

Level. 

M

M

Evidence type #1

Evidence type #2

Evidence type #3

Evidence type #4

Evidence type #5

...

M

HR

M

... ... ... ...

4 3 2 1

SAL

HR

RM

M

HR

HR

R

R

R R

R

HR R

-

-

 

Where SAL is the Service Assurance Level, with 4 being the highest level. The evidence type could be 

of many different forms including: 

 Design  

 Verification 

 Supplier  

 Case / Reference history 

 Review / Audit 

 Service History 

 Etc. 

The Group debated the merits of and process for matching Safety Requirements (i.e. the ‘demand’ 

from service consumers) to such ‘Service Assurance Levels’, as might be satisfied by a service 

provider. MP suggested an approach akin to the CAA’s SW01 COTS Equipment Guidance [2] might be 

appropriate. 

During subsequent discussions on the essential differences between ‘services’ and ‘systems’, it was 

put forward that ‘everything is a service’. ASi stated that that was the view being taken by the Def 

Stan 00-56 Committee in the current update to that standard. ASc reiterated a point from the 

second WG meeting that the key change was the provision of a service from a different ‘cost centre’ 

to the consumer, where this introduces different challenges but also potential new (financial) 

controls. 

5. Skeleton of Guidance Document 
MP brought onto the screen the draft Guidance Document, with a view to drop in material from the 

previous session’s minutes. ASi took an action [later replaced by Action 4.2] to update his and CH’s 

notes, as had resulted from the first WG meeting, for comments received and to reflect WG 

discussions since. 

ASi suggested that different types of assurance argument (product, service or a mix) could support a 

top-level Safety Case, and that the Group should seeks to identify ‘frameworks’ (i.e. a limited 

number of patterns) for Service Assurance Arguments. 

ASc identified that, without changes to the service consumer’s service architecture, the ‘confidence 

demand’ or ‘need’ on a service to ensure safety at the top-level would be unchanged when replacing 
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an internally designed and operated service with one outsourced to a different cost centre. ASc 

suggested, however, that any evidence that can be presented for procured services should be 

leveraged to replace that which one could otherwise present for services designed and operated ‘in 

house’. That replacement evidence could be the ‘fix’ for an increase in the opacity of the means of 

service provision and/or drop in the service provider’s ‘visibility’ of the operational-level context and 

risk. 

In summary when a service is subcontracted / outsourced the nature of the assurance evidence may 

have to change (e.g. from detailed design/verification evidence to evidence that the provider can 

meet its SLAs), but that does not necessarily mean a change in overall assurance level or ‘goodness’. 

Action 4.2 [KA]: Conduct a first pass of fleshing out the Guidance Document with the material 

generated and discussed by the WG to date. 

Action 4.3 [MP]: Send KA the latest version of the ASi & CH notes document, with the comments it 

received. 

KA warned the Group that workload demands up to December may impact completion of this 

action, which the Group acknowledged. The Group further agreed with KA’s recommendation that it 

should check existing SCSC uses of the terms ‘Confidence’ and ‘Trustworthiness’ for any conflicts 

with the WG’s outputs. 

6. Collected Service-Oriented War Stories 
MP reiterated the open action [1.5] on WG members to identify war stories related to service use in 

a safety-related or –critical context. 

7. Service Analyses Update 
Item 7 on the Agenda was parked, in JFa’s absence. 

8. SSS ’18 Service Paper 
Action 4.3 [ASi, CH, MP]: Produce a draft SSS ’18 paper and circulate a week before the next WG 

meeting. 

Action 4.4 [All]: Review the draft SSS ’18 paper and provide comments to authors. 

9. SCSC Draft ToR 
The draft Terms of Reference for SCSC Working Groups was reviewed by attendees. Comments were 

collated by MP, to be sent to Brian. 

Action 4.5 [MP]: Send WG comments on the draft Terms of Reference to Brian Jepson. 

10. Next Meeting 
Meeting #5  is on 4th Oct 2017, NATS Brettenham House, London. 

The provisional date for the #6 meeting is: 23rd Nov 2017 (TBC). 

KK identified that he would be unable to attend a meeting held in the first week of October 2017. 
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Action 4.6 [MP]: Finalise dates for WG meetings #5 and #6 with members and arrange suitable 

locations to host. 

11. Actions Update 
The meeting reviewed the actions left open from the previous meetings. The updates are collated in 

the table, below, as includes new actions raised during meeting #4 for ease of reference. 

Ref Owner Description Status 

1.2 MP, CH, 
JFe, ASc 

Rework assurance properties + language + context of 
them 

On hold. May no longer 
be required. 

1.5 All Everyone to find war stories related to services Ongoing. 

1.7 KK See if someone from BAE could explain how the service 
contracts work in their situation 

Ongoing. Agenda item 
#2 deferred as SE 
unable to attend. 

2.1 All Comment and feedback to MP on the strawman “The 
Service Context for Service‐Based Safety Assurance” [1]. 

Closed. Now part of the 
Guidance Document. 

2.2 ASc Examine safety requirements of service contracts at NATS Ongoing. Material 
submitted by ASc for 
WG #3 was not 
presented owing to ASc 
absence. To be 
presented at next WG 
meeting. 

2.3 All Review STAMP/STPA slides and feedback comments to 
MP or JFa 

On hold until a worked 
example produced, as 
per action 3.6. 

2.6 JFe Produce “Parachute Packing” story summary On hold. 

2.8 JFe Consider producing a sanitised version of the information 
on local sub‐contractors. 

On hold. 

3.1 KA Create a glossary alongside the straw man document, 
and keep it active during future discussions/reviews etc. 

Ongoing. Change of 
action owner from CH 
to KA. 

3.2 JFe Talk to BAE contracts people and attempt to do a 
“contractual comparison”, indicating where contracts for 
safety‐related services differ from non‐safety related 
ones, such as a mobile phone. 

Ongoing. Clarification of 
action owner as JFe. 

3.3a CH Revise the strawman document in accordance with the 
discussion in Meeting 3 

Closed. 

3.3b CH Review Andy Scott’s comments on the first draft of the 
strawman document and incorporate as appropriate in 
revising the document 

Closed. 

3.4 MP Make the NATS ‘Assured ITSM for ATM’ document 
available on the Share for the group. 

Closed. 

3.6 JFa Prepare a STAMP/STPA example using a real service 
framework. 

Ongoing. 

3.7 SS Explore the Überlingen Incident as a War Story example 
from the services point of view. 

Ongoing. 

3.9 MP Circulate the SSS paper abstract Closed. 
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Ref Owner Description Status 

4.1 All Identify if any service contracting approaches and/or 
contract acceptance methods can be sanitised and 
presented to the WG, to possibly include attendance by 
representatives from the relevant department. 

NEW 

4.2 KA Conduct a first pass of fleshing out the Guidance 
Document with the material generated and discussed by 
the WG to date. 

NEW 

4.3 MP Send KA the latest version of the ASi & CH notes 
document, with the comments it received 

Closed 

4.4 ASi, CH, 
MP 

Produce a draft SSS ’18 paper and circulate a week before 
the next WG meeting. 

NEW 

4.5 All Review the draft SSS ’18 paper and provide comments to 
authors. 

NEW 

4.6 MP Send WG comments on the draft Terms of Reference to 
Brian Jepson. 

NEW 

4.7 MP Finalise times for WG meetings #5 and #6 with members 
and coordinate suitable locations to host. 

NEW 

12. AOB 
None was raised. 

Thanks 

The Group gave its thanks to BAE Systems for hosting the meeting. 

Many thanks to ASc for taking the minutes. 
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