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SCSC Service Assurance – WG Meeting 5 

4th October 2017, NATS, London 

Minutes and Actions 

Attendees 

Mike Parsons (MP) – NATS, Craig Harris (CH) - Leidos, Jose Faria (JFa) - Safe Perspective Ltd, John 

Findley (JFi) - QinetiQ, Simon Scutt (SS) - Thales, Philippa Ryan (PR) - Adelard, Sean White (SW) - NHS 

Digital, Katrina Attwood (KA) – University of York, John Penny (JP) – CAA, Mike Sleath (MS) – Atkins 

Global. 

Apologies 

Catherine Menon (CM) - Imperial College, Andrew Scott (ASc) - NATS, Kevin King (KK) – BAE Systems, 

Alan Simpson (ASi) – Ebeni, Jane Fenn (JFe) – BAE, Stephen Elliot (SE) – BAE Systems, Kevin Holland 

(KH) - SiamSpecialist 

Agenda 

1. Progress on Guidance Document draft and SSS’18 paper 
2. CAA Presentation 
3. Atkins view 
4. Service requirements, Contracts and SLAs 
5. Update on STAMP approach to service assurance 
6. Collected Service-Oriented War Stories 
7. Service Analyses update 
8. Next Meeting 
9. Actions Update 
10. AOB 

 

The main meeting slides can be found in [3]. 

 

NOTE: All comments or opinions in these notes are attributed only to individual attendees of the 

meeting, not to their respective organisations. 

[Note that actions are presented in the form N.Mx where N is the meeting number, M a reference 

number for the action raised in that meeting and x is an optional letter that differentiates related 

actions arising from the same discussion point]. 

1. Progress on Guidance Document draft and SSS’18 paper 

The WG reviewed together the draft version of the draft Guidance Document [4] and the draft 
SSS’18 paper [5]. On the Guidance Document, there was a broad debate on the scope and topics to 
address (or leave out) of the document, including: 
 

 Security and business continuity (suggested to be left out); 
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 Service Consumer vs. End user 

 Intent to bring in participation from Railway and Automotive to the WG 

 What is different about the service world? Why is it different to a systems approach? 

 Risks in new context, e.g. changing a supplier 

 Flow down different kinds of requirements to different suppliers 

 Risk ownership 
 
For the SSS’18 paper, the discussion highlighted: 
 

 Abstract: The acronyms such as SOAS need to be expanded on their first use, as in Three 
Letter Acronym (TLA) and then used consistently, avoiding arbitrarily switching between the 
acronym and the full phrase later in document. 

 Section 1.1: Consider expanding the list of potential interest groups to include the 
‘impactee’. 

 Section 1.3.1: Consider adding the DEF STAN 00‐56 (PART 1)/4 definition of a System – A 
combination, with defined boundaries, of elements that are used together in a defined 
operating environment to perform a given task or achieve a specific purpose. The elements 
may include personnel, procedures, materials, tools, equipment, facilities, services and/or 
software as appropriate. 

 Section 1.3.2: Needs to be updated to better describe the characteristics of services in scope 
for this assurance approach. 

 
The agreed way forward for the WG is to focus on finishing the SSS’18 paper and then bringing 
contents of the paper into the Guidance Document. 
 
Action 5.1 [MP]: Endeavour to find a Rail representative to join the WG. 
 
Action 5.2 [KA]: Bring and adapt contents of the SSS’18 paper into the Guidance Document. 
 

2. CAA view 
JP made a presentation to the WG describing the results of a previous collaboration debating the 

provision of Air Traffic Management as a Service. Overall, the approach presented seems to be well 

aligned with the discussion on going in the WG, even though the terminology was slightly different.  

The slides of the presentation are included in the references of these minutes (see [1]). The main 

topics covered included: 

 System Models 

o System: People, Procedure and Equipment. Purpose of the system is to deliver a 

service. 

o Service provider might consume Regulated and Unregulated services from other 

providers. 

o Service provider also consumes Data from the environment. 

o Different Contexts: User, Operational System, Service Context. 

 Assurance 

o Two classes of services providers: ATSP, Other 

o Two Layers: 
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 “View of Safety”; Safety Assessment; Safety Assurance; Safety case. 

 “No view of Safety”; Safety Support Assessment; Safety Support Assurance; 

Safety Support Case 

o ATSP direct interacts with Aircraft, provide traffic information, have a view of the 

environment. In conclusion, they have a view of safety. 

o Other services do not interact with Aircraft. They do not have a view of safety. 

o The interface to an Unregulated Subcontractor is the Contracts 

o The interface to an Unregulated Body is a set of SLAs 

o Safety Case must use all the Safety Support Cases for the services it consumes. 

o Safety Support Case: objective is to show that the service “does what it says on the 

can”, publishing a set of properties. The value of each property is neither good nor 

bad; it is what it is. It is up to the Safety Case to make a global assessment of 

whether such property values are good enough for the intended use. 

 Assurance Differences 

o Safety Support Case: Assurance of trustworthiness: Specification of behaviour. 

o Safety Case: Assurance of absence of harm 

 Conclusions 

o (Other) service providers cannot foresee the use of their services; 

o Users must ensure that they use the service within the bounds; 

o User has a duty of care to ensure trustworthiness assurance is adequate; 

o No right or wrong value for a property of a service; 

o Society as an arbiter of the value of risk for the absence of harm. 

The discussion at the end of the presentation was centred on how much evidence should be 

provided at each level. This remains an open challenge. 

 

3. Atkins view 
MS described a report written by himself a few years ago reasoning about the safety of systems of 

systems [7]. The report addresses real-life applications such as GPS, ATM, National grid utilities, 

Emergency services (Fire, Police) and Internet. It analysis how are systems used when all works well, 

partial and total failure scenarios and natural disasters. 

 

4. Service requirements, Contracts and SLAs 
SW highlighted that NHS Digital is increasing their involvement with providers to gain confidence on 

the services they will provide. Following from the discussion, PR noted that supplier reputation alone 

is a very weak argument - every good supplier often has one bad product. 

JP noted that two alternative ways of gaining confidence in a product: (i) to “test it to death” in a 

black box manner, or (ii) to invest in “functional mitigation”, building on features such as diversity, 

redundancy and dynamical reconfiguration. 

The WG agreed to add ‘Internal acceptance testing’ to section 3.9 of the SSS’18 Paper.  
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5. Update on STAMP/STPA analysis 
The WG debated the approach and objectives of analysing Service Assurance using the STAMP 

model. It is foreseen that a broad view of the interactions between services will provide a better 

understanding of what risks might flow up across layers and what should be flown down. 

Action 5.3 [JFa]: Explore further the application of STAMP to service assurance. 
 

6. Collected Service-Oriented War Stories 
The WG debated the benefits of including a set of war stories in the Guidance Document and agreed 

that the best way forward was to name individuals to produce summarized descriptions of some 

relevant cases. The cases and WG members responsible for producing them are as follows: 

MS: “Tenerife” 

MP: “BP Deepwater Horizon” 

SS: “Überlingen mid-air collision” 

PR: “Hatfield railway” and “Amazon cloud outage (things affected)” 

SW: “Ambulance services 991” and “WannaCry” 

KA: “Baby P.” 

“Greenfell Tower”: parked until further information is made public. 

Action 5.4 [MS, MP, SS, PR, SW, KA]: Write brief overview of war stories. 
 

7. Service Analyses update 
Covered in point 5 (see above). 

8. Next Meeting 
Meeting #6 will be held on the 23rd November 2017 at Thales, Crawley. 

Meeting #7 targeted for the last week in January, at QinetiQ, Boscombe Down (TBC). 

9. Summary of Open Actions 
The meeting reviewed the actions left open from the previous meetings. The updates are collated in 

the table, below, as includes new actions raised during meeting #5 for ease of reference. 

Ref Owner Description Status 

1.2 MP, CH, 
JFe, ASc 

Rework assurance properties + language + context of 
them 

Ongoing. 

1.5 All Everyone to find war stories related to services Ongoing. 
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Ref Owner Description Status 

1.7 KK See if someone from BAE could explain how the service 
contracts work in their situation 

Ongoing. Hopefully will 
be feasible for meeting 
#6. 

2.2 ASc Examine safety requirements of service contracts at NATS Ongoing. Material 
submitted by ASc for 
WG #3 was not 
presented owing to ASc 
absence. Hopefully, will 
be feasible for meeting 
#6. 

2.3 All Review STAMP/STPA slides and feedback comments to 
MP or JFa 

On hold until a worked 
example produced, as 
per action 5.3. 

2.6 JFe Produce “Parachute Packing” story summary On hold. 

2.8 JFe Consider producing a sanitised version of the information 
on local sub‐contractors. 

On hold. 

3.1 KA Create a glossary alongside the straw man document, 
and keep it active during future discussions/reviews etc. 

Ongoing. Change of 
action owner from CH 
to KA. 

3.2 JFe Talk to BAE contracts people and attempt to do a 
“contractual comparison”, indicating where contracts for 
safety‐related services differ from non‐safety related 
ones, such as a mobile phone. 

Ongoing. Clarification of 
action owner as JFe. 

3.6 JFa Prepare a STAMP/STPA example using a real service 
framework. 

Closed. Subsumed by 
action 5.3. 

3.7 SS Explore the Überlingen Incident as a War Story example 
from the services point of view. 

Ongoing. 

4.1 All Identify if any service contracting approaches and/or 
contract acceptance methods can be sanitised and 
presented to the WG, to possibly include attendance by 
representatives from the relevant department. 

Ongoing. 

4.2 KA Conduct a first pass of fleshing out the Guidance 
Document with the material generated and discussed by 
the WG to date. 

Closed. 

4.3 MP Send KA the latest version of the ASi & CH notes 
document, with the comments it received 

Closed. 

4.4 ASi, CH, 
MP 

Produce a draft SSS ’18 paper and circulate a week before 
the next WG meeting. 

Closed. 

4.5 All Review the draft SSS ’18 paper and provide comments to 
authors. 

Ongoing. 

4.6 MP Send WG comments on the draft Terms of Reference to 
Brian Jepson. 

Ongoing. 

4.7 MP Finalise times for WG meetings #5 and #6 with members 
and coordinate suitable locations to host. 

Closed. 

5.1 MP Endeavour to find Railway representative to join the WG. NEW 

5.2 KA Bring and adapt contents of the SSS’18 paper into the 

Guidance Document. 

NEW 
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Ref Owner Description Status 

5.3 JFa Explore further the application of STAMP to service 

assurance. 

NEW 

5.4 MS, MP, 

SS, PR, 

SW, KA 

Write brief overview of war stories as listed in point 6. NEW 

 

10. AOB 
None 

11. Thanks 
Thanks to NATS and MP for hosting the meeting. 

Thanks to JFa and JFi for taking the meeting minutes. 

12. References 
Ref ID and title Link 

[1] CAA presentation http://scsc.org.uk/file/gs/SCSC_SAWG_presentation
_for_WG5-335.pptx  

[2] Atkins view <No ref, but see #7> 

[3] Meeting Slides http://scsc.org.uk/file/gs/Meeting_-348.pptx 

[4] Draft Contents of Guidance Doc http://scsc.org.uk/file/gs/Services_Safety_Guidance_
Contents_v04-350.pdf  

[5] Current version of Service Paper for 
SSS’18 [Note: since updated] 

http://scsc.org.uk/file/gs/Service-
Based_Safety_Assurance_v0.9-349.pdf  

[6] Service Safety Principles http://scsc.org.uk/file/gs/Service_Safety_Principles-
342.txt  

[7] Safety Assurance of Services (Mike 
Sleath) 

 
http://scsc.org.uk/file/gs/Safety_Assurance_of_Servi
ces-353.pdf  
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