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Abstract 

This review article presents in a brief manner the lessons learnt from the Boeing 737 MAX 
8 crashes using the System approach to safety perspective.  Learning the right lessons 
from past accidents is a huge challenge from the organisational learning perspective; as 
Professor James Reason cautioned us, “Being blessed with both uninvolvement and 
hindsight, it is a great temptation for retrospective observers to slip into a censorious 
frame of mind and to wonder at how these people [i.e. those involved in design and 
development, safety assurance of these planes] could have been so blind, stupid, arrogant, 
ignorant or reckless” (Reason 1990, p.214).  To distinguish it from the classical approach 
to safety, the “System approach” perspective used in the paper additionally includes 
human and organisational aspects.  Drawing upon a brief review of case studies published 
by Chizek (2020) and Daniels (2020), this paper highlights the need to conduct accident 
case study analysis based upon the concept of System approach to safety.  Such an 
approach will focus attention on two basic kinds of failures, namely, active and latent 
failures conditions.  Latent failure conditions relating to human and organisational factors 
in particular refer to fallible decisions made at the higher levels of a socio-technical 
system; these were defined by Reason (1990, 1993).  That identification of latent failure 
conditions, and addressing them, is a continuing challenge for both System safety research 
and System safety practice domains is also noted. 

1 Introduction 

From a systems engineering perspective, incorporating System safety, Human factors and 
Organisational factors (H & OF) into a comprehensive assessment process with a dynamic 
model to help implement pro-active risk management methods, is a research challenge 
posed to researchers and practitioners alike as noted, inter alia, by Rasmussen et al. 
(1994), Reason et al. (2006), and Leveson (2011). 

The FAA Human Factors Team (1996) made some recommendations to improve aviation 
safety, including:  “In accident/incident investigations where human error is considered a 
potential factor, the FAA and the National Transportation Safety Board should thoroughly 
investigate the factors that contributed to the error, including design, training, operational 
procedures, the airspace system, or other factors. The FAA should encourage other 
organizations (both domestic and foreign) conducting accident/incident investigations to 
do the same. This recommendation should apply to all accident/incident investigations 
involving human error, regardless of whether the error is associated with a pilot, 
mechanic, air traffic controller, dispatcher, or other participant in the aviation system”. 
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As an editor of the book on H & OF concerns, Gilbert (2020) noted the idea has been 
largely accepted in academia as well as in business that the main vulnerabilities in 
industrial safety come from human and organisational factors.  Despite this acceptance, the 
H &OF perspective is not, in general, integrated into system safety as part of the systems 
engineering activity (Appicharla 2006) (Appicharla 2022b). 

The system safety concept calls for a risk management strategy based on identification and 
analysis of hazards, with application of remedial controls using a systems-based approach 
(System safety 2007).  The system safety discipline involves the application of special 
technical and managerial skills to the systematic, forward-looking identification and 
control of hazards throughout the life cycle of a project, programme, or activity (Roland 
and Moriarty 1990) (FAA Safety Team n.d.).  System safety engineering using techniques 
of systems engineering analyses a (socio-technical) system as an interacting set of 
elements generating hazards is described by Roland and Moriarty (1990). 

Appicharla (2006) noted that a complex system or a situation may be approached from 
three perspectives: 

1. the technical perspective (science, technology); 
2. the organisational perspective (social, informal, or formal); and  
3. the personal perspective (Individual, self). 

To manage the complexity of the situation, all three perspectives need to be taken into 
account. Insights from each perspective cannot be obtained from other perspectives. 
Technical perspectives can be based on several models and data interpretations: “realities.” 
From a systems point of view, all three perspectives need to be properly taken into 
account. 

Assessing the safety of complex systems is of vital importance to stakeholders in many 
industry sectors, such as railway transportation, aviation, and other industries, where there 
is a likelihood that accidents can happen.  These accidents may result in loss of lives 
and/or cause damage to property and the environment.  Further, this approach is different 
from traditional safety strategies for simpler systems, which rely on control of conditions 
and causes of an accident based either on epidemiological analysis or as a result of 
investigation of individual past accidents (Rasmussen et al. 1994, Chapter 6) (System 
safety 2007). 

This tendency to omit H & OF concerns from risk assessments and accident analysis can 
be seen from papers discussing two Boeing 737 MAX 8 accidents published by the Safety 
Critical System Club (Daniels 2020) (Daniel and Tudor 2022).  Also, Appicharla (2022b) 
critiqued Chizek (2020) for omission of H & OF concerns and failing to identify latent 
failure pathways to both accidents. 

At the end of Sub-section 4.4 of their paper “Software Reliability and the Misuse of 
Statistics”, in the section on Requirements Engineering, Daniel and Tudor (2022) state: 

Finally, in the two recent Boeing 737 MAX accidents on 29 October 2018 and 10 March 
2019, the Manoeuvring Characteristics Augmentation System (MCAS) software implemented 
its requirements correctly, but the requirements caused full nose down trim to be applied 
following an Angle of Attack sensor failure (Daniels 2020).  As Nancy Leveson has said, 
“Software-related accidents are usually caused by flawed requirements”.  It therefore follows 
that our efforts should be focused on writing better requirements.  Formal methods can help 
with writing better requirements by using formal requirements languages with unambiguous 
semantics and formal methods tools that can ensure the requirements are complete and 
consistent. 
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The author’s objections to the above claim and arguments made about the two Boeing 737 
MAX 8 accidents are threefold, as set out in the subsequent sections.  

1. The first objection is that they did not pay attention to the H & OF called “latent 
failure conditions” that contribute to accidents1 (Appicharla 2006) (Appicharla 
2022b).  The theme of paying attention to H & OF concerns through accident 
causation models is taken up in a greater detail herein at Section 2.  Following 
from the first hypothesis is the corollary that systems engineering activity and its 
contribution to latent failures conditions is to be noted as well.  This theme is 
taken up in Section 3. 

2. The second objection is that that learning lessons from past accidents is not easy 
if such lessons learning exercise is subject to biases on the part of accident 
analysts or investigators, and this theme is discussed, inter alia, by Reason 
(1990), Leveson (2004b), and Johnson & Botting (1999).  A dynamic model is 
introduced to show who how unsafe outcomes are produced using the control 
systems theory whilst discussing this objection in Section 4. 

3. The third objection is related to the theme of estimating probabilities of unsafe 
outcomes and related biases in risk assessments.  Biases in risk assessments and 
accident analysis emerge when companies seek to follow the ISO 31000 risk 
management standard as part of the systems engineering activity (ISO 
31000:2018) (ISO/IEC/IEEE 15288:2015) (Conrow et al. 2021).  This theme is 
taken up in Section 5. 

2 Identification of Causal Factors 

From a systems engineering perspective, the scope of accident analysis is the socio-
technical system of which humans form a part directly, or indirectly through organisations, 
and interact either for utilisation or developing engineering systems through activities of 
thinking, problem solving, decision making and rely upon standards, models, methods, and 
frameworks to engineer acceptable systems (Rasmussen et al. 1994, p. xi) (ISO/IEC/IEEE 
15288:2015). 

Tozer and Wharton-Street (1993), drawing upon James Reason sponsored research, 
discussed the need for identifying latent failure conditions, as attention was focussed on 
active failures of front-line staff, but these staff are the inheritors of latent failures, not the 
source.  They developed REVIEW, showing the sixteen distinct Railway Problem Factors2.  
The results of application of the REVIEW in the Australian railway sector were published 
by Edkins and Pollock (1996).  However, the privatisation of British Railways is assumed 
to have impeded further developments on the application of pro-active safety risk 
management.  

Tozer and Wharton-Street, (1993) discussed four shortcomings of the British Railways 
Safety Management System: 

1. Current limited amount of feedback from ground-level staff. 
2. Different perceptions of safety at each level of organisation. 

 
1 This objection is to details of the Daniels (2020) paper; Daniels and Tudor (2022) concentrate on whether one can quantify  

software reliability. 
2 The Railway Problem Factors are Training, Tools and equipment, Materials, Design, Staff communication, Rules, Supervision, 

Working environment, Staffing and rostering, Staff attitudes, Housekeeping, Planning, Departmental communication, 

Management, Contractors, Maintenance. 
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3. A general failure of management to recognise latent problems until accidents 
happen. 

4. A reactive assessment of accidents.  

Appicharla (2006) took up the concern of latent failure conditions and reactive approach to 
safety management and this is a continuing research theme for the author.  With variety of 
theories, models and techniques being available for organisations to select from, it is 
understandable that under the concept of “Satisficing Behaviour” (Appicharla 2010) 
organisations may fail to integrate their knowledge base to inform their processes for 
accident prevention.  An example of this lack of integrated knowledge base can be seen 
from the Network Rail (2016) Safety Central web page, Prevention through Engineering 
and Design.  We find there that two different approaches, one at the level of disciplinary 
process level such as CDM Regulations3 and another at the company level mandatory 
processes, the CSM-RA Regulation4, are presented in the same graphic as providing input 
apart from the inputs from System safety engineering and Safety by Design Groups to the 
Prevention through Engineering and Design approach.  Further, the web page describes the 
activity of Prevention through Engineering and Design is based on STAMP5 related 
concepts and the concept of Szymbersk’s Time-Safety Influence Curve, but extended to 
cover the asset whole-life and not just change phase.  Various concepts and accident 
models are confused within the lifecycle activity on the web page, probably leading to an 
impasse in making progress in  identifying and addressing the latent failure conditions. 

In 2006, the author was surprised to learn that Airbus had applied a system approach at the 
aircraft level for the first time in the aviation industry, and thereby affirming a fly-fix-fly 
approach was the norm in the industry (Lawrence 2006, p.9) (Roland and Moriarty 1990). 

Appicharla (2022b) suggested that the concept of System safety had its beginning with 
Bell Labs in the form of Fault Tree Analysis, and was adopted by Boeing dating back to 
1962 (Ericson 2005).  The aviation industry is a pioneering industry in terms of System 
safety techniques and its adoption of Fault Tree Analysis in the nineteen sixties led to its 
adoption by the nuclear industry, and subsequently by UK railways (Ericson 1999) 
(Ericson 2005) (Rasmussen 1981) (Leihton and Denis. 1993).  However, integrating H & 
OF concerns was noted as a problem in the aviation industry by the FAA Human Factors 
Team (1996).  The UK Human Factors Integration Defence Technology Centre6 raised the 
HF concern as well (HFIDTC 2006).  Despite these Guidance notes and recommendations, 
the practitioners’ apparent lack of interest in H & OF concerns is a common theme in the 
accident literature (Reason et al. 2006) (Gilbert 2020).  That Roland and Moriarty (1990) 
trace the history of System safety back to 1947 is to be noted. 

A research paradigm effort to include all levels of a socio-technical system in system 
safety activity over the last few decades developed into what is called “Unbounded 
thinking” or “Systems thinking” or “System approach to safety” (Rasmussen et al. 1994) 
(Rasmussen 1997) (Appicharla 2010) (Leveson, 2011). 

Jens Rasmussen (1997, Figure 1) developed a risk management framework integrating all 
the levels of socio-technical system involved in generating system hazard.  Leveson (2011, 
Figure 2) presents an example of a hierarchical safety control structure involving all 
stakeholders in generating the system hazard.  Leveson (2009) (2011) claims that chain of 

 
3 The Construction (Design and Management) Regulations 2015 — UK legislation 
4 The Regulation on a Common Safety Method for Risk Evaluation and Assessment — EU legislation 
5 Systems-Theoretic Accident Model and Processes 
6 The UK Human Factors Integration Defence Technology Centre (HFIDTC) is a virtual centre of excellence funded by the 

MOD which undertakes research to develop and evaluate processes methods and tools 
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events is included at all levels of system; Rasmussen (1997, Figure 1) is a limitation and 
her model overcomes this limitation.  However, Leveson (2019) noted, while not required 
to start a CAST7 analysis, identifying the proximate events preceding the loss may 
sometimes be useful in starting the process of generating questions that need to be 
answered in the accident investigation and causal analysis.  Therefore, in light of the above 
discussions, the author’s first objection is that the case study analysis of Boeing 737 MAX 
8 accidents by Daniels (2020) does not capture all related causal factors. 

The author’s contention is that the contribution of all stakeholder organisations involved, 
all disciplines including systems engineering, software engineering and their contribution 
together with all other relevant causal factors to the accident flights as per the various 
levels of socio-technical system are required as per the System approach to safety.  The 
question of subjective rule to where to stop in the search of causal factors in the accident 
investigation is addressed by Rasmussen (1997) includes all levels of a socio-technical 
system.  

Sub-section 2.3 of the ICAO website “Safety Management System Implementation” 
(ICAO 2022) states on Accident Causation, thus: 

Safety risks can be generated by active failures and latent conditions.  The concept of 
accident causation is an active field of study, and many types of models exist to illustrate the 
events taking place leading up to an accident. 

As noted in the quotation above, Reason (1993) argued that modern high-hazard, low-risk 
systems (such as nuclear power, and chemical plants or contemporary ‘fly by wire’ 
commercial aircraft) are prone to breach of several defences due to unlikely combinations 
of two basic kinds of failures.  These are known as active and latent failures or resident 
pathogens.  Definition of these concepts are presented later in the section. 

Appicharla (2006) accepted the idea that complex systems can suffer from ‘organisational 
accidents’: Complex system(s) are defined as integrated composites of components of 
people, processes, assets, procedures, rules, and organisations.  Complex systems always 
suffer from latent failures (errors in the original) which pose greatest threat to the safety of 
the system.  These failures combine with the active failure to give rise to what are known 
as ‘organizational accidents’ (see Figure 1, derived from (Reason, 1993)). 

 

Figure 1 ~ Common Elements in the Development of Accident 

 
7 Causal Analysis based on System. Theory 
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The model of accident causation shown in Figure 1 is called the Swiss Cheese Model Mark 
II model by James Reason et al (2006).  From the ICAO website quotation above, 
Reason’s (1993) model of accident causation, and use of Swiss Cheese Model to 
investigate the 2002 Überlingen air accident and publication of the results in the 
EUROCONTROL Agency report, implies that both ICAO and EUROCONTROL accept 
the Swiss Cheese Model of Accident Causation as a framework for explanation. 

James Reason, et alia, (2006) presented the history of Swiss Cheese Model and extended it 
to include international regulatory frameworks, and discussed the criticisms of the model 
and explanation of the Überlingen air accident in an open access article.  Reason (1993) 
explained the development of the Swiss Cheese Model in terms of general pattern of 
accident causation advanced by Heinrich’s (1931) “dominoes” model, the Bird & Germain 
(1985) model, and a fourth element of failed or absent defences was added to these 
models.  Johnson (1973) focussed on management as being responsible for the planning of 
the context within which accidents unfold, that is, he stressed the role of ‘less than 
adequate’ management decisions and developed MORT, the ‘Management Oversight and 
Risk Tree’ tool, for accident analysis.  Jens Rasmussen (1997), a cognitive systems 
engineering expert, commented on relations of the MORT technique and the Swiss Cheese 
Model to accident analysis, thus: “The combination of the two basic views that (1) 
accidents should be understood in terms of an energy related process and (2) hazard 
management therefore should be directed towards planning of the release route”.  Later 
Reason (1990) has focused analysis on management errors and organisational factors, such 
as ‘resident pathogens making organisations vulnerable to accidents‘. 

The definitions of active and latent failure conditions are presented hereafter.  These are 
presented here as the author learned that some professional systems engineers in the UK 
railway domain were not aware of these concepts8. 

Definition: James Reason (1993) defined Active Failures: unsafe acts committed by those 
at the “sharp end” of the system (pilots, air traffic controllers, ships’ crews, train drivers, 
[signallers], control room operators, maintenance crews, and the like).  They are the people 
who are at the human-system interface whose actions can do, and sometimes have 
immediate consequences.  These may be acts of omissions or commissions on the part of 
front-line operatives. 

Definition: James Reason (1993) defined Latent Failures: usually fallible decisions taken 
at the higher-level echelons of the organisation whose damaging or adverse consequences 
may lie dormant within the system for a long time, only becoming evident when they 
combine with local triggering factors (i.e. active failures, technical failures, atypical 
system states, etc.) to breach a system’s defences. 

In the safety research domain, we find that despite the criticism of the Swiss Cheese Model 
by Nancy Leveson, discussed by Reason et al. (2006), researchers continue to use the 
concept of latent failure conditions.  For example, Swuste et al. (2020) stated on the theme 
of latent failures, thus: “The origin of latent failures lies in the company’s organisation 
and in its decision-making processes. Decision making within an organisation is 
determined by the context and limitations of the decision-makers, who tend to recycle 
known solutions for technical problems” (Halpern 1989).  These latent failures are present 
in a system for a long period of time without causing problems, but are activated in 
combination with other system failures, breaking through barriers.  The psychologist 

 
8 In July 2022, communication with the UK INCOSE Railway Industry Group Chair revealed this fact prior to the INCOSE RIG 

Annual General Body Meeting.  After explaining the meaning of the latent failure conditions or “resident pathogens” in systems 

engineering activity, the author addressed the AGM to consider the role of “resident pathogens” in systems engineering activity. 
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Reason described these latent failures using a medical metaphor: “resident pathogens 
caused by designers, procedure writers, and top managers representing the 'blunt end' of 
an organisation”. 

Reason (1993) noted that apart from the lifecycle errors in the system development and 
design processes that may occur9, there would be cultural factors of competence, 
commitment, and cognizance that are impacted by the quality of decision making. 

• Competence factor deals with organisational capability to meet the safety goals. 
Elements of such competence are related to the organisation processes and standards for 
systems engineering process and their application.  Ericson (2005) describes the hazard 
identification and analysis techniques used by system safety professionals. 

• Commitment relates to the motivation and resources for the pursuit of the safety goals in 
terms of either meeting regulatory targets or pursue leadership status in overcoming the 
hazards inherent in design and operations.  Safety Management Policy, together with the 
ways and means to pursue the safety objectives define the motives.  Most importantly, 
capability and commitment must be tailored to cognizance of hazards. 

• Cognizance of hazards must include managerial attention to latent failure conditions 
contributed by means of human and organisational factors and their contribution to 
accidents.  Senior managers must look beyond the active failures to understand the 
resident pathogens in organisational and management practices. 

James Reason (1990, p.53-96) drawing upon the insights of economists, such as Daniel 
Kahneman and Herbert A. Simon and related human error research, developed a 
conceptual framework — the Generic Error Modelling System, “GEMS” — within which 
to locate the origin of basic human error types.  Using Jens Rasmussen’s skill-rules-
knowledge classification of human performance, Reason (1990) mapped the three error 
types of slips and lapses, rule-based mistakes, and knowledge-based mistakes in the form 
of failure modes at the three levels of human performance a problem solver is likely to 
face, and determined their cognitive origins.  Using these failure modes of skill-rules-
knowledge-based mistakes, it is feasible for an accident analyst, using the data derived 
from the accident reports, to locate the cognitive origins of active and latent failures within 
this error classification system. 

The quality of decision making and role of risk-based decision-making play in the 
organisational context was examined, inter alia, by James Reason (1990) and Charles 
Perrow (1999).  Reason (1990, Chapters 2 & 3), Perrow (1999, Chapter 9), and Kahneman 
(2012b, Chapter 31) all discuss the role of risk policy, risk assessment, ways and means to 
address the problems of decision making.  These referenced texts may be consulted to 
understand in a greater detail the sources of errors (biases and their sources) in decision 
making process in the industrial setting.  

In this section, two types of failures, active failures and latent failures in terms of cultural 
factors, and their contribution to the development of accidents were briefly presented. 

 

 

 
9 Perrow (1999, p. 77) uses a DEPOSE (Design, Equipment Procedures, Operators, Supplies and materials, and Environment) 

framework to identify the potential sources of failures. 
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3 Systems Engineering Activity and Contribution to Latent Failures 

Daniels and Tudor (2022) claim that behaviour specified by the requirements of the 
Boeing 737 MAX 8 caused full nose down trim to be applied following an Angle of Attack 
(AoA) sensor failure.  Further, as noted in the introductory section, drawing upon Nancy 
Leveson’s quote, they suggest improving the requirements engineering approach, because 
the software implemented requirements correctly, but this led to accidents.  To illustrate 
their perception of this phenomena, they discuss two run-away accidents as well as the 
Boeing 737 MAX 8 crashes. 

The Boeing 737 MAX 8 crashes, as per the ICAO classification of accidents, fall into the 
category of “Loss of Control in Flight” (Appicharla 2022b).  Further, a previous paper by 
Daniels (2020, Sub-section 8.3.3) failed to recognise the Human-MCAS Interface failure 
but suggested how display of good airmanship skills by the ETH 302 accident flight crew 
could have saved the aircraft and its passengers.  Analyses by Daniels (2020) and by 
Daniels and Tudor (2022) seems to contradict the concepts of System safety and ideas 
advanced by Leveson (2004a) (2011) as well as the official reports.  This theme is taken up 
in the paragraphs to follow to illustrate the idea that safety of software is to be examined in 
the context of its use. 

The  abstract of Leveson (2004a) states: 

The  … most important step in solving any problem is understanding the problem well enough 
to create effective solutions. To this end, several software-related space-craft accidents were 
studied to determine common systemic factors. Although the details in each accident were 
different, very similar factors related to flaws in the safety culture, the management and 
organization, and technical deficiencies were identified. These factors include complacency 
and discounting of software risk, diffusion of responsibility and authority, limited 
communication channels and poor information flow, inadequate system and software 
engineering (poor or missing specifications, unnecessary complexity and software 
functionality, software reuse without appropriate safety analysis, violation of basic safety 
engineering practices in the digital components), inadequate review activities, ineffective 
system safety engineering, flawed test and simulation environments, and inadequate human 
factors engineering... 

Further, official reports cited the inadequate MCAS operations and design.  For example 
the NTSB (2019) questioned the role of “unintended MCAS operation” and assumptions 
made by Boeing regarding MCAS operation.  The NTSB reviewed sections of Boeing’s 
system safety analysis of the stabilizer trim control that pertained to the MCAS on the 
Boeing 737 MAX 8 planes.  The NTSB Review showed that the specific failure modes 
that lead to “uncommanded MCAS activation” were not simulated (such as an erroneous 
high AoA input to the MCAS) in the safety validation tests.  This omission led to non-
consideration of consequences of these failure conditions, i.e. additional flight deck effects 
(such as the IAS DISAGREE and ALT DISAGREE alerts, and stick shaker activation. 

Firesmith (2010, p.115) discusses interactions between various team members 
participating in danger analysis.  The author does not agree with the idea of abuse analysis 
used by Firesmith (2010) but accepts that, even from traditional safety engineering 
perspective, such a hazard analysis at Boeing Commercial Airplanes business division 
would have revealed the problems with the MCAS design and operations.  But, from an 
organisational perspective, the economic imperative to compete on costs with Airbus may 
have resulted in a less than adequate safety culture perspective, and organisation dynamics 
may have driven the decision towards setting up of the latent failure pathway (Appicharla 
2022b). 
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The JATR (2019) stated: “The MCAS design was based on data, architecture, and 
assumptions that were reused from a previous aircraft configuration without sufficient 
detailed aircraft-level evaluation of the appropriateness of such reuse, and without 
additional safety margins and features to address conditions, omissions, or errors not 
foreseen in the analyses”.  This finding has implications for inter-operable systems in the 
railways, but that is out of the scope of this paper. 

Moreover, Johnston and Harris (2019) accept the idea that MCAS software played a role. 
They argued on the contribution of software to the crashes, thus: 

The initial analyses suggest that the MCAS software system was poorly designed and caused 
two plane crashes.  But this is a complex situation, involving many people and organizations. 
In addition, other pilots had successfully struggled against the MCAS system and safely 
guided their passengers to their destination.  Four contributing factors, observed in the 
Boeing case, have also been observed in other catastrophic software failures.  They are poor 
documentation, rushed release, delayed software updates, and humans out of the loop. 

The report produced for Peter A. Defazio, Chair of US Committee on Transportation and 
Infrastructure and Rick Larsen, Chair of Sub-Committee on Aviation, stated that: 
“Boeing’s software supplier, Collins Aerospace, also falsely believed that Boeing had 
communicated the AoA Disagree alert issue to its 737 MAX customers” (US House 
Committee on Transportation and Infrastructure 2020, p.23).  

In the following paragraphs, we look at important systems engineering tasks and their 
possible contribution to accidents, if not performed adequately. 

Bahill and Henderson (2005) identified Requirements Development, Requirements 
Verification, Requirements Validation, System Verification, and System Validation as 
important systems engineering tasks.  In their examination of twenty-three ‘famous 
failures’, they used the following ‘definitions’ to generate a classification system: 

Requirements Development:  A functional requirement has to define what, how well, and 
under what conditions one or more inputs must be converted into one or more outputs at 
the boundary being considered in order to satisfy the stakeholder needs.  Besides 
functional requirements, there are dozens of other types of requirements. Requirements 
Development includes: 

(1) eliciting, analysing, validating, and communicating stakeholder needs,  

(2) transforming customer requirements into derived requirements,  

(3) allocating requirements to hardware, software, bio ware, test, and interface elements,  

(4) verifying requirements, and  

(5) validating the set of requirements. 

There is no implication that these five tasks should be done serially, because, like all 
systems engineering processes, these tasks should be done with many parallel and iterative 
loops. 

Verifying Requirements:  Proving that each requirement has been satisfied. Verification 
can be done by logical argument, inspection, modelling, simulation, analysis, [audit,] 
expert review, test, or demonstration. 

Validating Requirements:  Ensuring that  

(1) the set of requirements is correct, complete, and consistent,  

(2) a model can be created that satisfies the requirements, and  
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(3) a real-world solution can be built and tested to prove that it satisfies the requirements.  

If Systems Engineering discovers that the customer has requested a perpetual-motion 
machine, the project should be stopped… 

Verifying a System:  Building the system right: ensuring that the system complies with 
the system requirements and conforms to its design.  

Validating a System:  Building the right system: making sure that the system does what it 
is supposed to do in its intended environment.  Validation determines the correctness and 
completeness of the end product and ensures that the system will satisfy the actual needs of 
the stakeholders. 

As per the above definitions, the report to the US House Committee on Transportation and 
Infrastructure. (2020, p.119) noted that MCAS did not meet its own design requirements.  
The Boeing Aerodynamics Stability & Control Requirements included:  

• “MCAS shall not have any objectionable interaction with the piloting of the airplane.” 
(US House Committee on Transportation and Infrastructure 2020, foot-note 708) 

• “MCAS shall not interfere with dive recovery.” (US House Committee on 
Transportation and Infrastructure 2020, foot-note 709) 

Based on the admission of John Hamilton, then-Chief Engineer for the Boeing 
Commercial Airplanes division, that one of the above two design requirements were not 
met, the House Committee Report (ibid) concluded that MCAS was poorly designed, not 
adequately tested, and had received flawed oversight by the FAA. 

Thus, the MCAS verification and validation contained mistakes in addition to the mistakes 
in Requirements development and Validating requirements of MCAS design at Collins 
Aerospace (US House Committee on Transportation and Infrastructure 2020). 

Contrary to a claim by Daniels (2020) that the FAA ODA Organisation was not a 
contributor to the Boeing 737 MAX 8 crashes, the report produced for the US House 
Committee on Transportation and Infrastructure (2020) states that the FAA ODA 
Organisation Delegation Act was a contributor.  Also, Leveson et al. (2019) observed: 

For example, one possible factor that can be hypothesized as being part of the cause of the 
B737 MAX losses is that the past success of Boeing in promoting safety and a lack of 
adequate resources provided by Congress helped to convince the FAA to relax the oversight 
in the DER [Designated Engineering Representative] process, essentially changing it into a 
self-certifying process for Boeing. This process was probably fine at first but degraded over 
time by pressures on the company that conflicted with safety. It is this type of change that 
usually precedes an accident — the system slowly and inadvertently changes to one where an 
accident is inevitable. Basically, the system migrates slowly toward a state of higher risk. 
Doesn’t that provide a more useful causal explanation than “the pilot zigged when he/she 
should have zagged”? 

Appicharla (2022b) noted that organisational dynamics playing out between the system 
safety engineers and the business unit management in the examination of hazard controls 
and this dynamic contributing a latent failure pathway to future accident scenarios; this 
was not studied by Johnston and Harris (2019).  Therefore, given the evidences regarding 
the Boeing Aerodynamics Stability & Control Requirements, NTSB (2019) findings, 
JATR (2019) findings, and (in the context of Leveson (2004b) having introduced a new 
accident model to explain accidents based on control theory to replace the chain of event 
models), the hypothesis of improving the Requirements Engineering activity alone by 
Daniels and Tudor (2022) and Daniels (2020 is untenable.  Further, such blame actions on 
a single discipline or organisation or aircraft crew cannot help us learn from adverse events 
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is noted by the Ergonomics and Human Factors society (CIEHF 2020).  The argument to 
support this hypothesis are further discussed in Sections 4 and 5. 

Appicharla (2022b) modelled the evidence(s) from the report produced for the US House 
Committee on Transportation and Infrastructure (2020) using the hybrid Swiss Cheese 
Model (Reason 1990) and the MORT technique (Johnson 1973).  From a systems 
engineering perspective, the model showed following latent failures at the regulatory and 
systems integrator levels: 

• The FAA’s and Boeing’s lack of leadership to enforce positive safety culture, 

• Boeing’s efforts to describe MCAS as simply an extension of the existing speed trim 
system was an effort to “give shade and cover” to the notion that MCAS in the 737 
MAX 8 was not new, 

• Boeing’s reliance upon production pressures, failure to classify single point failures as 
safety-critical events, and failure to communicate risk to the airlines/operators based on 
less than adequate risk assessments, dismissal of warnings from the engineers, 

• FAA regulatory failure to implement its own Human Factors team recommendations 
show that the commitment, capability, and competence of decision takers in all 
organisations involved was less than adequate, and 

• The way the work objectives were set by Boeing and FAA shows that the senior 
managerial levels attitude towards duty of care towards their customers in the aviation 
industry by the FAA, Design Organisation and even Airlines/Operators was less than 
adequate. 

McDermott, et alia, (2020) discussed the need of addressing cognitive biases in systems 
engineering teams.  As an example, they briefly discussed the Space Shuttle Challenger 
accident as an example of randomness bias in engineering domain.  Engineers’ intuition 
regarding the correlation of seal failure with the low temperature at the time of launch 
could not be translated into the data to support the decision to delay the launch as per 
Appicharla (2012), McDermott et al. (2020). 

4 Learning The Right Lessons From Past Accidents 

My second objection to Daniels (2020) is that learning lessons from past accidents is not 
easy if such lessons learning exercise is subject to biases on the part of accident analysts or 
investigators, and this theme is discussed by Leveson (2004b), Johnson and Botting 
(1999), to name just a few academics in the System Safety discipline. 

Synthesizing the work on the Swiss Cheese Model of accident causation and the MORT 
technique cited in the previous section, Sanjeev Appicharla (2022a) published a cybernetic 
risk model (see Figure 2, derived from that paper) adapted from Reason (1990) and 
Kahneman (2012a), and used it to study the Boeing 737 MAX 8 crashes. 

The model assumes the knowledge base of controls system theory and introduces the 
“Heuristics and Biases” as disturbances in a control system theoretic representation.  
Further, the author’s intention is to highlight the fact that a cognitive system approach to 
risk management is feasible conceptually.  Due to space limitation, full results of the study 
cannot be presented here.  Appicharla (2022b) may be consulted for the process used to 
derive the following results. 
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Figure 2~ Cybernetic Model of Risk Management 

The following high level latent failures in the Boeing 737 MAX 8 crashes were identified 
using the cybernetic risk management model of Figure 2.  Appicharla (2022b), drawing 
upon a management article by Sandra Sucher and Shalene Gupta (2021), presented a more-
nuanced picture of the regulatory environment and the stakeholders involved with their 
contributions to what is called in risk literature as “system” or “organisational” accident 
(Perrow 1999, p. 70) (Reason, 1997) (Leveson, 2004a).  The latent failures investigated at 
Boeing Board level and inadequate feedback from past accidents were: 

• Boeing 737 MAX 8 airplane was a complex system product and an outcome of a safety 
culture prevailing at Boeing Commercial Airplanes that did not pay sufficient attention 
to the biases in its Engineering Review and Safety Review Boards. 

• The Boeing board had five committees (Audit; Finance; Compensation; Special 
Programs; and Governance, Organization & Nominating).  Audit oversaw risk, but its 
charter focused on financial risk, and it had no mandate to discuss safety.  Moreover, the 
committee had no mechanism for receiving alerts from whistle-blowers.  Several 
different airlines, including Southwest, JetBlue, and Delta have board committees 
specifically established to address safety.  Boeing did not establish a board committee to 
address safety until 4th April 2019, which was six months after the first crash in 
Indonesia, and nearly a month after the second crash in Ethiopia.  Instead, safety issues 
were reviewed by a “Safety Review Board” run by employees, which had neither a 
mandate nor a mechanism for reporting to the board.  Meanwhile, the Boeing board was 
not even aware that the Safety Review Board existed until after the 737 MAX 8 had 
been grounded in 2019. 

• Research shows that when there is an impending disaster, up to 70% of people enter a 
state of denial call the “normalcy bias”.  It is called “normalcy” because our desire to 
flee from disaster goes so deep that when a terrible event occurs our first instinct is to 
deny reality instead of dealing with it.  And it’s a “bias” because it interferes with our 
ability to imagine the scale and impact of a situation that we have never encountered 
before.  Boards need to mitigate for the normalcy bias. 

• Boards are fiduciaries, which means that their duty is to protect other people’s interests, 
generally defined as consisting of a duty of care, a duty of loyalty, and some legal 
scholars would argue, a duty of candour.  The responsibilities of boards that include 
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approving a company’s strategy, budgets and plans and monitoring progress against 
them; approving the company’s capital structure, major expenditures, and Merger & 
Acquisition activity; appointing the CEO and approving senior executive compensation; 
ensuring risks to the company are identified and managed; ensuring compliance with 
legal and community requirements; and establishing ethical standards for the company.  
Operationalizing these duties is harder than it sounds, and Boeing’s fall from grace 
offered management lessons other boards can learn from. 

• If Dekker (2009) had made his investigation into the Turkish Airlines TK1951 accident10 
public when he shared them with the academic community, then the Boeing and FAA 
business management level may have had a chance to reflect upon the single sensor-
based architecture that was chosen.  This document on the Turkish Airlines crash was 
made public only after the second 737 MAX 8 accident by the New York Times 
investigation.  Therefore, the non-availability of Professor Dekker’s report (Dekker 
2009) became a contributory factor to the Boeing 737 MAX 8 accidents.  That Boeing’s 
decision to allow MCAS to operate off a single AoA sensor has been roundly criticized 
by a wide range of aviation safety experts is noted in the report produced for the US 
House Committee on Transportation and Infrastructure (2020, footnote 100).  

Swuste et al. (2020) noted on the nature of cognitive system, thus: 

Automation11 does not decrease the incidence of major accidents but changes their nature. An 
example is the Turkish Airlines [TK1951] crash at Schiphol in 2009, caused by a conflict 
between the automated systems of the aircraft and pilots. Complexity is also caused by the 
different time scales of departments within a company, which are essential for the process or 
production. For example, workers, operators, drivers, and pilots have a time horizon of a few 
minutes in control rooms and cockpits. All operational problems and process disturbances at 
this level must be solved within a short period of time, adjusting process parameters, and 
detecting failing process components. 

Further, Daniels (2020) did not apparently use any accident models such as the Swiss 
Cheese Model (Reason, 1993), or consider the role of bias play in accident investigations 
(CIEHF 2020), apply systems thinking in the like manner of the Systems-theoretic model 
of Leveson (2004), or any other formal accident investigation model recommended by IEC 
31010:2019 to investigate the causal and contributory causes.  Daniels (2020)  relied upon 
his own subject matter expert judgement.  However, there is extensive risk literature 
available on the matter of applying the subjective matter expert judgement and limitation 
of such expertise (Kahneman 2012a), (Kahneman 2012b).  Further, the application of the 
Swiss Cheese Model by Lawton and Ward (2005) enabled the Ladbroke Grove Inquiry to 
go beyond the single causal factor of SPAD caused by an active error on the part of train 
driver to several latent factors in the operational and management side of the organisation 
(HSC 2000). 

Lawton and Ward (2005) argued that the net result of a systems-based analysis is a more 
comprehensive understanding of the crash in order to provide a more effective strategy for 
preventing future crashes by addressing all levels of factors and the critical interactions 
among them.  Leveson (2004b) argued that a new approach is needed to human error is 
needed beyond the Swiss Cheese Model.  However, Haddon-Cave (2009) used a hybrid 
model of bow-tie model (a fault and event tree model) and the Swiss Cheese Model to gain 
a more comprehensive understanding of the Nimrod Crash in Afghanistan. 

 
10 This accident was to a Boeing 737-800 
11 Sheridan and Parasuraman (2006) may be consulted regarding definition of automation and automation related incidents and 

accidents. 
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Subsequently, CIEHF (2017) expressed concerns with current practices of bow-tie 
analysis.  Further, the CIEHF Working Group noted that the Swiss Cheese Model has 
found widespread application and is still used globally as a means of thinking about safety 
management (CIEHF 2017).  It has however been developed and elaborated in many 
directions: while the core ideas continue to have great value and are easily understood, 
variations of the model are now in widespread use.  Leveson (2019) argued against the use 
of chain of event models for their inability to represent process errors.  For example, 
Leveson et al. (2019) state, thus: 

Can we really explain the B737 MAX accidents with a simple chain of events, with the pilot 
actions highlighted along with perhaps the MCAS design as the only actions worthy of 
attention? Competitive pressures, regulatory policies, basic design features are not ‘events’, 
so they don’t appear in the chain of events and therefore can be dismissed without 
consideration by those who find it convenient to ignore these factors? 

The Daniels and Tudor (2022) citation of Nancy Leveson was out of context, was done 
without giving reference to her paper, and is based on the premise that, “Software-related 
accidents usually caused by flawed requirements” and concluded erroneously that 
“requirements engineering needs improvement”.  This is a classic error in logic where the 
conclusion does not follow from premise as noted by Kahneman (2012b) and Leveson 
(2019) clearly rejects the conclusion can be seen from the previous paragraph as well. 

CIEHF (2020) discussed, in their white paper, system engineering principle #4 thus: “Most 
adverse events in socio-technical systems are systemic.  They arise through the 
relationship and interactions between numerous functional elements involved in delivering 
the overall purpose of the system (Reason 1997)”. 

Omission bias and confirmation bias on the part of Daniels and Tudor (2022) through their 
neglect of MCAS design requirements as stated in the Boeing Aerodynamics Stability & 
Control Requirements, and affirming Nancy Leveson’s hypothesis of “Software-related 
accidents usually caused by flawed requirements”, without considering the interaction 
between the regulatory and regulated organisations (See Section 4).  Review the literature; 
it is clear that the learning of lessons from Boeing 737 MAX 8 accidents has been less than 
adequate. 

5 Probability Distribution Model in Probabilistic Risk Assessments 

My third objection is related to measure of risk in risk assessments.  Daniels and Tudor 
(2022) cite Mandelbrot and Hudson (2004) who claim thus: 

…the mathematical models used were flawed and that it was mistaken to assume that the 
normal distribution was a useful model for tracking price changes in the stock markets.  Most 
economists responded that independence and normality are just assumptions that help 
simplify the mathematics.  However, the inappropriate application of the normal distribution 
underestimated the probability that many borrowers would default on their subprime 
mortgages at the same time. 

Estimation of probabilities of rare or adverse events is not an easy task.  Measuring risk in 
terms of F-N12 curve statistics (Evans 2003), or in terms of Normal distribution curve 
applied to the stock market movements are fallible in nature.  That point estimation of risk 

 
12 F-N curves are graphs relating the probability per year of causing N or more fatalities (F) to N. 
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can lead to erroneous perception of risk is noted by Rasmussen (1981).  Despite these 
facts, the above claim by Daniels and Tudor (2022) is erroneous as taken up in this section. 

As regards 2008 financial crisis, it is a mistake on the part of Daniels and Tudor (2022) to 
draw conclusion based just two factors to explain the crisis: (1) of inappropriate 
application of the normal distribution; and (2) many borrowers would default on their 
subprime mortgages at the same time, without considering all other factors that contributed 
to the 2008 financial crisis. 

Disciplines of cognitive psychology, economics, social psychology, and statistical analysis 
relying upon the two-system model of human thinking provide a better explanation of 
2008 financial crisis where collective blindness to risk and uncertainty developed.  
Kahneman (2012b, p. 262 & Chapter 24) may be consulted for psychological factors of 
planning fallacy, optimism bias, overconfident forecasts, and how risk-taking phenomenon 
emerged in the financial industry.  David Hand stated that the probabilities of 25 standard 
deviation events that occurred in August 2007 were better predictable using the Cauchy 
distribution (Hand 2015, Chapter 7).  It is true that Mandelbrot (2005) uses the fractal 
model of risk to better represent the risk phenomenon, but science cannot be limited to 
fitting statistical curves to the data13 in a parsimonious manner without considering the 
social and organisational factors involved (Kahneman 2012a), (Gilbert 2020).  Further, 
Gaussian normal distribution is used in physics and the reference cited in the footnote may 
be consulted. 

Future Nobel laureate Eugene Fama (1965) commented on the Mandelbrot's hypothesis, 
thus: “In light of this [stable Paretian distribution] discussion we see that Mandelbrot's 
hypothesis can actually be viewed as a generalization of the central-limit theorem 
arguments of Bachelier and Osborne to the case where the underlying distributions of 
price changes from transaction to transaction are allowed to have infinite variances.  In 
this sense, then, Mandelbrot's version of the theory of random walks can be regarded as a 
broadening rather than a contradiction of the earlier Bachelier-Osborne model”. 

Further evidence that Daniels and Tudor (2022) concept of risk measurement needs 
improvement comes from the research on F-N curves by Professor Andrew Evans for a 
UK HSE Research project.  Using the putative model of risk, Andrew Evans placed a 
constraint on the use of F-N curves for taking decisions on the risk (Evans 2003).  
Weakness of bow-tie (fault and event tree) based models in their treatment of human errors 
was highlighted by (Reason,1990).  CIEHF (2017) concerns were noted in the Section 4 
may be recalled here. 

Moreover, Daniels and Tudor (2022) do not pay attention to concepts of organisational 
leaning and psychological safety (Edmondson et al. 2005)14.  The role played by the 
concept of bounded rationality and satisficing behaviour (Simon 1979) in risk management 
was noted in the SCSC Newsletter (Appicharla 2010).  Contrary to rational human 
cognition, the tendency of firms is to settle for satisfactory option than choose an optimal 
course of action is to be recognised.  Less than adequate awareness of emergent property 
of system safety using the analogy of water that has properties to support life and at the 
same time has the hazard potential to cause floods and devastation was discussed in the 
context of ALARP risk-based decision taking.  And the role of less than adequate 
interaction between technical understanding, decision maker’s risk preferences and 
organisational viewpoint that form three components of a firm to trigger hazard potential 

 
13 For discussions on the roots of science, Chapters 1 and 34 of Penrose (2004) may be consulted.  Penrose, R. (2004). The Road 

to Reality: A complete guide to the laws of the universe. Jonathan Cape, Random House, London. 
14 This is understandable, considering that it is a paper concentrating on the reliability of software. 
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and it was argued that action to prevent the drift into the unsafe operating zone is 
necessary to keep risk level tolerable. 

In terms of the main lesson for their organisation and management, senior management 
and boards must pay attention to fiduciary duty of care towards their customers and staff 
(Appicharla 2022b).  Further, understanding and modelling of automation-human 
interaction  is challenging in nature due increased automation (Sheridan and Hennessey 
1984) leading to greater complexity (Perrow 1999), and systems are prone to latent failures 
apart from fallible managerial decisions due to host of factors such as less than adequate 
understanding of human automation interaction (Bainbridge 1997), systems becoming 
opaque (Rasmussen 1988), computer being at the centre of action (Moray 1986), increased 
use of multiple automatic safety devices (Rasmussen and Pedersen,1984) leading to less 
than adequate human supervision of automated systems, maintenance related omissions 
(INPO 1983), and the operator in the control room takes up co-ordinating activity during 
emergencies and temporal judgements may be prone to error (Javaux and De Keyser 1998) 
(Reason,1990).  The study of automation-human interaction is an active research area in 
search of an objective function of human automation interface property (Bolton et al. 
2013). 

From the foregoing paragraphs, it can be concluded that improvement of the requirements 
engineering practice or using the right probability distribution to model the risk 
phenomenon may be necessary but not sufficient solutions because there are several other 
cognitive biases (see Figure 2) that may impact decision making in an adverse manner.  
Therefore, the risk management discipline needs to take a system approach to safety. 

6 Conclusion 

In conclusion, we should be advancing models that include human, technical and 
organisational factors, and their interactions, when assessing the risks posed by complex 
systems. 

Note that the concept of System-based approach to safety management is not new and goes 
back at least seventy years (Roland and Moriarty 1990).  See also Ericson (2005) and 
Appicharla (2006; 2010; 2022a; 2022b). 
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