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Abstract

Cyber-attacks on critical infrastructure are not new, but their recent intensity has
increased the risk of intended or unintended consequences to safety systems to become a
real and present danger. Ransom use of malware attacks have mainly concentrated on
business systems, by denying access to essential data, but recent attacks have affected
critical infrastructure with consequential shutdown of operation-al technology including
safety-related functions. Although ransomware may intentionally cause dangerous
failures in the system, pervasive connectivity raises the risks of this happening. This
article discusses the precursors to this danger as part of Information Technology and
Operational Technology convergence, integration of business and control systems,
conflicts arising out of this integration and monetarisation of vulnerability exploitation.
Although using Industrial Control System examples are used, safety practitioners may use
these to mitigate cybersecurity threats and minimise the impact of attacks on all safety-
related systems and their recovery.

1 Out of Gas!

Usually, cyber-attacks on critical infrastructure that includes safety-related systems go
relatively unnoticed, unless they have a significant impact on the public. Partly this is due
to the sensitivity of companies to bad press and cautiousness in trying to prevent copy-cat
attacks. An understanding of the magnitude and nature of attacks, however, can be gained
from published, but anonymized, surveys of the industries concerned.

Ransomware attacks in general have become a major threat. Industry surveys have also
shown that ransomware is the cyber-threat most likely to affect their organization in the
next 12 months (ISACA 2021):

e 21% of businesses in general said that their organizations have experienced ransomware
attacks

e 67% said that their organizations will take new precautions in light of the attack on
Colonial Pipeline, an American oil distribution system from Houston, Texas

e 78% said critical infrastructure organizations should not pay ransom if attacked
e 84% said ransomware attacks would become more prevalent in the second half of 2021

A 2020 survey (Bakuei et al. 2021) shows, for the US alone, that 19 organisations found
ransomware in their Industrial Control Systems (ICS).
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Ransomware risk to Operational Technology (OT) including ICS differs from other forms
of attack in the following ways:

The primary objective of ransomware is monetary gain by locking up assets and
information needed by the target organisation

Impact on critical functions including safety is generally unintended and consequential
when resources needed by these functions become unavailable

Ransomware is only designed to interrupt and may contain untested side effects, which
can have reliability and safety implications. In the Colonial Pipeline case, the de-
encryption tool did not work properly, and recovery required other methods.

The ransomware attack on the US Colonial Pipeline company in 2021 certainly did get
noticed and led to the shutdown of the gas distribution operation for a week affecting the
supply of over 40% of the US East Coast supply of automotive and aviation fuel. Like
most complex failures, this resulted from a series of events and decisions that made the
company’s systems more vulnerable, and the response to the attack less optimal.
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Figure 1 ~ ""Colonial Pipeline’, Photograph by Orbital Joe

The key events of this attack were (Charles Carmakal, 2021):

Hackers gained entry into the networks of Colonial Pipeline on April 29 through a
forgotten virtual private network (VPN) account that had poor security (Attributed a
cybercrime group using to DarkSide Ransomware-as-a-service (RAAS) toolkit)

Just before 5am on May 7, Colonial’s control room saw a ransom note on their system
DarkSide ransomware attack locked out the business operation

As a safety precaution, Colonial shut down its entire pipeline operation, causing critical
fuel shortage to Eastern US

After extensive checks of the OT network concluded that damage was limited to some
of the Information Technology (IT) business operation, supply restarted on May 13
Colonial did pay USD 4.4M in Bitcoin ransom, as a precaution in case recovery was not
achievable, although the Federal Bureau of Investigation (FBI) was subsequently able to
recover most of this ransom

The following precursors the industry faced in the last few years may have strongly
influenced the reaction to this event:

The US Department of Homeland Security (DHS) Cybersecurity & Infrastructure
Security Agency (CISA), and the FBI, advised Pipeline Operators of a spear-phishing
and intrusion campaign conducted by state-sponsored Chinese actors that occurred from



‘til the Next Zero-Day Comes

December 2011 to 2013, targeting U.S. oil and natural gas pipeline companies (CISA
and FBI 2021a).

e A US Congressional report highlights pipeline cybersecurity issues, but US
Transportation Security Administration (TSA) “maintains that voluntary cybersecurity
standards have been effective in protecting US pipelines from cyber-attacks” (Parfomak,
2012)

e The United States Government Accountability Office conducted a review of “7SA4’s
efforts to assess and enhance pipeline security and cybersecurity” and issued 10
improvement recommendations in its congressional report, GAO-19-48, but did not
highlight industry cybersecurity regulation (GAO 2018).

e In 2019 alone, there were 614 reported pipeline incidents in the United States, resulting
in the death of 10 people, injuries to another 35, and about $259 million in damages
(Kelso, 2020).

e Despite warnings of pipeline specific ransomware threats (CISA 2020), the industry has
been criticised for poor cybersecurity practices and lobbying against stronger regulation

e Industrial Control Systems (ICS) have become an attractive target to Ransomware
attackers. The motives are strong (money), the risk is low (RAAS toolkits protect
attacker), the target is soft (old ICS hidden vulnerabilities abound), and reward is fairly
certain (ICS operations are critical). (Palmer, 2021)

e The Colonial Pipeline company supplies about 45% of east US coast fuel, making it a
major risk to US transport operations

e Poor security practices would have meant uncertainty on the reliability of OT network
segmentation.

These precursors could have influenced the company’s response to the ransomware attack
and its outcome, which did result in the shutting down the fuel supply.

Colonial’s east coast pipeline is a multi-product, multi-offtake, multi-line, multi-section,
and multi-storage operation that has high risks associated with operations outside the safe
envelope. Out of an abundance of caution to ensure a dangerous situation did not arise, the
company chose to shut down operations to prevent spread to the OT network until the
business system was cleared of ransomware and put back into operation (Hoffman and
Winston 2021).

The system failure resulted in the following timeline of events with the US fuel supply:

e Crisis caused by the loss of supply resulted in the Federal Motor Carrier Safety
Administration (FMCSA) declaring a state of emergency in 18 states to help with the
shortages (9 May 2021)

e Colonial Pipeline eventually re-established pipeline operation (13 May)

e FBI and CISA issue alerts on pipeline ransomware threat (11 and 19 May)

e TSA update to Pipeline Security Guidelines issued, replacing criticality guidelines -
naturally (TSA 2021a)

e TSA issued Security Directive Pipeline-2021-01 (TSA 2021b) directing a whole range
of mandatory report and assessments with significant penalties for non-compliance (27
May)

e United States Department of Justice (DOJ) gives critical infrastructure ransomware
attacks equivalent priority to terrorism. (3 June)

e CISA, with the FBI, updated a joint advisory on DarkSide Ransomware: “Best Practices
for Preventing Business Disruption from Ransomware Attacks” (CISA and FBI 2021b),
originally published 11 May, to supplement previous advice (8July).



Bruce Hunter

e On 28 July, the US president announced further steps to safeguard critical infrastructure
(Biden 2021)

Consequences of the Colonial Pipeline attack have certainly focused the minds of the
process sector (Moore 2021); but why the concern? Ransomware is a substantial risk to
control systems due to:

e Difficulty to recover operations as systems locked by encrypted files

¢ High motivation of attackers due to monetary rewards or nation-state intent

e Possibility of accidental damage to safety systems as a by-product, due to
unaccountability of cybercriminals compared to nation-state threat actors

Ransomware Lessons Learned for safety from this ransomware attack includes:

e Safety and security must be coordinated. This could have affected safety elements of
the pipeline if essential operator controls, e.g. human-machine interfaces (HMIs), were
affected (CISA 2020), or if the security response to ransomware had impact on safety.

e OT operational aspects may have continued if, independent of the business systems.

e Segregation between OT and IT is necessary but not always assured.

2  Who’s in control? OT Cybersecurity

2.1 An Analogy

As | write this article in mid-2021, Sydney is in the middle of another lockdown, trying to
control a COVID-19 Delta-strain outbreak despite months when there were effectively no
cases in the country. Pandemics and the way we deal with them are very reminiscent of
cybersecurity. The following issues are very much characteristic of pandemic and
cybersecurity experiences:

Failure consequences can be far-reaching and include morbidity
Responses and their success are driven by

o  risk appetite of participants
o  motivation of the threat

Protection involves:

o  separation of the vulnerable from the threat
o continually increasing the resilience of the target
o educating the user on responsibility and actions that may increase risk

but Thwarted by:

constant evolution of the threat tactics and vulnerable entry points

detection reliant on known indications and subject to false positives and negatives
lack of persistence in assessing and addressing the risks

the risk that defence may actually harm the defended

unpopularity of preventive measures

cognitive bias and complacency about risk

O O O OO0 O
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2.2 Convergence of Technology

Control systems have evolved from mechanical, electrical, electronic, and programmable
electronic systems but usually remained standalone. OT has converged with hardware and
software of IT with the benefits of economies of scale, supportability of common operating
systems and skillsets. A less welcome consequence of this was the inheritance of visibility
and vulnerability to cyber-attack (ISACA 2016).

Adopting IT platforms and Operating Systems specifically provides:
e Economies of scale;

o but increased vulnerabilities with complex designs, update frequency and
obsolescence issues

e Commonality of software and hardware providing a wealth of functionality;

o bhutinheritance of IT vulnerabilities and attack toolkits
o and visibility to IT threat agents

e Increased connectivity to allow expanded operation and monitoring;
o but expanded attack vectors or surfaces
¢ Increased functionality and capability;
o but reduced reliability and predictability
These issues have made OT systems not only more vulnerable to cyber-attack, but also
have impacted reliability and safety.

2.3 ICS Threats

Cyber-threats to systems incorporating Operational Technology (OT) have grown to a
point where, in 2020, ICS Advisories were issued by US CISA at an average rate of 5 per
week (https://www.cisa.gov/uscert/ics/advisories). Analysis shows that, advisories and
alerts have grown to an average of 7 per week in 2021: 55% more than 2020 (Figure 2).
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Figure 2 ~ Analysis of CISA ICS Advisories Over Time
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Threat actors to ICS have evolved from script buddies and hacktivists to now include state-
sponsored specialists and cybercrime using ransomware-as-a-service (RAAS) toolkits.

Significant past attacks noted by CISA of non-ransomware cases with ICS include:

Joint CISA-FBI Cybersecurity Advisory (AA21-201A) (CISA and FBI 2021a): Gas
Pipeline Intrusion Campaign. Attributed to China nation-state cyber actors. Of the
targeted entities, 13 were confirmed compromises, 3 were near misses, and 7 had an
unknown depth of intrusion. Impact is development by the attacker of capabilities
against U.S. pipelines to physically damage pipelines or disrupt pipeline operations

W32 .DistTrack, also known as “Shamoon” (CISA 2021a): An information-stealing
malware that also includes a destructive module. Attributed to Iranian nation-state
cyber actors. Operational impacts of this attack include loss of intellectual property (IP)
and disruption of critical systems.

ICS Focused Malware Havex Trojan (CISA 2018): An information-stealing malware.
Attributed to Russian nation-state cyber actors. Operational impacts may result from
information gathered in this attack or malware installed.

Malware campaign that has compromised numerous industrial control systems (ICSs)
environments using a variant of the BlackEnergy malware (CISA 2021Db): Installs
malware on Internet-connected HMIs. Attributed to Russian nation-state cyber actors.
Impact is other actions enabled by compromised HMI.

Cyber-Attack against Ukrainian Critical Infrastructure including electricity grid (CISA
2021c): Attributed to Russian nation-state cyber actors. Impact was the takeover of
electricity grid HMI operation, shutdown communication and backup recovery with loss
of large section of the grid.

CrashOverride Malware (CISA 2021d): Attributed to Russian nation-state cyber actors.
Impact is the abuse of functionality in a targeted ICS system’s legitimate control system
to achieve its intended effect which has included shutdown of electricity grid using
standard ICS protocols but could impact all critical infrastructure organizations.

Safety System Targeted Malware HatMan, also known as TRITON and TRISIS (CISA
2019): Attributed to Russian Government-Owned Laboratory but possibly used by
Iranian nation-state cyber-actors.  Disrupted the safety-related triple redundant
Emergency Shutdown (ESD) of Saudi Arabian petrochemical plant. Safety protection
key switch (SIS configuration mode) on one channel was left in the program state
allowing the modification of the Triconex system; the other two channels detected
anomaly of exploited channel and shutdown.

2.4 Vulnerabilities and Attack Paths

The vulnerability-patch cycle with converged IT-OT, leads threat agents to go to deeper
technology layers to achieve exploitation, as examples show in Figure 3.
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Typical exploitation layer Attackivulnerability example
Black Energy
Applications
_J
Niddleware 4—1 Heartbleed-OpenSSL

Conficker USB, Blueborne -
Bluetooth
Krack - WFA2

WannaCry, Petya
(NSA SMB Toolkit)

j AMT vulnerability

CPU Hardware

Figure 3 ~ Increasing Depth of Exploitation in Technology Layers

Attack paths and surfaces used by adversaries rely on accessibility to ICS OT networks.
Understanding the risk of entry and protective measures is helped by a layered architecture
as the example in Figure 4 modified from IEC 62443 (IEC n.d.), which is loosely based on
Purdue (Purdue 1989).

This layered approach does provide a Defence-in-depth approach but exhibits some key
vulnerable attack vectors as experience in ICS attacks:

Entry via vulnerabilities in the web and email services of the Enterprise layer (Purdue
Layer 4). Despite the use of Demilitarised Zone (DMZ) technology there are still
backdoors to attacks via techniques such as email spear phishing

Entry via Operations Control (Purdue Layer 3); DMZ again subject to backdoor entry
Entry via Supervisory Control (Purdue Layer 2) and Controllers (Purdue Layer 1) via
backdoors and malware on HMI and engineering workstation. Safety-related systems at
this level have to be protected against dangerous attacks. Entry points at this level
include IT technology of HMI and Engineering Workstations, again typically by
malware carried on spear-phishing e-mail or remote maintenance network connection.
Even if this is precluded by “air-gaps”, backdoors can be gained via portable media (e.g.
USB Drives) used to update system software or firmware.

Manipulation of standard protocols in Field Device connections (Purdue Layer 1 and 0).

Network segmentation (restricting data flow) is a key technique in not only providing
defence-in-depth against attack but also providing functional separation or independence
for different critical elements of an ICS. Network segmentation does not necessarily mean
functional separation.
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Figure 4~ Simplified Layered ICS Security Architecture (IEC 62443)

Evolution of OT architecture to Industrial Internet of Things (l1oT), Cloud Services and
Nested Edge Technology is providing emerging challenges to true defence-in-depth,
segmentation, and cybersecurity protection of safety-related systems.  Protective
segmentation becomes difficult in Software Defined Perimeters due to logical architecture
as shown in Figure 5, which is extracted from Annex C of draft 10T standard ISO/IEC
FDIS 30162. Proof of dependable functional separation and interaction is difficult to
prove in software-defined networks with non-industrial protocols. Standards are catching
up on the model and requirements for 10T, but issues remain in proving trustworthy
segmentation of functional layers. IEC/ISO JTC1/SC41 has highlighted these issues for
future Standardization work in a technical report (ISO/IEC 2020).
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Figure 5 ~ Logical Segmentation of Network in 11oT-Cloud Architecture

2.5 Standards, Directives and Frameworks

25.1 General

Evolving threats to and vulnerabilities of ICS have led to a variety of standards, guides,
and framework to protect these systems. There is growing guidance on securing OT in
ICS (Timpson and Moradian 2018) and standards to support these.

2.5.2 Ransomware Specific Frameworks

The following specific frameworks have been established to minimise the specific risk of
ransomware to ICS including pipeline systems:

e CISA FBI joint advisory on DarkSide Ransomware: Best Practices for Preventing
Business Disruption from Ransomware Attacks (AA21-131A) (CISA and FBI 2021b)

e US TSA updated Pipeline Security Guidelines (TSA 2021a)

e NIST Framework with security lifecycle guidance on the application of the NIST CSF
to ransomware mitigation (NIST 2021).
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2.5.3 The ISO/IEC - Standard Security for Industrial Automation and Control Systems

IEC 62443 (IEC n.d) is the “go-to” standard for OT specific cybersecurity, rather than the
ISO/IEC 27000 series commonly used for IT, providing requirements to protect against
various levels of cyber-attack. It also supports specific protection of safety-related aspects.
The published parts include requirements for developers, asset owners, operators and
assessors covering the following fundamentals, as follows:

Security Governance (SG) — having 42 requirements

Security Development and Integration (SDI) — having 45 requirements
Risk Management (RM) — having 74 requirements

Asset Management (AM) — having 128 requirements

Identification and Authentication Control (IAC) — having 75 requirements
Use Control (UC) — having 84 requirements

System Integrity (SI1) (includes integrity of safety functions) — having 84 requirements
Information Confidentiality (1C) — having 47 requirements

Restricted Data Flow (RDF) — having 30 requirements

Incident Management (IM) — having 68 requirements

Resource Availability (RA) — having 29 requirements

2.5.4 NIST Cybersecurity Framework (CSF)

The NIST Framework for Improving Critical Infrastructure Cybersecurity (NIST 2018a),
as illustrated in Figure 6, provides a model for assessing maturity of cybersecurity
processes.

Establishing, tailoring and improving specific framework profile

1. Prioritise and 2. Orient 3. Create current

scope profile

Recover Protected Protect
ICS safety

4. Conductrisk 5. Create target ‘ and
assessment profile _l reliability

6. Determine, analyse and 7. Implement action plan Respond
prioritise gaps

-
I
I
I
I
I
I
I
I
I
|

Figure 6 ~ NIST Cybersecurity Framework Model

Safety interaction with the NIST CSF as part of the kill chain is illustrated in Figure 10 of
Sub-section 3.3.

Appendix A, Section A.2, proposes a tailoring of the framework core for safety-related
systems. CSF profiles have been published for various critical infrastructure sectors.

10
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2.6 Maintaining Effectiveness of ICS Cybersecurity Protection

2.6.1 Patching and Updates

The effectiveness of ICS cybersecurity countermeasures is only as good as the
vulnerabilities and threats address at the time of the last update (‘til the next zero-day).

Effective cybersecurity protection relies on prompt patches of system vulnerabilities. This
has the following challenges with OT systems:

e Reliability of the control system can be degraded by unproven updates. Reliability
growth in OT is built up over time and by correction of systematic errors. Patches may
cause regression in this growth.

e Security patches may cause unexpected failure due countermeasures or malware
detection patterns (Goodin 2010).

Patches and updates to OT systems require validation before they are put on live ICS
(Hunter 2013). Figure 7 illustrates the cycle of new vulnerabilities, patching validation
and system changes.

Changes &
enhancement

Changes &
enhancement

System System
Functions Functions
- - System revalidation >— — System revalidation >— ——
opsct | I ' I
Continue to protect? Continue to protect?

No impact? No impact? No impact? I No impact?

L Security <J I_ Security <J

Controls Controls

Patches &
updates

e T
!l 1-Error introduced [ 2-Zero-dayfound > 4 &5 Patchcreated » Producer | 1
b E— e e — e — e —— i SR e R N L
) 2&3-Zero-day found Adversary P
! | 7-patch n'd & validated > 8 -patchinstalled >  oOwner | :
i | 9 — System exposed to attack ! :
b m oo Vulnerability lifecycle . . . . . . . . oo b

Figure 7 ~ ICS Vulnerability, Update and Validation Cycle

Vulnerability cycle includes:

1. point when software error results in vulnerability
2. point of discovery of new zero-day vulnerability

11
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average time to exploitation in the field

time to develop a patch to address the vulnerability

time to communicate and act on vulnerability

time to stage patch and develop precautionary roll-back baseline

time to validate on test environment the reliability of the patch in the ICS and
compatibility with Safety Functions

8. time to release into the production environment

Noos~®

The aim is to keep exposure time of the system, shown as 9 in Figure 7, as low as possible
(hopefully before exploitation is initiated).

Patch Management in the Automation and Control System (IACS) environment; IEC
62443 (Parts 2-3) does specify methods and formats for patches in the development,
notification, verification, and validation of security updates for OT systems (IEC n,d,).

2.6.2 CISA ICS Advisories and Alerts

Awareness of emerging OT product vulnerabilities, and timely patching of these, is a key
aspect of cybersecurity risk reduction. This requires a balance approach to ensure that
system reliability is not compromised. US CISA provides timely advisories for ICS
product vulnerabilities. Monitoring of these (https://www.cisa.gov/uscert/ics/advisories)
and acting on advice should be a basis of maintain cybersecurity protection of ICS.

2.6.3 Physical Architecture and Network Segmentation

Defence-in-depth, as provided by the long-accepted Purdue Enterprise Reference
Architecture (Purdue 1989), is an example of a security architecture in critical industrial
control system protected in “zones” and “conduits” (IEC n.d.). An example of this
architecture is shown back in Figure 4 of Sub-section 2.4.

Network Segmentation has challenges in achieving separation of functions, let alone
independence of these:

e We still need to communicate between IT and OT functions

o  OT functions need access to functionality in IT systems
o IT systems need to monitor and control OT

e Network segmentation and functional separation can be bypassed by use of portable
media (e.g. USB) or external maintenance links

e Firewalls separating network zones can be compromised with concerted efforts; if
monitoring is only required across the gap the use of one-way firewalls or data-diodes
may help in enforcing isolation.

e Security products are available that scan air-gapped systems without installing software,
but these need to be set to not automatically delete files which could be critical to OT.

System Safety Standards, (IEC 2010), require that the boundary of the safety-related
system be established and maintained. OT Cyber Security Standards (IEC n.d.) fulfil this
by segmentation of safety related function into their own protected zones based on risk
assessment, e.g. IEC 62443 Part 3.2.

Separation of functions across these safety boundaries must be maintained throughout the
system lifecycle to prevent interference with process critical and safety-related functions
(Hunter 2006).

12
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2.7 Connectivity

Convergence of connectivity such as TCP/IP has increased the attack surface and
vulnerabilities; however there have been previous attacks on systems with traditional OT
architecture with safety and environmental impact, e.g. that on the Maroochy Shire
Sewerage System (Smith 2001).

So, we know ICS systems cybersecurity’s needs and practices; but what about protecting
the safety-related elements?

3 Safe and Secure?

3.1 System Hierarchy

Safety Functions are rarely standalone, and are usually part of a larger system. In IACS,
and their aligned systems, Safety Functions are considered, in the system hierarchy, as part
of the control system essential functions as shown in Figure 8.

; Functions of an IACS !

Safety
Functions

Control Functions

Figure 8 ~ Hierarchy of IACS Functions (IEC 62443)

This hierarchy helps to prioritise system dependability and protection from sources of
unintended operation.

The following concepts, techniques and standards support ICS safety and security.

3.2 Boundaries are important after all!

As previously noted, safety standards usually call for the definition of the boundary of the
safety-related elements and maintenance of and effective separation across this boundary
(Hunter 2006). Setting security and safety boundaries has an impact on independence and
interdependence of critical functions.

13
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Vulnerable underlap

Protected overlap
Safety Bounda
Security Zone
Threats Independent Interdependent
functions functions

Safety Bounda

Figure 9 ~ Safety/Security Boundary Considerations

The placement of security perimeters and safety boundaries has a significant impact on the
protection and reliability of safety functions:

e Overlap allows security countermeasures to work effectively and reduces the risk of
incompatibility with safety functions;

e Underlap increases the risk of back-door attack vectors being exploited; and

e Reliability of safety functions may be affected by cybersecurity countermeasures
inadvertently blocking interdependent functions outside the security perimeter.

3.3 Control Systems Kill Chain

Safety practitioners must face the reality that even with the best cybersecurity endeavours
the possibility that Advanced Persistent Threat, “APT” will someday succeed in
compromising their system. What is left is then reliance on effective safety and security
response to this attack. To understand the best response to an attack, you need to know
how attacks are staged.

The methods of cyber-attack have become advanced in application, and understanding the
kill chain has helped to adapt mitigation to limit not only the likelihood of vulnerability
exploitation but also its impact (Assante and Lee 2015). Figure 10 shows the relationship
between the NIST Cybersecurity Framework (CSF) (NIST 2018a), Lockheed Martin’s
generic kill chain, and Safety System incident response/resiliency actions (IEC 2019a),
(ISA 2017).

l l Kill Chain > (Lockheed-Martin)

Stage 1: Stage 3: Delivery Stage 5: Stage 6: Stage 7:
Reconnaissance | Stage4: Exploitation -~ Installation ~ Command and Control | Act on Objectives

(Detect NIST CSF
Plan the required Quarantine Critical failure Safety isolation or Re-establish
safety response safety functions response tasks shutdown actions afe operations

\ 4
[EC TR 63069, A TR 840009 | Safetyactions >

Identify Protect

Accident investigation/forensics

Figure 10 ~ Interaction of Cybersecurity Kill Chain with NIST CSF and Safety

14
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Due to evolving nature of APT and despite best effects in cybersecurity, there is always a
residual risk that safety-related components of a system will be compromised by a cyber-
attack. Safety functions need to be resilient to this probability and ensure these do not lead
to dangerous failures. Safety responses to a recognised attack include:

1. Plan the required safety response
2. Quarantine safety functions

3. Critical failure response tasks

4. lsolation or shutdown actions

5. Re-establish safe operations

Appendix A, Section A.1, provides a generic Framework Profile to address Ransomware
risk of Safety Systems in OT.

3.4 Safety and Security Co-engineering Activities

Establishing safe and secure systems requires co-engineering to be undertaken across the
system lifecycle (Paul et al. 2016).

IEC has published a Technical Report (IEC 2019a) to assist in protecting safety-related
systems from dangerous cyber-attacks in applying safety (IEC 2010) and security (IEC
n.d.) standards. It promotes the following guiding principles:

1. protection of safety implementations — to paraphrase, if it isn’t secure, it isn’t
safe

2. protection of security implementations — to paraphrase, safety shouldn’t increase
security risk

3. compatibility of implementations — to paraphrase, security countermeasures
shouldn’t be unsafe

A fourth principle is being considered for a new edition with normative clauses:

e Guiding Principle 4: compatibility related to the higher-level system objectives

o  This could satisfy operational objectives, such as availability; and
o  Preclude down-time due to inadvertent shutdowns and fail-safe actions triggered by
cyber-attacks.

Currently IEC 61508 is in development to be Edition 3. This includes more detail on
handling cybersecurity risk to functional safety. This adds to clauses concerning Hazard
and Risk Analysis in Edition 2 (IEC 2010).

ISA also has published a guide (ISA 2017) for the process sector to “address and provide
guidance on the safety lifecycle and the cybersecurity lifecycle as they relate to the
security of Safety Controls”. It covers safety and security activities across the lifecycle
from assessment, design, installation, operation, maintenance, modification, and
decommissioning.

3.5 Unintended Countermeasure Consequences

Not all threats are external or adversarial. It is possible for inappropriate security
countermeasures to impair the very functions they are protecting. This control conflict
conundrum, as illustrated in Figure 11, has its counterparts in physical security such as
fail-safe and fail-secure conflict of emergency exit doors (Hunter 2009) or physical
security of aircraft cockpits (BEA 2016).
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Figure 11 ~ Control Conflict Conundrum

The following safety and security standards do highlight this issue:

NIST Cybersecurity Publications (NIST 2015), (NIST 2018b) classes these as
“accidental or non-adversarial threats”
Safety of Machinery IEC TR 63074 (IEC 2019b)

o  “...shall not adversely affect safety integrity (e.g. increase in response time, etc.)”
o  “Any security countermeasure shall not adversely affect safety integrity (e.g.
increase in response time, etc.)”

IEC TR 63069 (IEC 2019a) has a guiding principle: “compatibility of implementations -
Security implementations and safety implementations should not have adverse
contradictions”

The ISA technical report on Cybersecurity Related to the Functional Safety Lifecycle
(ISA 2017) classes these as “security compromises [which may] occur during normal
maintenance or other field activities where the cybersecurity compromise is
unintentional or accidental”

Appendix A, Section A.1, proposes common conflicts between cybersecurity and safety.

4

Mind the gap! - Maintaining Safety Independence

4.1 Risks to Functional Separation

Much reliance is placed on air-gaps, but even with no network connection between safety
and non-safety related systems these can be bypassed. Loss of functional separation is
almost entropic. The risk to this separation includes:

16
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malware to infiltrate across the gap by breaking network segmentation and functional
separation controls

Unapproved or forgotten network connections including remote maintenance ports
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e Untested changes to network configuration including:

message filtering;
port assignments;
access rules; and

authentication.

0 O O O

4.2 Establishing Effective Functional Safety Separation

Effective separation of safety systems is not as easy as it sounds. Strictly, the integrity of
the separation mechanisms should have the same integrity as the safety system itself
(Hunter 2006). This would mean:

e Network segmentation would require firewalls with a “SIL”, i.e. Safety Integrity Level
(IEC 2010)

e Human introduced bypasses, such as USB drives across air-gaps, would entail Human
Reliability Analysis

e Hard-wired links across safety boundary may provide a level of isolation but require
substantiation of meeting requirements for independence of safety, e.g. IEC 61508 Part
3,7.4.2.9 (IEC 2010).

Pragmatically, separation will not be perfect or lasting; the fall-back position is to safely
handle cybersecurity intrusions by a safety-driven incident response.

From a safety perspective, there are key points in the lifecycle to establish and maintain
separation from non-safety parts of the system, as proposed in Table 1.

Table 1 ~ Lifecycle Consideration of Safety Boundaries and Functional Separation

IEC 61508 Safety | Functional Safety Separation

Lifecycle Activities Related Cybersecurity Activities

Phase 4. Overall
Safety Require- Determine safety boundaries
ments

Determine security perimeters and
zones

Phase 5. Overall

Safety Require- Determine separation require- | Cybersecurity architecture segmen-

ment Allocation ments tation requirements

Phase 9. System

Safety Require- Specify trans-boundary infor- | Establish network firewall rules

ments Specifica- mation allowed and prohibited | and air-gap needs

tion

fg:ﬁ: dlg ' SStZEgy' Establishment of separation Verify security requirements sup-
y measures port safety requirements.

Realisation

Validate effectiveness of security

Phase 13. Overall | Proof of separation of non- architecture and separation of safe-

Safety Validation | safety systems or influences

ty zones.
Phase 14. Overall
Operation, Monitoring for compromised Conduct safe ongoing dependency,
Maintenance and separation visibility, and penetration testing

Repair

17
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IEC 61508 Safety | Functional Safety Separation

Lifecycle Activities Related Cybersecurity Activities

Validate system modifications
have not reduced the effectiveness
Re-evaluating safety bounda- of security architecture and separa-
ries and separation tion of safety zones. Prevent unau-
thenticated SIS configuration
changes.

Phase 15. Overall
Modification and
Retrofit

5 Summing up

Safety related systems are a growing target of cyber-attacks, including ransomware.
Designers, installers, operators, and maintainers of these system should:

e Understand that safety functions in control systems are subject to increasing cyber
threats;

e Ensure safety-related systems are effectively protected by well-maintained cybersecurity
measures that are compatible with the system’s safety functions;

e Safety and security must be coordinated and cooperative:

o  Safety practitioners, try talking with your cybersecurity counterparts
o  Cybersecurity practitioners, try talking with your system safety counterparts
o You will be amazed how useful these conversations are...

e Segregation between OT and IT is not assured. Air-gapping is not certain (see RSA
2FA lesson (Greenberg 2021)). Functional separation must be proven and actively
maintained for ongoing integrity of safety;

e The challenges of Software Defined Perimeters, such as used in 1loT and Factory 4.0,
may increase cyber-attack surface for OT and safety-related systems. They may also
decrease true reliability and provable safety integrity.
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Appendix A.

A.1 Countermeasure Safety Issues
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Supplemental Material

Inappropriately configured or utilised cybersecurity countermeasure can have negative
impacts on safety as summarised by Table 2.

Table 2 ~ Cybersecurity and Safety Conflict Issues

Countermeasure/
Activity

Risk to Safety Function

Possible Mitigations

Penetration testing

Could disrupt safety system
or cause uncommanded
dangerous operation

Have safe and proven penetration
testing tools — isolate dangerous op-
eration

Patching incompati-
bility

Could disrupt safety system
or cause uncommanded
dangerous operation

Verify patch in pre-production plat-
form

AV false positive

Could stop safety functions

Verify anti-virus update in pre-
production platform

PKI certificates ex-
piry

Could stop safety functions

Ensure safety functions not com-
promised by authentication failures

Firewall policy
changes

Could stop safety commu-
nications or dependencies

Validate and control firewall policy
especially in safety conduits

Password expiry pol-
icy

Enforced timeout on pass-
words may stop operator
from enacting safety-related
commands

Ensure effective access control
management that maintains safety
controls

Intrusion Protection
System (IPS), End-
point Detection and
Response (EDR &
XDR)

Could stop safety functions
if these are visibly confused
with cyber-attack

Isolate IPS, Endpoint Detection and
Response (EDR) and Extended De-
tection and Response (XDR) sys-
tems from critical safety zones

Networked or porta-
ble malware scan-
ning and removal
tools

False positives could re-
move OT critical files and
applications

Validate tool in OT sandbox or test
environment. Set to delete files
manually.

Online control sys-
tem internet pres-
ence discovery tools,
e.g. Shodan, Google
dorks

Could expose safety-system
addressing to threat actors.

Use offline tools instead, e.g.
NMAP, ZENMAP
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A.2 Generic Framework Profile for Safety Systems

The NIST Cybersecurity Framework (NIST 2018a) provides a complete security cycle
perspective for aspects of identification, protection, detection, response, and recovery to
maintain the cybersecurity of systems. NIST has published a draft CSF profile for
ransomware of critical infrastructure (NIST 2021) which provides a tailoring to the profile
application to Ransomware (along with other Malware) and System Safety mitigation in
Operational Technology (OT). This can be useful to assess countermeasures applied to
these systems and threats they address. This framework allows specific profiles to be
tailored to a system and its cybersecurity risks. Table 3 proposes safety considerations for
CSF cycles and categories.

Table 3 ~ Framework Profile Considerations for Safety

NIST CSF

Cycle Category Functional Safety Considerations

Safety assets and configuration identi-

Asset Management (ID.AM) fied

Organizational safety roles and respon-

Business Environment (1D.BE) sibilities assigned

Identify (ID) Governance (ID.GV) Safety regulatory requirements estab-

lished.
. Safety included in hierarchy of risk as-
Risk Assessment (ID.RA) sessment.
Supply Chain Risk Manage- Response and recovery plans are tested
ment (ID.SC) to include safety responses.

Identity Management, Authen- | Network segmentation and air-gapping
tication and Access Control of safety related systems established
(PR.AC) and maintained

Awareness and training include inter-
action between safety and security re-
sponsibilities.

Awareness and Training
(PR.AT)

Penetration and visibility testing is

Data Security (PR.DS) conducted with safety in mind

Response and recovery plans regularly
tested with safety and cybersecurity
Information Protection Pro- actions

cesses and Procedures (PR.IP) | \/ulnerability management and patch-
ing includes impact and integrity of
safety systems

Protect (PR)

Changes to safety system are approved,
Maintenance (PR.MA) logged, and performed in a manner that
prevents unauthorized access

Fail-safe and fail-secure mechanisms
Protective Technology (PR.PT) | are established to deal with dangerous
cyber events.
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2;/(83;2 CSF Category Functional Safety Considerations
Anomalies and Events System safety is included in determina-
(DE.AE) tion of event impact.
Security Continuous Monitor- | Isolated safety zones are monitored for
ing (DE.CM) evidence of intrusion.
Cybersecurity intrusion detection and
Detection Processes (DE.DP) protection systems do not compromise
safety functions, e.g. false positives

Joint safety and security response plans
Response Planning (RS.RP) are executed to protect safety during
attack.

Information is shared between safety
and security personnel and coordina-
tion is practiced to minimise dangerous
failures.

Communications (RS.CO)

Respond (RS) Safety and security personnel cooper-
Analysis (RS.AN) ate on forensics and accident analysis
that results from event.

Safety and security personnel coordi-
Mitigation (RS.MI) nate mitigation of the event including
precautionary shutdowns

Safety and security personnel cooper-

Improvements (RS.IM) ate on lessons learned from the event.

Restoration plans are coordinated be-

Recovery Planning (RC.RP tween safety and security.

Lessons learned are included into re-
sponse plans and processes. Gaps in
safety and security protections are act-
ed on.

Improvements (RC.IM)

Recover (RC)

Restoration plans are coordinated be-
Communications (RC.CO) tween safety and security including
return to safe-state operations.
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