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Editorial 
Are we there yet? After eighteen months of unprecedented disruption 
to all our lives and having to find new and novel ways of working, it 
seems we are now seeing a return to the way things used to be – to 
the more traditional methods of meeting face-to-face and engaging 
with each other. 

Our first in-person seminar entitled “Can we Quantify Risk?” 
(scsc.uk/e800) will be held in London on 21st October 2021 and the 
club is delighted be able to host this event and to perhaps, have the 
level of contact and interaction that is impossible with a purely online event. It’s appreciated 
that we’re not entirely out of the woods yet, especially as winter approaches, and so online 
access will also be available for those unable to attend in person. See opposite page for 
further details of the event.  

This blended approach to events will continue to be adopted for the next few events includ-
ing the annual Safety-Critical Systems Club Symposium being held in Bristol this year from 
8th-10th February 2022 (scsc.uk/e797). As a reminder, this symposium marks the club’s 30th 
Anniversary and so please attend if you can as there will be many special events, gifts and 
delegate hand-outs to mark the occasion. For example, delegates will receive the book “30 
Years of Safer Systems” – an anthology of newsletter articles published over the last 30 
years, each with new commentaries setting the technical and social context for each article. 

But are we truly over the worst? In our first article: “Dealing With Covid-19: Where We Are” 
Peter Ladkin helps inform the answer to this question by assessing where we are in terms 
of understanding and technological prophylaxis in tackling Covid-19. 

Despite the restrictions, our Working Groups have remained busy, and Phil Williams, in our 
second article, provides a progress update from the Assurance Case Working Group, and in 
particular, details of two new important publications from the group: version 3 of the Goal 
Structuring Notation Community Standard (scsc.uk/scsc-141C) and version 1 of the Assur-
ance Case Guidance (scsc.uk/scsc-159). Continuing with the assurance theme, Stephen 
Barker and Andrew Eaton then describe another recently updated publication CAP 1801 
(www.caa.co.uk/CAP1801) from the Civil Aviation Authority, providing guidance on assessing 

change safety cases. 

Our fourth article is one of a new series of Newsletter articles called “How Do I Get Into 
Safety?” The path to developing a career in safety is not often a direct one, and we ask 
some of the SCSC Steering Group members to share their own personal experiences. For 
those embarking on a career in safety, help is also at hand, Zoe Garstang provides an update 
on the Safety Futures Initiative and provides details of the next meeting (scsc.uk/e856). 

We have one event report covering the seminar in May on “Software Maintenance: Legacy 
and Archaeology” (scsc.uk/e817) and we are also launching a new SCSC forum 
(scsc.uk/f295) allowing members to be notified of new draft standards prior 
to their publication. 

Our 60 second interview is with Dr Emma Taylor. 
Paul Hampton 
SCSC Newsletter Editor 
paul.hampton@scsc.uk 

https://scsc.uk/e800
https://scsc.uk/e797
https://scsc.uk/scsc-141C
https://scsc.uk/scsc-159
http://www.caa.co.uk/CAP1801
https://scsc.uk/e856
https://scsc.uk/e817
https://scsc.uk/f295
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In Brief 

Confusing NOTAMs led overrun 747 
crew to believe longer runway was 
unavailable 

Investigators prob-
ing the overrun that 
destroyed a Boeing 
747-400F at Halifax 
have highlighted the 
contribution of 
poorly-presented NOTAM information to 
the accident. flightglobal.com 

Warship positions 

faked including 
UK aircraft carrier 

A carrier strike group 
led by HMS Queen 

Elizabeth had its automatic identification 
system (AIS) position faked, researchers 
discovered. bbc.co.uk 

Hundreds of AI tools have been built 
to catch covid. None of them helped 

Many hundreds of predic-
tive tools have been de-
veloped and trained on 
Covid-19 data to help 
doctors understand what 
they were seeing and to 
make potentially life-sav-
ing decisions. 

None of them made a real difference, and 
some were potentially harmful. 

technologyreview.com 

Report details how Airbus pilots 
saved the day when all three flight 
computers failed on landing 

Airbus is to im-
plement a soft-
ware update for 
its A330 aircraft 
following an inci-
dent in 2020 where all three primary flight 
computers failed during landing.  

The result was a loss of thrust reversers 
and autobrake systems and the pilots hav-

ing to use manual braking to bring the air-
craft to a halt, just 30 feet before the end 
of the runway. theregister.com 

FAA bans Virgin Galactic launches 
while probing Branson trip 

The FAA said 
the rocketship 
carrying Bran-
son and five Vir-
gin Galactic em-

ployees veered 
off course during its descent back to its 
runway in the New Mexico desert on 11th 
July. During the flight, alerts appeared on 
the ship’s console warning the pilots that 
their flight path was too shallow and the 
nose of the ship was insufficiently vertical. 
The deviation put the ship outside the air 
traffic control clearance area. 
abcnew.go.com 
newyorker.com

  

https://www.flightglobal.com/safety/confusing-notams-led-overrun-747-crew-to-believe-longer-runway-was-unavailable/144397.article
https://www.bbc.co.uk/news/technology-58027363
https://www.technologyreview.com/2021/07/30/1030329/machine-learning-ai-failed-covid-hospital-diagnosis-pandemic/
https://www.theregister.com/2021/09/06/a330_computer_failure/
https://abcnews.go.com/Technology/wireStory/virgin-galactic-launch-set-faa-probes-branson-flight-79793587
https://www.newyorker.com/news/news-desk/the-red-warning-light-on-richard-bransons-space-flight
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Dealing With Covid-19: 
Where We Are 

 

It is almost 2 years since Covid-19 first entered the global consciousness and the 
world has since been busy dealing with its consequences as well as taking 
measures to prevent its continued spread. So, after all that time, where are we 
with tackling Covid-19 in terms of understanding and technological prophylaxis 
in developed countries? Peter Ladkin, leader of the SCSC Covid-19 Working 
Group, provides his assessment. 

Joined-up Systems 

I propose that our experience has shown that “joining up” heterogeneous systems has been, 
and likely still is, key to mitigating the pandemic. Examples of this are: 

• Personal Protective Equipment (PPE) preparedness and supply: the UK had an 
undersupply of PPE, since pandemic-preparedness measures had been partly run down 
during “austerity”, and found it both hard and expensive to resource it at a time when 
global demand was outrunning supply 

• Vaccine development, preparation and supply: there were notable difficulties in 
the European Union (EU) January-April 2021 in ramping up preparation and supply, 
since ameliorated 

• Medical emergency logistic systems: ambulance services and delivery to hospitals 
that could accommodate Covid-19 patients was severely strained in various places and 
at times almost to the point of non-performance during the first and second waves in 
the UK 
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Let me compare with another integrated-system non-performance. Under the rubric of “Un-
derstanding the System”, I talked to the SCSC in London in April 2015 about the North 

American power outages in 2003. There were many operator/supervisor organisations in-
volved. Each had a system; these systems interacted, and the interactions turned out to be 
essential to a correct operation of the whole. Let me call “the whole” the System. There was 
an information computer, a predictor/estimator of current demand, a “state estimator”, run 
by one of the involved organisations, Midcontinent Independent System Operator (MISO). 
MISO's estimation a short while before the overload did not “resolve”, because of a lack of 
veridical input from one key grid component. When rerun/restarted to “resolve” with the 
new input, it did “resolve” but did not proceed to update automatically, because of – let us 
say – misconfiguration. It thus did not update information about the ongoing demand-supply 
imbalance, and by the time the issue was identified it was too late to mitigate. The computer 
was, but had not been seen as, essential to complete-System functioning, and thus there 

were not appropriately sensitive operational procedures in 
place. A full-System hazard analysis across all the various 
organisations involved would have indicated the MISO esti-
mator as one of two computer systems essential for contin-
ued functioning of the grid.  

The lesson is almost always the same: the organisations in-
volved hadn't perceived what the System was in its entirety, 
and had treated key System-components relatively noncha-
lantly. A solution is "joined-up System analysis".  

Simon Whiteley reported at SSS'21 on his attempt to sketch the architecture of the UK gov-
ernment’s pandemic decision-making "system". Simon's sketch wasn't complete, and some 
parts of the architecture were guesses from news reports. We can imagine that a full (cor-
rect) architecture of the system followed by some BPMN-style analysis [1] of weak points 
and their mitigation could well have improved decision-making. I think the following sections 
represent where we are in terms of pandemic-related knowledge and systems. 

What Works and What Doesn’t 

It is more or less known what helps Covid-19 patients and what doesn't, from amongst the 
available medicines and medical procedures. Standards of care are fairly stable. Triage is no 

longer much of an issue, it seems (that is, in the early stages of symptomatic disease, dis-
tinguishing those at risk for hospitalisation from those who will get better on their own). 

Concerning procedures, we have learned that what constrains 
Intensive Care Units in developed countries is not lack of 
equipment, but lack of personnel. (Recall the rush in Spring 2020 
to design and build new mechanical ventilators, and to build new 
hospital facilities with some IC capacity). 

We have also learned – relearned – that pandemic preparedness 
is essential for public security. The UK did not keep up its emer-

gency supplies of PPE over the previous decade, and suffered disastrously from not having 
it available. 

 

“The lesson is almost 
always the same: the 
organisations involved 
hadn't perceived what 
the System was in its 
entirety” 



 

Volume 29 No.3 – Oct 2021 Safety Systems The SCSC Newsletter 7 
 

The Role and Efficacy of Vaccines 

Western vaccines have been shown to be astonishingly, almost miraculously, effective, both 
the vector vaccines and the mRNA vaccines, and there are more on the way. The Chinese 
vaccines do not appear to be quite so effective, and it also seems the Russian Sputnik has 
garnered varied reports on its efficacy. Whatever one might think politically of the organisa-
tion and motives of capitalist Big Pharma, the companies came through on this one in terms 
of technology and distribution in those countries able to support it; some of them such as 
AstraZeneca laudably pro bono publico. 

Antivirals 

The lack of antivirals, especially for treatment of mild to moderate disease, is slowly being 
remedied. Regeneron-Roche's Ronapreve (a cocktail of casivirimab and imdevimab) has 
been approved by the MHRA [2]. The US BLAZE-1 trial of Eli Lilly's cocktail monoclonal 
antibody combination bamlanivimab + etesevimab on roughly 1,000 participants has shown 
that it helps [3]. AstraZeneca has an antiviral AZD 7442, which has shown excellent perfor-
mance in avoiding Covid-19 in those for whom the illness is high-risk, in the PROVENT Phase 
III trial that involved over 5,000 participants [4]. 

On 1st Oct 2021, Merck announced an interim analysis of its Phase III trial MOVe-OUT of its 
oral antiviral molnupiravir developed with Ridgeback Biotherapeutics. The interim analysis 
suggests the drug, administered to patients with mild or moderate Covid-19 and at high risk 
of progression to severe disease, reduced the chance of hospitalisation or death “by approx-

imately 50%” [5]. And more are on the way. 

Public Health Measures 

The public health measures are now well understood for airborne infectious disease. Mask-
ing, distancing, testing, test-trace-isolate, good ventilation inside buildings. Also increasingly 
understood is the public acceptance (or not) of various measures, including the effects of 
information and misinformation. One surprising, and to my mind not well understood, con-
nection in some areas is with political parties and politics in general. (Not only in the US; in 
the current German national election we have candidates standing for political parties that 
have formed in opposition to public health measures to control the spread of Covid-19). 

Schools and Teaching 

Schools and their processes are still not well understood. In particular, almost everywhere 
there seems to be little interest in air filtering technology for poorly-ventilated classrooms 
(which, in the case of SARS-CoV-2, is pretty much all of them!) A recent study [6,7] of some 
200 schools in the UK during presence teaching showed little difference between infection 
rates in schools that quarantined neighbours of in-
fected children and those which allowed them to con-
tinue in school with negative tests. The general return 
to presence schooling in my state of North-Rhine-

Westphalia has not led to any superspreading out-
breaks; indeed, local experience in Bielefeld indicates 
that the infection rate in schools is inferior to the 
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community-transmission rate. We thus have just moved from quarantining of classroom 
neighbours to testing them, which has relieved the load on the city public health department 

somewhat. Of course, such observations are tentative, but they are bound to be more or 
less right (it is not as if you can miss high-spreading or superspreading events if they are 
occurring). 

We know that on-line teaching/learning is indeed possible at large scale. Also, that the na-
ture of much work can change, because it has. This has been enabled by digital communi-
cation technology. These digitally-enabled modes of learning and working can obviously get 
much better, if we can solve the cybersecurity issues.  

Infodemiology 

Misinformation is a massive political problem, and not just with Covid-19. Infodemiology is 
here to stay. The sociology of misinformation in the time of pervasive digitalisation of key 
forms of communications is very poorly understood. Even less well understood is the social 
psychology of correcting it.  

Public certification of health status 

Public certification of health status will inevitably go digital, for two reasons. One is that it is 
temporally dependent. If you have been jabbed, two weeks later you need the certificate. 
It is not like applying for a passport, which you can do months in advance of needing it. 
Second, the existing paper documentation may not be trustworthy. There are already news-
paper reports in Germany of the rise of WHO-vaccination-booklet faking services. Both the 

EU vaccine certificate and the German smartphone app provide a QR code that links to the 
official record held by the Robert Koch Institute, Germany's public health institute. That is 
far harder to fake. However, as with any digital certification there are attendant privacy/va-
lidity/cybersecurity issues. It remains to be seen if these issues amplify like those with cy-
bercurrency/ransomware, or if they stay socially low-level, as with (real) passport e-technol-
ogy. 

Communication Breakdown 

How the AstraZeneca vaccine roll-out got into such a mess was 
well covered in The Guardian newspaper [8]. It appears, inter alia, 
that there was a mismatch between what the academics who de-
signed the testing regime needed to see and know, and what var-
ious regulatory authorities were expecting from "polished" drug 
company submissions. It has changed names twice (first, it was 
AZD1222; then Covid-19 Vaccine AstraZeneca; now Vaxzevria). 

It turns out some catastrophic German politics resulted from this, 
and I think there are a number of lessons in it. Political decisions 
on vaccines were, and are, based on the recommendations of the 
Standing Vaccination Committee of the RKI (StIKo). The chair Prof. 
Dr. Thomas Meertens has told us that the task of the commission 
is to make the best possible vaccination recommendations for individuals and society, “in-
dependent of the opinions and wishes of politicians and the pharmaceutical industry” (my 
translation from e.g., [9], in German). Pure science, no politics. 

“Public health 
requires public 
messaging and on 
vaccinations that 
requires more 
than medical-
scientific 
expertise.” 
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But public health requires public messaging and on vaccinations that requires more than 
medical-scientific expertise. It requires politicians to formulate appropriate messages and 

get them through to the public in such a way that they stick. One message is: Get your jab. 
But there are different jabs; people will ask: which jab? To which the best answer is: it 
doesn't really matter. But that is not what the scientists on StIKo were saying (see below). 
What resulted was murky messaging, which was not well smoothed for consumption by the 
general public. StIKo recommendations and their history are available [10]. It happened as 
follows: 

• on 14th Jan 2021, in the first StIKo recommendation the AstraZeneca vaccine AZD1222 
was not yet approved by the European Medicines Agency (EMA) 

• on 29th Jan 2021, in the second recommendation the AstraZeneca vaccine was approved 
for those aged 16-64, but insufficient data were said to be available for those 65 and 

over (I understand this was the StIKo; the EMA had approved it unrestricted as far as I 
know) 

• by 12th March 2021, the restriction was lifted: AZD1222 was also recommended for all 
age groups for which it had been approved – but then came Vaccine-Induced Immune 
Thrombotic Thrombocytopenia (VITT) 

• On 8th April 2021, the StIKo recommended that people under 60 who had one dose of 
AZD1222 receive a second dose of one of the mRNA vaccines 

• On 12th May 2021, the StIKo recommended the vector-based vaccines (AZD1222 and 
the Johnson&Johnson/Janssen vaccine) only for those aged 60 and above. 

It played out in public like this. We first heard Bi-
oNTech/ Pfizer and Moderna were good; nothing 
about AZD1222. Then, that AZD1222 was good if 
you were under 65. Most of the public knew nothing 
about the mid-March relaxation of the under-65 re-
striction. The news about VITT emerged in March 
2021, and then Covid-19 Vaccine AstraZeneca (as 
it was by now called) was not for those under 60 
anymore. It also came out that many people were 

reacting to their first dose of Covid-19 Vaccine AstraZeneca with flu-like symptoms, and 
being off work for a day was not unusual; examples were covered in the newspapers. (It 
turned out that there was often reaction to the mRNA vaccines also, but after the second 
dose, not the first, so this news arrived later). 

The result of this was a mess; intelligent people of my acquaintance were saying “I'll get a 
jab if it's BioNTech or Moderna but I don't know about this AstraZeneca stuff”. (I personally 
benefitted. My state procured some 450,000 extra doses of Covid-19 Vaccine AstraZeneca 
and offered them over Easter to anyone over 60. I was on the booking WWW site 15 minutes 
before it opened on Easter Saturday and got my jab Easter Monday. Turns out there was 
more demand than supply). 

  



10 The SCSC Newsletter  Safety Systems Volume 29 No. 3 - Oct 2021 

 

Just as VITT emerged in a few people vaccinated 
with AZD1222, it turns out that some younger 

people vaccinated with the BioNTech/Pfizer 
BNT162b2 vaccine (now known as Comirnaty) 
contract myocarditis and/or pericarditis. How-
ever, VITT is a life-threatening event, whereas 
the heart problems associated with Comirnaty 
are said to be straightforwardly treatable, e.g., 
[11]. But here also there is need for political 
messaging. Human social networks are quite 
highly connected; it turns out none of us are 
very far from exceptionally rare adverse events: I have a friend whose friend's husband got 
VITT after an AZ jab; I have a colleague whose friend got myocarditis from a BioNTech jab. 

I learned of these by word of mouth, not Facebook or Twitter. Such cognitive “availability” 
of rare adverse events requires active management to emphasise the rarity of their occur-
rence, especially in the era of so-called “social media”. 

One could conclude from this that driving public-health policy purely by science is not ideal. 
Medical science sees new things about a new disease and its treatment constantly; effective 
public health messaging needs to be simple, consistent and preferably immutable. These 
two requirements can easily conflict. 

Compounding this is the matter of data and its management. VITT was seen in Vienna and 
Germany in early March. By April there were some 31 cases in 2.6m first-vaccinations. In 
contrast, in the UK at the same time there were said to be 4 cases in some 13.7m vaccina-
tions. And then, at the beginning of April the UK retroactively identified 22 firm + 8 more 
cases. There was a lot of noise in the VITT signal and it took hard work to extract it. In such 
a situation, formulating consistent public messaging can look all but impossible. 

I see these situations as involving multi-system issues, where the requirements/expectations 
of each localised system (the scientific testing system; the drug approval systems in different 
states; the record-keeping on associated health problems; the necessary public health mes-
saging and its ideal characteristics) were partly inadequate to the task and partly contradict-
ing each other. Some system engineering could well help improve things. 
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And Everything Else? 

Much of the rest seems to me to fall into the category of political-social. For example, can 
countries "loosen up" without suffering a new severe wave? The UK tried in July 2021; 
Germany was not far behind. In Germany, we seem indeed to be into a fourth wave. In 
Bielefeld, “holiday season” ended mid-August for families with school-age children; daily new 
infections peaked two weeks later at the end of August; hospitalisation peaked two weeks 
after that, and deaths started to cluster a week after that. Current thinking seems to be that 
“opening up” has overburdened neither society nor the health services, and many are re-
lieved at that. 

Next, the sociology of continuing to wear masks. Do we or don't we, when and where? Much 
of it seems to concern what we may be doing and how old we are. 

Third, how socially to handle various kinds of denialism (I read in the British Medical Journal 
a comment from an ICU doctor about dealing with people who are critically ill with a disease 
which they and their family refuse to believe exists). 

I don't think systems scientists have much to say about any of these three issues at present. 

End Game 

How will this play out? Prognosis of Covid-19 is a mug's game and I am unwilling to enhance 
my reputation as one. Let me refer instead to some recent public comments. 

On 1st October 2021, the Corona Protection Regulations in North Rhine-Westphalia were 
prematurely loosened (originally, they were valid until 8th October 2021). With Autumn/Win-
ter in Northern Europe, people are generally more indoors with fewer wide-open windows. 
Both of these entail that conditions will be more favourable for transmission of airborne 
disease. Respected virologist, avid Covid podcaster and Christmas-ornament model Christian 
Drosten [12], is concerned that there will be an Autumn-Winter wave in 2021/2, and sees 
the signs already [13]. 

Professors Sir John Bell and Dame Sarah Gilbert spoke on 23rd Sept 2021. Sir John believes 
things “should be fine” once Winter 2021/2 has passed. Dame Sarah observed to the Royal 
Society of Medicine that viruses become weaker as they circulate, and there is no reason to 
expect a more virulent version of SARS-CoV-2 to arise [14]. 

The situation by next spring will likely be dependent on how the proportion of the population 
that is vaccinated rises. And that seems to be a political question that almost no one can 
currently answer. 
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Assurance Case WG – 
Guidance document and 

GSN Standard update 

   

The SCSC Assurance Case Working Group (ACWG) has published its first version 
of the Assurance Case Guidance addressing ‘Challenges, common issues and 
good practice’ and an update to the Goal Structuring Notation (GSN) standard. 
Phil Williams, lead of the ACWG, introduces the updates and explores the rela-
tionship between the documents.  

The ACWG was established in 2017 with an international cross sector membership from 
industry and academia. It was formed to provide guidance on all aspects of assurance cases 
including their construction, review and maintenance. It was envisaged that this be broader 
than safety and address interaction and conflict between related topics. 

One of the working group’s initial activities was to take on board the maintenance of the 
Goal Structuring Notation (GSN) Community standard. 

The products of the working group are made freely available under the creative commons 
licence. 

Publishing the Assurance Case Guidance 

The assurance case guidance publication has been created by the ACWG to address short-
falls in available guidance. It was decided early on that it should not attempt to repeat or 
replace established guidance, rather it should focus on topics that are perceived by the 
ACWG as containing weaknesses or poor practice and where no, or limited, guidance cur-
rently exists. 
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It is intended to be notation-agnostic and, whilst the experience 
in creating the guidance is predominantly drawn from the safety 

discipline, it is intended that the underpinning principles of as-
surance can be applied to any property – focusing on risk-related 
properties, for example: safety; security; availability.  

The guidance is published as a freely downloadable publication 
on the SCSC website [1] and is also available for order in hard-
copy from Amazon. It comprises: 

• A framework that introduces the scope and context of as-
surance cases  

• Topic papers, which each address a specific guidance topic 

• Supporting information including terminology, references 
and acknowledgements 

Guidance topics addressed within the initial version are: 

Avoiding Bias in Assurance Cases 

Assurance cases are occasionally criticised for being biased in the way that they present 
their argument and evidence. This topic paper identifies several common biases to be aware 
of (and thus avoid) when constructing, reviewing and using an assurance case.  

The paper addresses the perception that safety cases are biased, only considering the argu-
ment ‘for’ a system being safe. It argues that perhaps the case should instead be challenged 

to demonstrate that a system is not unsafe/unassured? 

The paper sets out several types of bias and considers the potential impact on assurance 
cases. These include ‘Cognitive’, ‘Confirmation’, ‘Disconfirmation’ and ‘Conservatism’ biases, 
as well as the ‘Observer-Expectancy’ and ‘Ostrich’ effects. 

It recommends cultural change to encourage a Hazard/Threat seeking culture, to seek dis-
agreement and to seek, include and discuss counter-evidence. 

Risk versus Benefit 

This topic paper provides a discussion on the balancing of risk and benefit. It outlines the 

need to balance risk against benefit and how to tell when such an argument may be required. 
It provides examples where risk and benefit have been successfully balanced, and of the 
structure for a risk-benefit argument. 

The paper highlights challenges in considering risk and benefit such as cases where risks 
may not be experienced by the same people as those who experience the benefit and where 
measures are subjective and use dissimilar units. 

Modular Assurance 

This topic paper deals with the structure and presentation of large and complex assurance 
arguments to support reader comprehension and addresses the benefits in managing the 

impact of change. 

 

 

“notation-agnostic 
…focus on topics 
that are perceived 
by the ACWG as 
containing 
weaknesses or 
poor practice and 
where no, or 
limited, guidance 
currently exists” 
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Two types of modularisation are considered: ‘Basic’ – when the author promises to the 
reader to come back to a side argument that is distracting to cover at this point; and ‘Struc-

turing for compositional arguments’, which facilitates arguments created by disparate teams 
or suppliers. 

Guidance is provided on: Structuring the argument; The need for clear assurance case mod-
ule interfaces; The challenges of composing arguments; Presenting the argument case re-
port; and Properties that are complex to argue in a modular way. 

The Risk-Confidence-Conformance Approach 

This topic paper introduces the concept of an approach 
that facilitates clear presentation of arguments struc-
tured around the three central themes of risk, confi-

dence and conformance. It addresses the benefits of the 
approach and offers examples of how these can be pre-
sented. 

Risk: Argument and evidence regarding risk 

Confidence: Why the reader should have confidence 
in the arguments presented under risk or conformance 

Conformance: Demonstration that requirements of 
standards, regulations and legislation have been met 

Dialectic Arguments in Assurance Cases 

This paper introduces the concept of dialectic arguments and shows how it can be used to 
add confidence to an assurance argument while it is being authored or during review/eval-
uation. 

Dialectic arguments provide for the ‘investigation of truth’ through dialogue. It is a relatively 
new practice and addresses some of the concerns around bias by bringing counter-argument 
and counter-evidence into assurance cases. 

Dialectic challenges can be characterised as: 

• Rebuttal – argument and/or evidence that results in a conclusion counter to that in-
tended by the assurance case 

• Undercutting – challenges to the reasoning within the assurance case 
• Undermining – raising doubts over the trustworthiness of supporting evidence 

Future work 

The ACWG is preparing to embark on a new series of activities including the preparation of 
guidance for the topics of ‘Proportionality in Assurance Cases’ and ‘Assurance Cases across 
the Supply Chain’. 
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Updates to the GSN standard 

The GSN standard was first published in 2011 by the GSN user 
community, its maintenance has subsequently been taken up by 
the Safety Critical Systems Club’s ACWG. Version 2 provided an 
update to consolidate work in progress addressing clarifications 
from use of Version 1. The standard is complemented by a mi-
cro-site of the SCSC’s website (https://scsc.uk/gsn), which pro-
vides supporting materials including relevant papers, argument 
patterns and a summary of the changes between version 2 and 
3 of the standard.  

Version 3 of the GSN standard [2] provides a major update to 

address several important extensions to the notation: 

Modular Notation Enhancements 

Several updates and additions to the definition and guidance associated with modular nota-
tion have been included. New terms for module content views have been introduced to 
clarify the difference between the structure of an argument in GSN and the modules that 
contain GSN arguments. To reinforce the conceptual differences, some of the modular sym-
bols have been changed to provide greater differentiation. This separation of concepts of 
structure has also enabled more clarity on how to represent ‘containment’ of an argument 
in nested modules – which in turn allows information hiding such that the details of a low-
level argument do not need to be made visible in a high level abstracted view of the overall 

argument. 

The update also addressed aspects of the practical use of modular argument that are part 
of the foundational concepts but were missing from earlier versions of the standard. These 
include the explicit definition of a module’s interface, the formation of inter-module con-
tracts, and the significance of context when forming away-goal relationships between mod-
ules. 

Confidence Argument Support 

New notation extension has been included to support the use of an ‘Assurance Claim Point’ 

(ACP) that allows arguments of confidence to be separated from arguments of risk or con-
formance. These help with providing focus to the thread of the argument in hand without 
ignoring important side discussions and build on the conceptual work published by Richard 
Hawkins. See the related discussion of Risk-Confidence-Conformance arguments in the As-
surance Case Guidance. 

Dialectic Argument Support 

A new notation extension has been introduced to support the Dialectic argumentation ap-
proach. This allows challenges to the arguments created to be explicitly captured and rea-
soned about. The challenges may present counter-evidence or counter-argument and record 
how these impact the original argument. This is a key enabler for the important new ap-

proach addressed in the Assurance Case Guidance. 

 

 

“Version 3 of the 
GSN standard 
provides a major 
update to address 
several important 
extensions to the 
notation” 

https://scsc.uk/gsn


 

Volume 29 No.3 – Oct 2021 Safety Systems The SCSC Newsletter 17 
 

Patterns & Templates 

Patterns have been part of the standard from the beginning and defined the graphical sym-
bology and semantics but did not address the wider meta-data associated with a pattern 
definition from Tim Kelly’s original work. This broader definition of a pattern has now been 
introduced. Templates have also been introduced as a special case of a pattern. A template 
allows a common repeated pattern in a fully developed argument to be represented by a 
graphical structure combined with an instantiation table.  

General Updates 

Several clarifications have been made to the content of the standard, with structural changes 
to emphasise the core and extension notational elements without the extensions appearing 
too specialised. These updates are intended to aid readability and provide clarity on the 

intent of the notation and its use. 

Future work 

The ACWG is preparing to embark on a further update to consolidate the normative elements 
of the standard, reinforcing the underlying meta-model and its relationship to the Structured 
Assurance Case Metamodel (SACM) [3]. It will also address the informative aspects, showing 
the interrelationship between the core and various extension notations.  

The users of the GSN standard and Assurance Case guidance are invited to contribute to the 
updates to these documents by advising of topics that need to be addressed, or by directly 
getting involved with the working group. Comments can be registered at the forum 

(https://scsc.uk/f144). The ACWG can be contacted via its page at https://scsc.uk/gc. 

References 
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Assessment of Change 
Safety Cases 

 

Stephen Barker discusses a recent publication from the Civil Aviation Authority 
(CAA) that provides guidance on the assessment of change safety cases. The 
guidance is Civil Aviation Publication 1801 (CAP 1801) and is freely down-
loadable from the CAA website. 

CAP 1801, a guide on reviewing safety cases, recently received a minor update. As its original 

publication wasn't publicised, this opportunity has been taken to make its existence more 
widely known to the safety community. 

The Guidance 

The guidance in CAP 1801 is not specific to aviation, to ensure 
comprehensive coverage, and so is applicable in other industries. 
It makes no assumptions about the rigour or structure of the 
safety case being reviewed, and so includes a range of review 
checks that reflect the likely content of a range of safety cases, 
from basic arguments and evidence to the more onerous backing 
arguments that may only be present in safety cases addressing 

higher levels of risk. Part of the assessment evaluates how the 
risk acceptability criteria are justified, so supporting whatever ap-
proach is appropriate in the application domain. 

“CAP 1801 is not 
specific to 
aviation, to ensure 
comprehensive 
coverage, and so is 
applicable in other 
industries” 



20 The SCSC Newsletter  Safety Systems Volume 29 No. 3 - Oct 2021 

 

Whilst CAP 1801 is focussed on review at the point of approval, by inherently defining the 
required content of a change safety case the material is informative for planning and devel-

opment stages, and so can support review at these earlier project lifecycle stages.  

CAP 1801 coherently addresses multiple concerns in an 
integrated method. Its assessment method allows for 
coordination of multiple assessors, accommodating 
proportionality issues by providing for reviews of vary-
ing rigour to reflect the varying content of safety cases 
addressing different levels of risk. The assessment pro-
cess is structured to build understanding of the change 
and the change safety case in a logical sequence, and 
permits the assessment to be terminated early if it be-
comes apparent that the change safety case is inade-
quate. 

The method recognises that it is almost always imprac-
tical to submit a complete safety case, including all sup-
porting evidence. A safety case report is usually sub-
mitted, comprising descriptive material and only an ex-
tract of the safety case. Some key evidence items may 
be included as part of the submission. 

Whilst CAP 1801 presents a systematic method, it pro-

vides no tutorial material, and assumes the competence of the assessors in all matters, 
including the application and regulatory domains. 

The rest of this article mainly comprises material extracted from CAP 1801, showing the 
approach behind the design of the guidance, and providing an overview of the assessment 
method. 

Approach and background 

A Competent Authority (CA) assesses a change safety case to reduce the probability of an 
unsafe change entering service, by confirming that the change safety case is valid and that 
the claimed level of safety is acceptable. The change safety case assessment determines 
whether the change safety case has significant deficiencies, and hence whether it should be 
accepted or rejected. 

Generically, a valid safety case is a structured argument, supported by a body of evidence 
that provides a compelling, comprehensible and valid case that a functional system is safe 
for a given application in a given operating environment. As well as arguing that the service 
provided by the changed functional system will be provided safely, change safety cases also 
need to demonstrate that feasible transition plans are in place to implement the planned 
change. If services are provided while changes are being implemented, then the change 
safety case must argue that the services can and will continue to be provided safely during 
this change implementation. 

CAP 1801 considers that a change is implemented as one or more ‘transitional stage’. Each 
transitional stage must be justified by the change safety case. The last transitional activities 
are completed in the final transitional stage, leaving the functional system and service in the 
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final operational state. The final transitional activity could be just to implement new proce-
dures such that the service is changed. 

The change safety case is mainly an argument about the predicted safety of the service that 
will be provided by the functional system. Although many of the development and safety 
assurance processes for the change may go through many iterations, only the change and 
safety assurance established upon completion of all these iterations is relevant to the sub-
mitted change safety case. 

To argue that the changed service can and will be provided safely, for each transitional 
stage, the nature of a change safety case is that (in outline) it provides a structured, com-
pelling, comprehensible and valid argument that a valid set of safety criteria has been set 
for a service and demonstrates that they have all been satisfied. However, this simple argu-

ment structure rapidly becomes more complex when taking into consideration different parts 
of the architecture of the system, the technologies deployed in each part, and the contractual 
boundaries involved in the provision of the parts.  

To be convinced that the changed service can and will be provided safely, the CA must be 
satisfied that: 

• the change safety case addresses the complete scope of the change  
• the service(s) to be changed and its constituent systems, subsystems, components, 

environment and context are specified sufficiently such that a safe change could be 
designed  

• there is sufficient evidence to support the correctness of the specifications, for the op-

erational configuration  
• safety criteria for acceptable safety performance of the changed functional system/ser-

vice have been established, and appropriate safety requirements derived  
• the safety performance of the changed functional system/service has been predicted  
• the predicted safety performance of the changed functional system/service is acceptable 

because it meets the safety criteria  
• uncertainties do not undermine the change safety case  
• the proposed transitional activities are feasible  
• the transition activities will be undertaken safely  
• there is sufficient evidence that the arrangements to implement the change will be pro-

vided  
• when the functional system/service is changed, it will be made safe should the change 

not be successfully completed  
• there is sufficient evidence that the arrangements to support the operational system 

will be provided  
• justification that the change is a good change. 

However, while a CA needs to be convinced on these points, it is very unlikely that they will 
be evident as specific claims in the safety case submission due to the complexities of the 
argument structure. Consequently, CAP 1801 defines a process to identify the elements of 
the safety arguments that address the above points, and organises the review process 

around these elements. 

CAP 1801 offers guidance on planning and conduct of the assessment. It provides the topics 
that an assessment should investigate in a safety case. Whilst this guidance is written as if 
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the assessment is to be conducted by a single assessor, it is structured in a way that can be 
applied concurrently in a coordinated manner by a team. Assessors must be competent to 

interpret the generic guidance of CAP 1801 in the context of a specific change. 

CAP1801 is not specific to any one particular application domain. It therefore encompasses 
everything that might be necessary to check any change safety case, without regard to 
whether it is proportionate for the change in question. Consequently, it might at first sight 
appear inappropriately onerous for some situations. The guidance addresses this by includ-
ing planning activities during which appropriate assessment activities are defined, according 
to the circumstances prevailing. The approach used by the guidance to ‘modulate’ the as-
sessment according to the risk is overviewed at the end of this article. 

The generic method in CAP 1801 could be instantiated for changes in a specific domain or 

context, or for specific types of change. Such instantiation could usefully include incorporat-
ing any specific regulatory provisions or risk criteria for the domain. 

The assessment should also be conducted in accordance with applicable regulations and 
internal procedures. In particular, the CA will need procedures that address: 

• receipt of change notifications 
• deciding whether a change safety case should be reviewed 
• receipt of change safety case submissions/resubmissions 
• instigating an assessment of a change safety case using this guidance  
• the actions taken following the conclusion of the assessment. 

Summary of assessment method 

The assessment method in CAP 1801 comprises six Phases: 

1) In the first Phase of the assessment, the assessor gains 
an understanding of the nature and scope of the change, 
and the structure and organisation of the change safety 
case. The assessor gains an understanding of the stages 
in which the change will be implemented, and what the 
change safety case claims is the scope of the change at 

each stage, and how this was determined. As part of this process, the assessor identifies 

and records where key topics are addressed to support later assessment activities. In doing 
so, the assessor confirms that the change safety case is likely to address a sufficiently wide 
part of the functional system and is suitable for assessment.  

2) As it is impractical to undertake all the candidate as-
sessment activities in CAP 1801 for the complete scope 
of the change, it is necessary to determine the parts and 
amount of the change safety case that will be assessed, 
and which assessment activities will be undertaken. The 
assessor’s obligations govern the strategy for modulating 
the assessment activities so that some overall objective is achieved, such as seeking the 

most serious errors in the safety case or gaining confidence in the safety performance pre-
dictions. To implement this strategy, the risks associated with the change need to be deter-
mined. 
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Phase 2 establishes the risks used to plan the extent of assessment activities. This is deter-
mined from the characteristics of: the changed service, the project, operational/organisa-

tional aspects, the change, and the change safety case.  

It is possible that, for the lowest grades of risk, the assessment inherently undertaken during 
Phase 1 could be judged to be sufficient to assess the adequacy of the change safety case, 
so that no further assessment is required. 

3) The planner prepares a plan of an appropriate set of 
assessment activities to assess the material in the 
change safety case that is not specific to one of the tran-
sitional stages. The risks identified in Phase 2, and the 
assessment modulation strategy identifies the parts and 

amount of the change safety case that will be assessed, 
and which assessment activities will be undertaken.  

The assessor then undertakes the assessment activities in the assessment plan, judging 
whether the change safety case addresses the topics defined in the assessment plan satis-
factorily. 

If, during the assessment, the assessor determines that the initial planning was based on 
an incorrect understanding of the risks associated with the change, then the risks are re-
assessed (Phase 2) and the assessment plan is revised. The assessment then resumes ac-
cording to the revised assessment plan. 

4) This Phase determines whether the change(s) can and 
will be made as planned. This confirms that the functional 
system is likely, in actuality, to exist in the states supported 
by the change safety case.  

This Phase also provides an understanding of the transi-
tional activities that should appear in the safety analyses of the services during each transi-
tional stage, which are assessed in Phase 5. 

5) This assessment Phase assesses the change safety 
case material for the transitional stages. Each individual 
transitional stage is assessed using the following Steps: 

 

 

1) Confirm risk associated with the transitional stages and activities 
2) Plan and assess descriptions, declared Safety Management System and claim of 

safety for the stage 
3) Plan and assess the scope of the change 
4) Plan and assess specification and safety analysis material (safety criteria, safety 

requirements and evaluation of acceptability of predicted safety performance) 
5) Plan and assess justification of specification elements (arguments of verification) 
6) Plan and assess safety of transitional activities 
7) Ensure assessment of the transitional stage is adequately completed. 
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Should any part of the assessment in this Phase result in significant new information about 
the risks associated with the change, the assessment should revert to either Step 1 of this 

Phase, or even Phase 2 of the assessment process. 

6) The concerns recorded during the assessment are col-
lated and categorised either as a comment or, if the asses-
sor considers that the change safety case would be unac-
ceptable if the concern remained, as a deficiency. An inter-
nal CA report and records of the assessment activities are 
then filed for use in subsequent processes for communica-
tion and resolution of the review findings, according to the regulatory context for review of 
changes. 

Modulation of assessment according to risk 

CAP 1801 provides the means to vary the assessment of any change safety case according 
to the associated risk factors, by choosing activities that have appropriate rigour, varying 
the sample size, etc. Methods for doing this are outlined, but are not formally defined, as it 
is not yet sufficiently understood how this can be achieved. 

The overall approach implemented in CAP 1801 is that relevant 
aspects of the change, the change project, the change safety 
case, etc are considered and used to identify the ‘risk factors’ 
that govern the assessment.  

Given that a complete assessment is impractical, the assess-
ment is planned to reflect the risks associated with the identi-
fied risk factors. In principle, greater rigour is used when as-
sessing: 

a) change safety cases for which there is greater risk, as 
identified by the identified risk factors 

b) the parts of a change safety case relating to the risk 
from the identified risk factors.  

The assessment is planned by selecting from the candidate as-

sessment activities defined in CAP 1801 for each topic of the 
change safety case (e.g. the specifications), at the same time defining the scope (e.g. of the 
system, safety argument) for each activity, resulting in a review that is modulated in accord-
ance with the risk factors. Planning is conducted incrementally as the assessment pro-
gresses, so that the assessment activities are planned on the basis of the latest, most com-
plete understanding of the change and the change safety case. 

  

“CAP 1801 provides 
the means to vary 
the assessment of 
any change safety 
case according to 
the associated risk 
factors, by choosing 
activities that have 
appropriate rigour, 
varying the sample 
size, etc.” 
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Conclusion 

The guidance consolidates many different facets of the assessment problem into an inte-
grated and flexible approach. It is based on real-life experience, coupled with a desire to 
identify how safety cases can be improved by identifying what an assessor needs to deter-
mine whether it is acceptable. It is hoped that this guidance for assessing safety cases will 
assist other organisations wishing to establish a systematic approach to conducting risk-
based assessments, as well as informing those preparing safety cases for assessment. 

CAP 1801 was written by Stephen Barker and Andrew Eaton, and is freely downloadable 
from the CAA website [1]. 

References 
[1] “CAP1801 Guidance: Assessment of Change Safety Cases”: https://www.caa.co.uk/CAP1801, CAA, 
June 2021, Issue 1.1 
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For the past twenty-eight years Andrew Eaton was a National Requirements & Strategy Specialist for 
the Safety and Airspace Regulation Group of the United Kingdom Civil Aviation Authority. His field of 
responsibility was safety assurance of safety related Air Traffic Control and Management services. In 
this role he was responsible for advancing the UK’s capabilities in these areas and sat on several inter-
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How Do I Get Into Safety? 

 

It is sometimes difficult to plan a career: so many things have to align together 
for each step on the ladder to take place, whether it is the correct training, or-
ganisation, job or assignment, or simply just being in the right place at the right 
time. We are sometimes asked: "how do I get into safety?” 

The answer isn't straightforward. In fact, it is doubly difficult to plan a career in safety 
engineering, assurance, or consultancy as a solid background in the underlying technologies 
(such as software, architectures, or databases) and sector knowledge (eg. aviation, nuclear 

or rail), plus the right opportunities all have to be present. 

Safety is often a second career, taken on by engineers or consultants who have already got 
several years of experience doing other things. Also, there is the issue that not many safety 
staff are required for most jobs: often there is only one safety engineer on smaller projects; 
if that role is already taken, there is little chance of a junior gaining relevant experience. 

With this situation in mind, in this, the first of a series of articles to be published over the 
next few newsletter editions, some members of the SCSC Steering Group have shared their 
experiences of 'getting into safety'. Some of the routes taken are definitely not linear! 

Please read and compare with your own 'safety story'. Of course, these experiences are 
based on events some time ago, and the situation has definitely improved as the industry 
has matured. For example, there are now courses (at post-graduate level) on safety-critical 
systems such as those at the University of York, there are competency frameworks for safety 
roles, and the SCSC has started a new programme called the "Safety Futures Initiative" with 
the aim of developing young and early-career staff so that they can take on full safety roles. 

The messages that come out of these experiences however, are that sometimes you do just 
have to be in the right place at the right time, and with the right underlying characteristics. 
All safety roles require the ability to be able to assess risk, to understand some difficult 
technical arguments, to follow (and create) workable processes, rules and regulations, to 
know the standards and guidelines relevant to the job in hand, to be able to communicate 
well, work in a team with colleagues, and very importantly, to be assertive and take a strong 
position when needed. 
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Graham Jolliffe 

Although it’s an awful pun I got into safety by accident (groan). I was 
an Air Engineer in the Fleet Air Arm (FAA) posted to Boscombe Down to 
undertake some software integrity tasks on aircraft weapon systems. It 
was thought I would be good for this task because of my recent expe-
rience implementing IT systems. Of course, the two roles had little in 
common with each other as I soon found out. I subsequently spent a 
substantial amount of time arguing with industry to take software integ-

rity seriously and not always successfully. I subsequently returned to the FAA for a few more 
years before retiring from the Royal Navy and accepting a civilian role back at Boscombe 
Down. 

My new role had similarities to my previous experience, but I found that industry was now 
even less willing to incur the costs associated with high integrity software. What I needed 
was a systems approach to arguing for appropriate software integrity. The challenge closest 
to me at the time was being able to demonstrate that the Merlin digital Flight Control System 
(FCS) was fit for purpose. There had been a long running debate regarding whether Static 
Code Analysis should be used with no clear decision. It was at this time that I was introduced 
to Goal Structuring Notation (GSN). By using GSN it was easier to communicate the need for 
additional evidence to support the use of the FCS. There was some urgency as there was 
less than a year to go before the aircraft was due to become operational. However, GSN 
proved its worth and together with identifying an expedient means of conducting a limited 
analysis of the FCS code, we were able to provide a convincing argument that the FCS code 

was acceptably safe. 

Realising the potential of GSN was like a light coming on, and when mixed with a degree of 
pragmatism, it enabled the communication of safety to be much better understood by those 
in authority. This was a turning point in my career, and I’ve not looked back. 

Tom Anderson 

My personal interest in safety issues was largely driven by an apprecia-
tion of causality with reference to accidents in the railway sector, initially 
triggered by reading LTC Rolt’s lucid treatment in “Red for Danger”. 

However, as an academic at Newcastle University my work was on the 
generic issues of system dependability, but with a focus on dynamically 
tolerating faults – especially faults in the design of a system. We estab-
lished a connection with Bev Littlewood at City University, and that led 
to the establishment of the Centre for Software Reliability (CSR) in 1984. From the outset 
CSR actively engaged with industrial and commercial practitioners and this motivated the 
establishment of a UK industry-based Software Reliability and Metrics Club (which held its 
first meeting in October 1984). 

At that time, the level of control of infrastructure and plant given to embedded computing 
devices was rapidly increasing and also becoming much more prevalent; this naturally gave 
rise to significant safety concerns. In response, government, institutions, industry and aca-
demia developed a number of initiatives with the aim of raising awareness and addressing 
the risks to safe operation. The (then) DTI (Department for Trade and Industry) and EPSRC 
(Engineering and Physical Sciences Research Council) issued a call for proposals to develop 
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a UK community addressing the safety of computer-based systems. Working closely with the 
BCS (British Computer Society) and the (then) IEE (Institute of Electrical Engineers), CSR 

put forward a proposal for a Safety-Critical Systems Club; this proposal was awarded three 
years’ funding, but the Club was required to be financially self-sufficient thereafter. A very 
successful inaugural meeting was held in Manchester in July 1991, attended by 256 dele-
gates. Now, after having had oversight of 25 years of successful operation of the SCSC from 
its original base in CSR at Newcastle University, it is a pleasure to observe the Club’s contin-
ued development and growth in recent years while based at the University of York, and now 
moving to a formally incorporated independent status as a Community Interest Company. 

Mike Parsons 

I worked on safety systems early in my career – but didn't know it! My 
first industrial job was a software developer on Gamma camera systems 
(body scanners used in hospitals looking at things like heart function), 
but this was way back in time when there was no mention of standards 
or a safety process. Around 1993, I decided I really wanted to work in 

the Space sector (my childhood dream was to be an astronaut!) and so joined Logica in 
1995 on a very safety-critical project – trajectory monitoring for the Ariane space launcher, 
working on software quality, configuration management and installations. I wasn't doing 
safety as such, but was aware of some of the safety analysis being done, and was amused 
to see probabilities of component failures coming out as negative due to rounding errors! 

I got my big break in safety on a space project producing a GPS (Global Positioning System) 

safety overlay in 2000; I was chosen by the then project manager to do safety as I "had the 
right attitude" – whatever that meant! I was sent on safety courses and learned the ropes; 
devising tools and techniques to automate analyses and metrics. It was about this time that 
I became aware of the SCSC and attended my first Symposium, which I thought was great! 
From then on it was more and more safety: taking on bid roles, further project safety roles, 
developing new safety processes, and finally managing all the safety projects in Logica UK, 
as well as looking after a safety team. 

I took on some SCSC roles during this period: I was invited to join the Steering Group by 
Tom and Joan and later suggested the Data Safety Initiative was formed, becoming the 
Working Group Leader. I also took on the SCSC Events Coordinator role taking over from 

Chris Dale. 

I had a 3-year spell at NATS (National Air Traffic Services) working on assurance of new 
cloud-based systems before returning to Logica to cover safety on various healthcare pro-
jects. When Tim Kelly left to take up his new life in the Church of England, I took on the 
SCSC Director role as well. My latest role is on the Assuring Autonomy International Pro-
gramme at University of York.  

Throughout my career I have found the SCSC an invaluable resource, the events interesting 
and relevant, and club members always helpful and willing to give advice and support. It is 
a really useful network of like-minded people! My one bit of career advice would be to take 
any openings you are presented with – you won’t get a second chance! 

Stories from other members of SCSC Steering Group will appear in future editions. See also 
Dr Emma Taylor’s 60 second interview on page 43 for insight into her career journey. 

Image attribution: top image 54463913 © Somsak Dalad | Dreamstime.com 
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Safety Standards Watch 

 

A new community forum has now been set up called the “Safety Standards 
Watch”. This will allow members to be notified when new draft standards are 
available for review prior to their formal publication. 

Accessing the Forum 

To visit the Forum, logon to the SCSC website and select the Community space menu 
option on the left-hand side. 

You can also go straight to the forum through this web link: https://scsc.uk/f295. There are 
three forum subcategories: 

• Safety Standards - New releases: To advise of newly released standards with a 
relevance to safety 

• Safety Standards in Revision - for information: To advise of standards that are 
relevant to safety that have entered a revision phase 

• Invitation to Review - Safety Standards: To advise of draft standards that are 

relevant to safety that are in a review phase (participation in the reviews is an exclusive 
SCSC member benefit) 

Registering for Alerts 

To be notified by email when new items are added to any of the forum categories, simply 
click on the “Notify me” button at the bottom of 
the page. You can cancel your notification alerts 
at any time by selecting “Cancel notification”. 

Contributing 

Registered users are encouraged to contribute to the forums – so if there are important 
developments in a standard you become aware of, then please use the forum to let the 
community know. 

https://scsc.uk/f295
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Software Maintenance: 
Legacy and Archaeology 

Event Report 

 

This online seminar held on 6th May 2021 considered how to carry out software 
maintenance for legacy software that is still fulfilling a safety function. Much leg-
acy software is not properly documented and historically poorly maintained, so 
what strategies are available to ensure changes can be properly assured? 

Mike Parsons introduced the seminar speakers and opened by noting that many safety sys-
tems are old, yet the software still needs to be modified in a safe manner. Many changes 
such as security related changes can be tricky; and it is not just code modifications that are 
an issue; tests, documentation and associated analyses are also of concern. 

It was never designed to do that! 

Simon Scutt from Thales, provided a brief history of the 
Watchkeeper Unmanned Aerial System (UAS), which was 
based on a design originally introduced in 1998 and commis-
sioned almost 10 years later, with full operational capability 
in 2018. He noted the platform has been used successfully, 
but there have also been some notable accidents. Simon 
covered the regulatory framework and the programme or-
ganisational structure, noting that the regulator (The Military 
Aviation Authority) was established after the programme was started. 

Simon explained that changes are classed as minor or major and that classification deter-
mines the level of approval required. All changes must be submitted by Thales as the overall 

coordinating design organisation with Defence Equipment & Support (DE&S) acting as the 
overall Technical Approval Authority. Changes are impact assessed using a proprietary 
change classification focussing on impact against the type certification basis.  
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This results in a Modification Assurance Report – something akin to a delta safety case. The 
level of supplier assurance is determined by the impact of the subsystem/component on 

airworthiness and safety, the criticality of the component and the maturity/experience of the 
supplier. 

Independent audits are also undertaken by the regulator and the overall authority as re-
quired by DO-178B (Software Considerations in Airborne Systems and Equipment Certifica-
tion) for a DAL B software system. Simon noted that safety cases tend to be deltas rather 
than full re-releases and concluded by saying that the main issues are with getting access 
to suppliers’ proprietary information. 

Still improving after 20 years of maintenance 
Peter Niemann from CGI discussed the European Geostationary 
Navigation Overlay Service (EGNOS) Check Set. EGNOS is a sat-
ellite-based augmentation system providing corrections and in-
tegrity information for GPS systems and is actively being used 
to land aircraft. Peter described the Check Set component that 
checks the main processing and ultimately protects users from 
hazardously misleading information. The Check Set is therefore developed to documents 
based on Level DAL B of the DO-178B guidance. 

ESA has overall responsibility for EGNOS and the service is operated by the European Satel-
lite Service Provider (ESSP). The system was developed from 1999 with open service in 2005 
and safety of life service from 2011. There has generally been one release per year and the 

code has grown from 60,000 to 87,000 lines over a period of 20 years. Peter discussed the 
main drivers for maintenance changes: 

Standards Clarification: What was certifiable against DO-178B historically may not meet 
expectations in 2021, as a result of clarifications of ideas and objectives and global lessons 
learnt from its evolution to DO-178C. For example, management of derived requirements, 
control and data coupling, tool qualification etc. This has had a positive impact and strength-
ened the product with improved compiler warnings, options and exception; strengthened 
development processes and resulted in better tracing to address expectations. 
Bugs: When defects are discovered, systematic checks for similar bugs are undertaken and 
analysis and lessons learnt on processes carried out. 

Perfective: changes have come from algorithm enhancements and refinements. 
Adaptive: hardware and software obsolescence. 
Peter said that EGNOS has a strong track record of managing the challenges of changing a 
complex legacy system and noted the following key success factors:  

• Co-operative analysis amongst all stakeholders: prototyping, analysis and evaluation 
before implementation eliminating unsuccessful enhancement candidates. However, the 
process can take 4-8 years. 

• Test data selection: include live real capture where possible, regular updates based on 
operational data, coordinated with stakeholders, independence. 

• Expertise retention: succession planning, training, up-to-date documentation, retaining 
expertise. 

• Good practices: metrics, coding standards, reviews and configuration management. 

Peter concluded that maintenance has generally improved the product but some decisions 
cannot be undone, for example in the use of tools and design representation. 



 

Volume 29 No.3 – Oct 2021 Safety Systems The SCSC Newsletter 33 
 

But I only changed 5 lines of code! 

Chris Hobbs explained that Blackberry QNX produces operating systems and hypervisors 
certified to standards such as IEC 615081, IEC 623042, ISO 262623 and CENELEC4 standards. 
Chris said the company’s operating systems are widespread and can be found in many de-
vices that we all use today, such as in cars and network routers and used in many different 
domains such as medical, railway and automotive. He said that although these are certified, 
there is a lot of legacy code, some dating back to 2002. 

Chris illustrated two types of errors the "Bohrbugs"5 – often obvious and the "Heisenbug", 
which only manifest themselves infrequently and under subtle timing conditions such as race 
conditions. He noted that even in legacy code, new bugs are still emerging, and gave a 
recent example where a race condition arose when the number of processors in a multicore 

solution was increased. 

Chris referred to IEC 61508-3-1 'proven in use' requirements and said that this sets the bar 
high and was not usually practicable for legacy code. 

He illustrated that even the simplest program 
has too many states to test, and gave an exam-
ple of an incremental change to code that may 
initially yield correct results thus increasing the 
level of confidence, but would eventually fail in 
unexpected ways. 

Chris asserted that testing can never be ex-
haustive apart from where formal proof is used, 
it otherwise only results in increased confi-
dence-in-use. 

Chris argued that testing can be more effective 
by reducing the number of states to be tested 
and introduced Combinatorial Testing6, which 
exploits the fact that human written code has 
few sub-conditions in a conditional statement. 

Chris concluded by describing an approach to assure significant structural changes being 
made to some legacy code, which was not fully documented. The approach was to build a 
model (and simulation) of the part of the legacy system that was to be changed. This allowed 
test cases to be created automatically to validate the model. A model of the changed system 
was then built and combined with the previous model to generate test cases and a con-
sistency report on whether the system would meet the requirements. This revealed issues 
with the design, and found potential “Heisenbugs” that might otherwise have been missed. 

 

1 Functional safety of electrical/electronic/programmable electronic safety-related systems 
2 Medical device software — Software life cycle processes 
3 Road vehicles – Functional safety 
4 European Committee for Electrotechnical Standardization 
5 en.wikipedia.org/wiki/Heisenbug 
6 en.wikipedia.org/wiki/All-pairs_testing 
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Modern verification meets old code... 

Rod Chapman from Protean Code Ltd has worked in a 
wide range of sectors, such as air traffic control, rail-
way, military and commercial aviation and said that 
these tend to have software systems that are very 
long lived. Systems typically tend to be in service 
much longer than originally expected, sometimes over 
a decade. Rod considered two questions:  

• what would he do if he was asked to reactivate and make a change to a legacy system? 
• what would he do now to help future maintainers of the software in the long term? 

Reactivating an old legacy system 

Rod said the main problems with legacy systems are obsolescence of technology, platform, 
suppliers and people but modern technology can help, such as through the use of increased 
computer resources, including cloud, Infrastructure-as-Code (IaC), formal/static analysis 
and aggressive testing. 

Rod said that generic compute resources are extremely cost effective now and resources 
can be rented not bought and easily scaled to more powerful systems as required. IaC can 
also setup virtual environments repeatably and make environments more readily available 
to developers including making representative target production environments. 

Formal/Static Analysis tools have hugely improved and will find bugs but generally is “best 
efforts” and won't find all bugs. Application to legacy code also results in lots of warnings 
and false alarms. However, a "don't get any worse" strategy could be adopted, or eliminate 
warnings one class at a time until all are resolved. 

Rod said if there is no specification or test cases then there are lots of tools now that will 
test code automatically and others like AddressSanitizer7 for C/C++ that can monitor running 
code and detect issues such as resource usage. Some tools can simply run random data 
through the program (called “Fuzzing”) and will find bugs. 

What to do now to help future maintainers? 

Rod said that the main challenge is economics – most current software has a short half-life 
and it is hard to make commercial decisions now that will pay off in many years and so 
software for the long-term is a niche market. He recommended the following: 

• Beware of fashion; look for systems and companies that have a long pedigree 
• Choose formal languages – their meaning doesn't change over time 
• Exploit virtualisation and cloud for everything 
• Freeze/snapshot virtual machines at every release point of a system 
• When shutting down a project, have a re-activation plan and dry run this with someone 

with no previous knowledge of the system 
• Commit to a long-lived architecture or deploy in a Field Programmable Gate Array 

• Plan and build with multiple versions of all tools 

Report by Paul Hampton, SCSC Newsletter Editor 

 

7 https://en.wikipedia.org/wiki/AddressSanitizer 
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Getting to Know You 
An update from the Safety 

Futures Initiative 

 

Zoe Garstang, lead for the Safety Futures Initiative (SFI), gives an update on the 
progress made by the SFI and provides details of future events. 

Get To Know You Event 

On the 1st of July 2021, the Safety Futures Initiative (SFI) held their first virtual engagements 
to showcase the group, its aims, and gather the input of prospective members to understand 

the elements that they would like to see from the SFI. There were two events held over 
Zoom; one at lunchtime and one in the evening to maximise availability. 

Each event began with an ice breaker activity to learn more about the attendees in the 
session, followed by an overview of the SFI and then the floor was opened to questions and 
comments from the delegates as part of a brainstorming session. The brainstorming was a 
successful activity, and a number of great suggestions were put forward – from mentoring 
schemes to technical and career workshops. The suggestions either reinforced the need for 
existing ideas or gave the SFI new food for thought to take forward. 

As a result of the positive feedback following these ‘Get to Know You’ events, the SFI will be 
holding regular lunchtime sessions (12:00-13:00) for new and existing SFI members to net-

work and discuss any aspect of the SFI in a welcoming and safe environment. 

The next “Get To Know You” events will take place on 24th November 2021 
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If you are interested in attending any of these free events, please sign up via the link below. 
A more detailed agenda will be sent to registered delegates nearer to each event. 

Looking Ahead 

Activities within the SFI are picking up. The current projects include developing a series of 
podcasts on career and technical topics, as well as working on our first workshop to support 
members in developing technical and/or soft skills. The SFI is also working closely with the 
SCSC Steering Group to develop the club’s Equality, Diversity and Inclusion strategy. 

If you would like access to these upcoming events and resources, please consider following 
the SFI via the link: https://scsc.uk/gf 

If there is anything you would like to see from the SFI, in order to support Early Career 

Professionals, please do get in touch with the SFI – all suggestions are welcome. Also, if you 
would like to contribute to the management of the SFI, please do make your interest known 
to us at: zoe.garstang@scsc.uk 

Zoe Garstang, Airworthiness Engineer and SFI Lead 

Zoe is a Flight Safety Analyst at BAE Systems, providing in-service support to the Typhoon aircraft. She 
previously undertook an Advanced Engineering Apprenticeship with the company before joining the 
Continued Airworthiness team.  

 

 

https://scsc.uk/gf
mailto:zoe.garstang@scsc.uk
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Connect 
The Newsletter and eJournal 

Do you have a topic you’d like to share with the systems safety community? Perhaps an 
interesting area of research or project work you’ve been involved in, some new 
developments you’d like to share, or perhaps you would simply like to express your views 
and opinions of current issues and events. There are now two publishing vehicles for content 
– shorter, more informal content, can be published in the Newsletter with longer, more 
technical peer-reviewed material more suitable for the eJournal. If you are interested in 
submitting content, then get in touch with Paul Hampton for Newsletter articles: 

paul.hampton@scsc.uk or John Spriggs for eJournal papers: john.spriggs@scsc.uk  

Authors of papers published in this Newsletter or in the eJournal will be offered a year’s free 
membership of the Safety-Critical Systems Club. 

The SCSC Website 

Visit the Club’s website thescsc.org for more details of the Safety-
Critical Systems Club including past newsletters, details of how to 
get involved in working groups and joining information for the var-
ious forthcoming events. 

Facebook 

Follow the Safety-Critical Systems Club on its very own Facebook page. 

www.facebook.com/SafetyClubUK 

 

Twitter 

Follow the Safety-Critical Systems Club’s Twitter feed for brief updates on the 
club and events: @SafetyClubUK 

LinkedIn 

You can find the club on LinkedIn. Search for the Safety-Critical Systems Club or 
use the following link: 

www.linkedin.com/groups/3752227 
 

Advertising 

Do you have a product, service or event you would like to advertise in the Newsletter? The 
SCSC Newsletter can reach out to over 1,000 members involved in Systems Safety and so is 

the perfect medium for engaging with the community. For prices and further details, please 
get in touch with the Newsletter Editor.  

mailto:paul.hampton@scsc.uk
mailto:john.spriggs@scsc.uk
https://d.docs.live.net/e20ae1a9aebfe47e/My%20Documents/SCSC%20Newsletter/Volume%2029%20Nos%202%20-%20May%202021/thescsc.org
https://www.facebook.com/SafetyClubUK
https://www.linkedin.com/groups/3752227/
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SCSC Working Groups 
The Safety-Critical Systems Club is committed to supporting the activities of working groups 
for areas of special interest to club members. The purpose of these groups is to share in-
dustry best practice, establish suitable work and research programmes, develop industry 
guidance documents and influence the development of standards. 

 

Assurance Cases 

The Assurance Cases Working Group (ACWG) has been estab-

lished to provide guidance on all aspects of assurance cases in-
cluding construction, review and maintenance. The ACWG will:  

• Be broader than safety, and will address interaction and con-
flict between related topics 

• Address aspects such as proportionality, rationale behind the 
guidance, focus on risk, confidence and conformance 

• Consider the role of the counter-argument and evidence and 
the treatment of potential bias in arguments 

 

In Aug 2021, the group published v1.0 of the Assurance Case Guid-
ance: scsc.uk/scsc-159 

 

 

One of the working group’s activities is the maintenance of the 
Goal Structuring Notation (GSN) Community standard.  

See scsc.uk/gsn for further details. 

In May 2021, the group published v3.0 of the standard: 

scsc.uk/scsc-141C 

 

 

 

 

 

Lead Phil Williams phil.williams@scsc.uk 

 

 

 

https://scsc.uk/scsc-159
file:///C:/Users/hamptonp/AppData/Roaming/Microsoft/Word/scsc.uk/gsn
https://scsc.uk/scsc-141C
mailto:phil.williams@scsc.uk
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SCSC Working Groups 
Security Informed Safety 

The Security Informed Safety Working Group (SISWG) aims to 
capture cross-domain best practice to help engineers find the 
‘wood through the trees’ with all the different security stand-
ards, their implication and integration with safety design prin-
ciples to aid the design and protection of secure safety-critical 
systems and systems with a safety implication. 

The working group aims to produce clear and current guidance 
on methods to design and protect safety-related and safety-
critical systems in a way that reflects prevailing and emerging 
best practice.  

The guidance will allow safety, security and other stakeholders 
to navigate the different security standards, understand their 

applicability and their integration with safety principles, and ultimately aid the design and 
protection of secure safety-related and safety-critical systems. 

Lead Stephen Bull stephen.bull@scsc.uk 

 
 
 
Data Safety Initiative 

Data in safety related systems is not currently sufficiently ad-
dressed in current safety management practices and standards.  

It is acknowledged that data has been a contributing factor in 
several incidents and accidents to date. There are clear busi-
ness and societal benefits, in terms of reduced harm, reduced 
commercial liabilities and improved business efficiencies, in in-
vestigating and addressing outstanding challenges related to 
safety of data. 

The Data Safety Initiative Working Group (DSIWG) aims to have 
clear guidance on how data (as distinct from the software and 
hardware) should be managed in a safety related context, 
which will reflect emerging best practice. 

An update to the guidance (v3.3) was published in Feb 2021: scsc.uk/scsc-127F 

Lead Mike Parsons mike.parsons@scsc.uk 

 

mailto:stephen.bull@scsc.uk
https://scsc.uk/scsc-127F
file:///C:/Users/Lamb%20Bones/AppData/Roaming/Microsoft/Word/mike.parsons@scsc.uk
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SCSC Working Groups 
Safety of Autonomous Systems 

The specific safety challenges of autonomous systems and the 
technologies that enable autonomy are not adequately ad-
dressed by current safety management practices and stand-
ards.  

It is clear that autonomous systems can introduce many new 
paths to accidents, and that autonomous system technologies 
may not be practical to analyse adequately using accepted cur-
rent practice. Whilst there are differences in detail, and stand-
ards, between domains many of the underlying challenges ap-
pear similar and it is likely that common approaches to core 
problems will prove possible. 

The Safety of Autonomous Systems Working Group (SASWG) 
aims to produce clear guidance on how autonomous systems 

and autonomy technologies should be managed in a safety related context, in a way that 
reflects emerging best practice. 

Lead Rob Alexander rob.alexander@scsc.uk 

 
Multi- and Manycore Safety 
It is becoming harder and harder to source single-core 
devices and there is a growing need for increased pro-
cessing capability with a smaller physical footprint in 
all applications. Devices with multiple cores can per-
form many processes at once, meaning it is difficult to 
establish (with sufficient evidence) whether or not 
these processes can be relied upon for safety-related 

purposes.  

Parallel processes need to access the same shared resources, including memory, cache and 
external interfaces, so they may contend for the same resources. Resource contention is a 
source of interference which can prevent or disrupt completion of the processes, meaning it 
is difficult to know with a defined uncertainty the maximum time each process will take to 
complete (Worst Case Execution Time, WCET) or whether the data stored in shared memory 
has been altered by other processes. 

The Multi- and Manycore Safety Working Group (MCWG) has been established to explore 
the future ways of assuring the safety of multi- and manycore implementations. 

Lead Lee Jacques Lee.Jacques@leonardocompany.com 

file:///C:/Users/Lamb%20Bones/AppData/Roaming/Microsoft/Word/rob.alexander@scsc.uk
mailto:Lee.Jacques@leonardocompany.com
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SCSC Working Groups 
Ontology 

The Ontology Working Group (OWG) develops ontolo-
gies that will form the basis of SCSC guidance, as well 
as having wider industrial and academic applications. 

The OWG is currently working on the definition of an 
ontology of risk for application in guidance for risk-
based decision making – notably safety and security – 
and for which ISO 31000 Risk Management principles 

are to be applied. 

The Data Safety Working Group (DSIWG) developed 
the core aspects of the Risk Ontology, which has been 

migrated to this working group. The Risk Ontology will form the upper ontology to the Data 
Safety Ontology that the DSIWG will continue to develop. 

Lead Dave Banham ontology@scsc.uk 

 

Covid-19 

The Covid-19 Working Group is involved with discussion, 
analysis and assistance related to the Coronavirus. The group 
meets remotely to see what a systems and assurance view 
of the situation brings. 

The group has compiled an extensive range of Covid-19 re-
lated material and made this available on the working group’s 
website pages along with ongoing developments in the 
thoughts and ideas of the group. 

Members are all experienced engineers, used to making rea-
soned arguments about safety. The aim is to apply the 

groups considerable technical expertise to the problem and find and assure appropriate so-
lutions. 

Lead Peter Ladkin ladkin@causalis.com 

 

mailto:ontology@scsc.uk
mailto:ladkin@causalis.c
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SCSC Working Groups 
Service Assurance 

Risks presented by safety-related services are rarely explicitly rec-
ognised or addressed in current safety management practices, 
guidelines and standards. It is likely that service (as distinct from 
system) failures have led to safety incidents and accidents, but 
this has not always been recognised. The Service Assurance Work-
ing Group (SAWG) has been set up to produce clear and practical 
guidance on how services should be managed in a safety related 

context, to reflect emerging best practice.  

The group has published v2.0 of the guidance: scsc.uk/scsc-156A 

Lead Mike Parsons mike.parsons@scsc.uk 

 
SCSC Safety Culture  
The Safety Culture Working Group (SCWG) has been established to provide guidance on 
creating and maintaining an effective safety culture. The group seeks to improve safety 
culture in safety critical organisations focussed on product and functional safety, by sharing 
examples and latest approaches collated from real life case studies. 

Meetings provide an opportunity to discuss any particular aspects attendees are interested 
in taking forward, and to help set future directions for the group. 

Lead Michael Wright  michael.wright@greenstreet.co.uk 
 

Safety of Autonomous Systems 

The specific safety challenges of autonomous systems and the 
technologies that enable autonomy are not adequately ad-
dressed by current safety management practices and stand-

ards.  

It is clear that autonomous systems can introduce many new 
paths to accidents, and that autonomous system technologies 
may not be practical to analyse adequately using accepted cur-
rent practice. Whilst there are differences in detail, and stand-
ards, between domains many of the underlying challenges ap-
pear similar and it is likely that common approaches to core 
problems will prove possible. 

The Safety of Autonomous Systems Working Group (SASWG) 
aims to produce clear guidance on how autonomous systems 

and autonomy technologies should be managed in a safety related context, in a way that 
reflects emerging best practice. 

Lead Rob Alexander rob.alexander@scsc.uk 

https://scsc.uk/scsc-156A
file:///C:/Users/Lamb%20Bones/AppData/Roaming/Microsoft/Word/mike.parsons@scsc.uk
mailto:%20michael.wright@greenstreet.co.uk
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60 Seconds with … 
Dr Emma Taylor 

Dr Emma Taylor is Head of Digital Safety at 
RazorSecure, a rail cyber security solutions 
company, and a Chartered engineer with 30 years’ 
experience across aerospace, energy and transport. 
She is a Visiting Professor at Cranfield University, a 
Fellow of multiple Professional Engineering 
Institutions and holds a number of industry awards 
e.g. this year's Computer Weekly Top 50 Influential 
Women in UK Tech.  

She is a Past-Chair of the Safety and Reliability 
Society, and an honorary member of the SCSC 
Steering Group, and, as a cross-sector safety and 
risk engineer, she works too – most recently in a 
series of RSSB-hosted podcasts in response to the 
RAIB Cambrian ERTMS incident. She works closely 
with a number of organisations across the UK rail 

supply chain, including commercial, university research, governmental and 
related agencies, and engages with SCSC Working Groups wherever resources 
allow, including Security Informed Safety WG and Service Assurance WG. Emma 
expresses her personal views in this edition’s 60 second interview. 

What first attracted you to working in the field of System Safety? 
I was working in the field of System Safety from age 18 as an undergraduate systems engi-
neer with British Aerospace Space Systems, I just didn't realise it at the time. When I was 
looking at resilience of satellites and space stations under space debris impact, or working 
out whether a satellite would collide with another and so increase the overall risk in orbit, I 
was taking a system perspective and ensuring safe operations for myself and others. Every-
thing connects back to a system safety mindset in one way or another. Now of course I'm 
working in the rail industry where regulatory oversight and system safety is front and centre, 
you can see clearly and directly the contribution you are making and the expectations on 
you and your projects. 

What aspect of your career are you most proud of? 
That's a tough one to answer! I think it's switching sectors and developing the technical 
knowledge, whether Oil & Gas platforms or rolling stock and infrastructure on the train net-
work. System safety skills are of course cross-sector and we usefully learn a lot by looking 
at other incidents in other sectors. But, the tough truth is that in order to make a useful 

contribution you need to master the technical underpinnings. With that in mind, starting my 
cybersecurity career at age 50 with a Venture Capital funded, GCHQ accelerator enabled, 
rapidly growing scale up, definitely counts as the thing I am most proud of, to date at least. 
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What advice would you give to yourself age 12? 
Take advice from a wide range of sources. The best path isn't always the linear path. As a 

mentor, I am always encouraging others (and myself) to do skills gap analysis and to look 
at alternative ways to get the experience to fill that gap. You don't necessarily need to have 
a job with a specific title to develop yourself. 

How do you feel about being shortlisted for the 2021 most influen-
tial woman in the UK? 
It's all a bit surprising really, as it's by Computer Weekly, for women in tech, and I'm only 4 
months into my cybersecurity role. But it does reflect the increasing importance of under-
standing the role of what I call digital parts (whether embedded software, network systems 
etc.) play in overall operations. I foresee growth in digital accidents and investigations, and 

this is what I'm focussing my Visiting Professorship at Cranfield on. 

What’s your most favourite quote or motto? 
“Model the way”. It was taught to me by a coach nearly ten years ago now when I was 
involved in the crisis management, recovery and rapid growth of a consultancy team. It 
helps me translate ideas and plans into actions, and to get practical. What do I need to do 
today and tomorrow to move things forward, changing and updating as needed. 

If you could learn to do anything, what would it be? 
Fly (a plane). I like the idea of mastery. This is a tall order, given that I can barely ride a 
bike and don't have a driving licence! My spatial awareness isn't that good, so I think it's 

best that this goal stays in my imagination. 

How important do you see the work of the SCSC?’ 
The SCSC occupies an important and unique niche by providing a 
rich network of system safety professionals. I particularly appreciate 
the opportunity to share experience and ask "what if?" questions and 
the culture of trust and collaboration. I am a better system safety 
professional as a result of my engagement with my SCSC colleagues. 

If you could be any fictional character, who would 
you choose? 
I like Avengers Assemble because it highlights how we all bring dif-
ferent skills to the technical party and how a team is greater than 
the sum of its parts. People are also themselves, with all their unique 
characteristics, positives and flaws too. I'll leave it to others to decide 
which of the characters is closest to me! 

What’s the best piece of advice you’ve ever been 
given? 
Make a plan. It doesn't matter if it's just half a page, and you can change it afterwards, 
plans always change. The advice was from my first mentor back in 2000. Despite his en-

couragement, I never did it. I've learnt better now, it's amazing just how the act of writing 
something down and leaving it to rest helps focus your activities. I have 6-month plans, 
5-years plans and more. 

“The SCSC 
occupies an 
important and 
unique niche 
by providing a 
rich network 
of system 
safety 
professionals” 
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SCSC Membership 
The SCSC provides a range of services to the System Safety community including seminars, 
tutorials, leadership events, specialist topic working groups, the annual symposium and a 
comprehensive body of publications. Membership brings many valuable benefits such as free 
access to online events, the SCSC Newsletter and access to presentations and other re-
sources from events. 

Individual Membership 

To become an individual member of the SCSC please register on the SCSC website using the

 icon at the top right of any page and select "Register". Complete and save your account 
registration and then verify your email address. Once registered and logged in click the link 
"why not join the SCSC..." inviting you to become a member at the top right of the page or 

select "Pay membership" from the  icon. 

Individual membership can be paid online using a credit/debit card through our secure pay-
ment partner Realex Global Payments or contact Alex King for other payment methods. For 
student or retired member rates please contact Alex King to get your account status 
changed. 

Corporate Membership 

Your company contact with the SCSC should arrange the membership and any renewals for 
your organisation. To join as a member covered by a corporate membership, register as per 
the instructions for an individual member and then contact Alex King to confirm your affilia-
tion. 

Renewing Membership 

You should be notified by email when your membership is almost expired or shortly after it 
has expired. These notifications will contain a link to the online renewal page or you will be 
able to renew when logging onto the website through the ‘click to renew’ link. 

Membership Fees 

The following fees are applicable for new and renewing members: 

• 1 year Individual Membership: £125 
• 2 year Membership: 20% discount: £200 
• 3 year Membership: 33% discount: £250 (3 years for the price of 2) 
• 1 year SFI Membership: £35 
• 1 year Membership, retired member rate: £35 
• For Corporate Membership discounts contact Alex King. 

A one-month Publication Pass is also available for £15. This allows access to all SCSC publi-

cations in a particular calendar month. 

Contact Alex King using office@scsc.uk 

mailto:office@scsc.uk
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The SCSC Steering Group 
 

 

Tom Anderson 

Honorary member  

Robin Bloomfield 

Honorary member 

 

Stephen Bull 

stephen.bull@scsc.uk  

Dewi Daniels 

dewi.daniels@scsc.uk 

 

Jane Fenn 

jane.fenn@scsc.uk  

Zoe Garstang 

zoe.garstang@scsc.uk 

 

Paul Hampton 

paul.hampton@scsc.uk  

Louise Harney 

louise.harney@scsc.uk 

 

James Inge 

james.inge@scsc.uk  

Brian Jepson 

brian.jepson@scsc.uk 

 

Graham Jolliffe 

Honorary member  

Tim Kelly 

Honorary member 

 

Alex King 

alex.king@scsc.uk  

Mark Nicholson 

mark.nicholson@scsc.uk 

 

Mike Parsons 

mike.parsons@scsc.uk  

Felix Redmill 

Honorary member 

 

Roger Rivett 

roger.rivett@scsc.uk  

John Spriggs 

john.spriggs@scsc.uk 

 

Emma Taylor 

Honorary member  

Phil Williams 

phil.williams@scsc.uk 

 

Sean White 

sean.white@scsc.uk 

  

mailto:stephen.bull@scsc.uk
mailto:dewi.daniels@scsc.uk
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mailto:mike.parsons@scsc.uk
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Club Positions 
 

The current and previous (marked in italics) holders of club positions are as follows: 

 

Managing Director 

Mike Parsons 2019- 

Tim Kelly 2016-2019 

Tom Anderson 1991-2016 

Steering Group Chair 

Roger Rivett 2019- 

Graham Jolliffe 2014-2019 

Brian Jepson 2007-2014 

Bob Malcolm 1991-2007 

  
Programme & Events 
Coordinator 

Mike Parsons 2014- 

Chris Dale 2008-2014 

Felix Redmill 1991-2008 

Manager 

Alex King 2019- 

  
Newsletter Editor 

Paul Hampton 2019- 

Katrina Attwood 2016-2019 

Felix Redmill 1991-2016 

University of York Coordinator 

Mark Nicholson 2019- 

 

  
eJournal Editor 

John Spriggs 2021- 

 

Administrator 

Alex King 2016- 

Joan Atkinson 1991-2016 

  
Website Editor 

Brian Jepson 2004- 

Safety Futures Initiative Lead 

Zoe Garstang 2019- 

Nikita Johnson 2019-2021 

  



48 The SCSC Newsletter  Safety Systems Volume 29 No. 3 - Oct 2021 

 

Calendar 
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Events Diary 

 

 

21 October 2021 
SCSC Seminar 

Can we quantify risk? 

London, UK + Online 

scsc.uk/e800 

9 November 2021 
Conference 

High Integrity 
Software 

Conference 

Online 

www.his-confer-

ence.co.uk 

10 November 2021 
SCSC Working Group 

SCSC Service 
Assurance Working 

Group Meeting #37 

Portsmouth, UK + 
Online 

scsc.uk/e858 

11 November 2021 
SCSC Seminar 

Safe Use of Multi-
Core and Manycore 

Processors 

London, UK + Online 

scsc.uk/e812 

24 November 2021 

SCSC Working Group 

SFI: Safety Futures 

Initiative "Get To Know 
You" event x2 

Online  

scsc.uk/e856 

2 December 2021 

SCSC Seminar 

Managing ‘Black 

Swans’: Handling 
Rare and Severe 
Events Now and in 

the Future 

London, UK + 

Online 

scsc.uk/e825 

9 December 2021 

SCSC Working Group 

Multi/Manycore 

Working Group 
Plenary #15 

Online 

scsc.uk/e843 

8-10 February 2022 

SCSC Symposium 

30th Safety-Critical 

Systems Symposium 
(SSS'22) 

Bristol, UK + Online 

scsc.uk/e797 

 

 

 

 

 

NB: all events are subject to change due to the Covid-19 situation. Please check the SCSC 
website for up-to-date information: scsc.uk/events 

https://scsc.uk/e800
https://www.his-conference.co.uk/
https://www.his-conference.co.uk/
https://scsc.uk/e858
https://scsc.uk/e812
https://scsc.uk/e856
https://scsc.uk/e825
https://scsc.uk/e843
https://scsc.uk/e797
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