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Front Image Portrait of Ada Lovelace by British painter Margaret Sarah Carpenter (1836) – public domain. Ada Lovelace (10 Dec 1815 – 
27 Nov 1852) was an English mathematician and writer, chiefly known for her work on Charles Babbage's proposed mechanical general-
purpose computer, the Analytical Engine. She was the first to recognise that the machine had applications beyond pure calculation, and 

to have published the first algorithm intended to be carried out by such a machine. As a result, she is often regarded as the first computer 
programmer. 

Back image: artwork by Charisse Lin (age 7), reproduced with permission 
In Brief images on page 4 may be subject to copyright – see scsc.uk/f138 for details.  

https://scsc.uk/f138


 

Volume 31 No. 2 – May 2023 Safety Systems The SCSC Newsletter 1 
 

Contents 
WELCOME    

Editorial 

Opening words from the SCSC Newsletter 
Editor. 

3 In Brief 

Recent system safety news items 
from around the world. 

4 

FEATURES    

International Women in 
Engineering Day (INWED) 

Wendy Owen provides the female 
perspective through stories from some of 
the woman of SCSC. 

5 SSS’23 Event Report 

Paul Hampton provides highlights 
of this year’s Safety-Critical 
Systems Symposium. 

19 

POSTER SESSIONS 

The posters highlighting the work and 
developments of groups, such as the 

SCSC Working Groups, as presented at 
SSS’23. 

33 Innovative Hydraulics 
and Automation Lab 

The safety assurance challenges 
of highly automated heavy-duty 
mobile machinery. 

47 

REPORTS 
The Future of Testing for 
Safety Critical Systems 

Highlights from the seminar focussing on 
testing, held in December 2022. 

51 STEAM GWR Museum 
Tech Trip Report 

Mike Parsons reports from the last 
SCSC Tech Trip. 

59 

60 Secs with … Jane Fenn 

Jane answers some quick-fire questions 
on system safety and life! 

63 Recent Publications 

Recent system-safety related 
publications. 

65 

GROUPS 
Working Groups 

Details of the SCSC Working Groups. 

68 SCSC Steering Group 

Who’s who in the Steering Group. 

74 

EVENTS    

Calendar 76 Events Diary 77 



2 The SCSC Newsletter  Safety Systems Volume 31 No. 2 – May 2023 

 

 
 



 

Volume 31 No. 2 – May 2023 Safety Systems The SCSC Newsletter 3 
 

Editorial 
In 2017, my company was moving into its new prestige headquarters in London and there 
was a competition to name the new client-facing meeting rooms. I thought women had been 
poorly represented in the past, so my suggestions were all women.  

I am proud to say that, not only is one of the rooms now named after my suggestion: Ada 
Lovelace (portrait as featured on the front cover), but also that there was a 50/50 split 
between men and woman chosen by the selection panel. If this was a sign of a new era of 
equity where everyone shared the same prospects, opportunities and treatment irrespective 
of gender, then it is certainly welcome but it has been a long time coming and I suspect 
there is much more work ahead to fully redress the balance 
– according to a recent survey, women hold just over a 
quarter of the tech-related jobs and there is a significant 
gender pay gap; a 2022/2023 sample of 15 of UK compa-
nies involved in system safety revealed, on average, 
women’s mean pay is 15% less than men. 

To coincide with International Women in Engineering Day 
on 23rd June 2023, our lead article from Wendy Owen fo-
cusses on the female perspective through the stories of 14 
of the women currently working in system safety. Through 
a series of interviews, she asks how they came to be working in system safety, their career 

highlights and challenges and asks them for some wise words. 

I then report the highlights of the 31st Safety-Critical Systems Symposium held in York in 
February this year. This was the first fully attended event since the Covid pandemic and so 
it was a very welcome return to the types of event we’ve enjoyed in the past. We also saw 
a strong submission of posters this year with 13 posters many of which were on display 
during the poster session where delegates could talk to group members to find out more 
about the presented topics. For the first time, all the posters have been included in the 
newsletter. The posters were intended to be printed in large A0 so apologies if some of the 
text is small, but if you are reading this in pdf format, you can click on the poster to get a 
full pdf download of the poster. 

I provide highlights of the Future of Testing for Safety Critical Systems seminar held in 
December 2022. This was a fascinating event with interesting topics in areas such as fuzz 
testing, automated testing and the challenges of testing of autonomous vehicles. 

Mike Parsons reports on the last Tech Trip to the GWR Steam museum. The next Tech Trip 
will be the National Space Centre in Leicester on Saturday 24th June 2023, which promises 
to be a fascinating and engaging event with special insights provided by those who have 
worked on some of the space missions. 

Our 60 second interview is with Jane Fenn. Jane has over 30 years’ experience in Safety 
Engineering and Engineering Management, and amongst many roles she is 
a SCSC Steering Group member and champion of 

diversity and inclusion. Paul Hampton 
SCSC Newsletter Editor 
paul.hampton@scsc.uk 
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In Brief 

Norfolk Southern’s Ohio Train Derail-
ment Puts Railroad Equipment Sen-
sors in Spotlight 

The derailment of 
a Norfolk South-
ern Corp. train in a 
small Ohio town 
last month is put-
ting renewed attention on the role of sen-
sors that railroads use in a bid to prevent 
such accidents. 

The railroad, in response, announced new 

safety initiatives, including adding 200 
temperature detectors to parts of its tracks 
where existing sensors are at least 15 miles 
apart, starting near the derailment site in 
East Palestine. wsj.com 

Air France and Airbus cleared of invol-
untary manslaughter over 2009 crash 

The families of vic-
tims of France’s 
worst air disaster 

said they were dev-
astated after a 

Paris court cleared Air France and Airbus of 
manslaughter charges over the 2009 crash 
that caused the deaths of 228 people. 

Giving its verdict on Monday, the court said 
that if there had been faults committed, 
“no certain causal link” with the accident 
had been demonstrated. 

David Koubbi, a lawyer for the families of a 
number of passengers, said the court’s rul-
ing was “incomprehensible”. 
theguardian.com 

Toyota suspends sales of Yaris model 
in Thailand after safety test problem 

Japanese carmaker 
Toyota Motor Corp 
has stopped sales 
and deliveries of its 
Yaris Ativ in Thai-
land, senior officials said on Monday, after 
its affiliate Daihatsu rigged part of the door 
in side-collision safety tests. 

The problem may have occurred due to 
pressure on Daihatsu to shorten the devel-

opment time of the Ativ, Masahiko Maeda, 
Toyota's CEO for the Asia region, said at a 
press conference in Bangkok. The vehicles 
customers were currently using were safe, 
he added. reuters.com 

FAA System 
Outage 

On 11th January 
2023, U.S. flights 
were grounded 

or delayed as the 
Federal Aviation Administration (FAA) at-
tempted to fix a system outage. FAA 
paused all flight departures until 9 a.m. The 
outage was the first time since September 
11, 2001, that the FAA issued a nationwide 
ground stop in the United States. 

A preliminary investigation of the incident 
demonstrated to FAA investigators that a 
"damaged database file" may have caused 
the outage of the FAA's Notice to Air Mis-
sions (NOTAM) system, responsible for no-
tifying pilots of safety hazards. 
wikipedia.org 

https://www.wsj.com/articles/norfolk-southerns-ohio-train-derailment-puts-railroad-equipment-sensors-in-spotlight-bd39304d
https://www.theguardian.com/world/2023/apr/17/air-france-and-airbus-cleared-of-involuntary-manslaughter-over-2009-crash
https://www.reuters.com/business/autos-transportation/toyota-says-yaris-model-safe-thailand-after-safety-concerns-2023-05-08/
https://en.wikipedia.org/wiki/2023_FAA_system_outage
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International Women in 
Engineering Day 

 

International Women in Engineering Day (INWED) began in the UK in 2014 as a 
national campaign from the Women’s Engineering Society (WES). Since then, it 
has grown enormously, receiving UNESCO patronage in 2016 and going truly 
global the following year. INWED promotes the amazing work that women engi-
neers across the globe are doing and gives them a profile when they are still 
hugely under-represented. As the only platform of its kind, it plays a vital role in 
encouraging more young women and girls to take up engineering careers. 

The Influence of INWED 

INWED is International Women in Engineering Day, occurring on 23rd June every year. It is 
only in its 10th year, was relatively unknown in its early years, nor celebrated in the way it 
is today.  

Safety engineering is still largely a man’s world, as with 
engineering more generally. Yet, there are some 
women who have been in the field (and associated dis-
ciplines such as reliability engineering, human factors 
and systems engineering) for decades, challenging that 
status quo, finding their own niche, working on sites 
and in offices all over the UK and far beyond. They have 
contributed substantially in highly regulated sectors far 
and wide and to projects of many types, from small 
widgets to major infrastructure. In this article, a differ-
ent perspective is therefore presented – specifically, 

that of the SCSC women. Here’s a snapshot of their 
stories, in the form of short interviews. 

"I would like to be 
remembered as 
someone who was not 
afraid to do what she 
wanted to do, and as 
someone who took risks 
along the way in order 
to achieve her goals."  

             Sally Ride 



6 The SCSC Newsletter  Safety Systems Volume 31 No. 2 – May 2023 

 

The responses to interviews have been unexpectedly but conveniently themed into those 
who accidentally fell into safety, those who gravitated towards it, and those who wanted to 

be involved in it from the outset. 

Accidental Careers! 

Ireri Ibarra, Global Head of 
Functional Safety, Dana Incorpo-
rated 

How did you get into safety?  

I was trying to find a research topic 
for my thesis, then I stumbled upon 

safety. Safety sounded interesting, at the same time ter-
rifying given how broad the subject is. It turned out to be 
a great area to make a career in.  

What would you highlight in your career to date?  

It’s difficult to choose a single highlight to date. I feel most fortunate for continuously being 
challenged to develop myself both technically and personally.  

My current role has given me the opportunity to explore how cultural aspects impact organ-
isations. From the early days as an international student; I learned and observed how big, 
diverse, and interesting our different cultures are. Today I have a global responsibility lead-

ing a multi-cultural organisation adapting to change. The result of several acquisitions led to 
the merging of different companies and their cultures, this in turn, made me take an interest 
on how people perceive and manage risk. I’ve had to learn that even if we agree to disagree, 
as long as the goal is common, we must move together in a positive direction. 

Tell us about a current challenge you face?  

An organisation with many stakeholders from very different backgrounds, both in their per-
sonal and working cultures. Reaching consensus is perceived as a simple task but, it is es-
sential to be able to navigate an array of cultural nuances. Communication plays a big role 
in establishing a common understanding of the problem at hand; eventually encouraging 

people to propose or accept potential solutions; instead of dismissing them straight away. 

I have gone through the whole cycle of doubting myself, wondering if I’m doing anything 
right, nearly giving up. In the end if you break your patterns and genuinely think outside of 
the box; all of these dark clouds become lighter. 

Give us some wise words….  

Be comfortable outside of your comfort zone, be yourself, ride the wave and enjoy it. 

 

 

 

 

”Nothing in life is to be 
feared, it is only to be 
understood. Now is the 
time to understand 
more, so that we may 
be fearless”  

Marie Curie 
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Carmen Carlen, Director of Safety Products, Edge Research 
(Germany) 

How did you get into systems safety? 

I had no intention of working as a safety engineer. I even did not know 
exactly what safety engineering was until I attended a seminar in the 

final year of my Bachelor studies, where I had to write a report on safety cases. Afterward, 
fate made it so that at my workplace I had to implement an editor for safety cases. Also, I 
was sent by my then-employer to the group of Professor Tim Kelly, at the University of York, 
to learn more about safety cases. 

What would you highlight in your career to date? 

The highlight of my career so far is that I did some research in the domain of safety case 
development and maintenance for about 10 years, contributing to the state-of-the-art, and 
now, while working on projects with industry, I get to transfer my research contributions 
into practice. 

Tell us about a current challenge you face?  

I am currently working on the development of trustworthy autonomous systems, scoping at 
reducing the epistemic and aleatory uncertainty associated with such systems, operating in 
complex environments. 

Give us some wise words … 

As safety engineers, we need to be suspicious and consider all worst-case scenarios. Still, 
we shall keep an open mind and think of solutions for enabling the usage of new technology, 
for which we still have not specified mature enough safety assurance practices. 

Rhiannon Chilton, Software and Systems Dependability 
Specialist, DSTL/MOD 

How did you get into safety? 

By complete accident, although it played well to my personality. My early 
career moves were driven by fixed term contracts and redundancy be-

fore I discovered testing, safety, and assurance. Having said that, all of 
the industries I have worked in have been safety critical or safety related. I have always 
liked to feel that I am making a positive difference. 

What would you highlight in your career to date? 

I have been lucky to work on a number of very tangible platforms throughout my career and 
feel proud to have done so, protecting the various users and other stakeholders. Unfortu-
nately a number of them aren’t for open conversation but I love being able to see the output 
of hard work and (often difficult) decisions. More than once I’ve been privileged to find my 
way onto the bridge of a ship and see the navigation system I contributed to in action. 

Tell us about a current challenge you face? 

Balancing family and professional life is definitely a challenge, learning how to prioritise is a 
key skill(!), but it is incredibly rewarding to be part of both worlds.  
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Give us some wise words…. 

Value your enthusiasm and integrity. Nowhere is perfect all of the time but work takes too 
much of your life for it to not be fulfilling or for it to compromise your beliefs. The path 
forward may not be obvious, I never dreamt I’d have worked on most of the things that I 
have done, but there are so many areas where good people can make a difference. 

Catherine Menon, Principal Lecturer, University of Hertfordshire 

How did you get into systems safety? 

My PhD was in category theory, and following this I moved from Australia 
to the UK to take up a postdoc at the University of York. Systems safety 
had been on the periphery of my experience – some of my PhD work 

touched very briefly on it – but I hadn't dived into it in any detail. 

What would you highlight in your career to date? 

I've recently begun to move into the intersection of ethics, safety and regulation. I'm pleased 
to be a member of the BSI committee working on ethics for robotics and autonomous sys-
tems. We've recently put out the updated BS 8611 standard which attempts to guide prac-
titioners in this space. I've also been lucky enough to be involved with developing other 
standards and guidance documentation – not least the guidance produced by our own Safety 
of Autonomous Systems Working Group! I've also very much enjoyed working as a consult-
ant to the MoD to get some more hands-on experience: the gap between theory of systems 
safety and how an 18-year-old squaddie "does" systems safety can certainly be eye-opening! 

Tell us about a current challenge you face? 

I'm currently involved in a number of cross-disciplinary collaborations to consider how safety 
and ethics interact when it comes to public-facing systems. The major challenge here is the 
public perception of autonomous systems as "magical" robots with science-fiction capabili-
ties. I think as safety engineers there's a hugely important opportunity for us to speak up 
here and help educate the public about the risks and benefits provided by these systems. 

Give us some wise words….  

As safety engineers, one of our roles is to tell "the story of the system". Don't overlook the 

importance of narrative and argument, especially when it comes to public discourse systems 
safety is a very nuanced discipline, and the way we discuss systems should reflect that 
nuance.  

Rita Dunne, Principal Consultant, Atkins 

How did you get into systems safety? 

I didn’t consciously choose a career in safety. It chose me. I joined Rolls Royce and 
Associates (Nuclear) on graduating in Maths and was ushered into a huge room with many 
other new starters on the first morning, where we waited to be called to our departments. 
Each person’s name was called out followed by the department they were joining. It was a 
total mystery to me where I would be heading – and where I would fit in to an engineering 
business with a Maths degree? In hindsight it was odd that I had no idea what department 
I was going to! Then someone called out my name followed by “Safety!” and I immediately 
knew this was going to be interesting and worthwhile. And it was. 
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What would you highlight in your career to date? 

A really special time in my career was working for NATS (then our client) on the transition 
of Air Traffic Control (ATC) operations from the old to new Heathrow ATC Tower. I worked 
with an amazing group of human factors specialists and Air Traffic Controllers on what felt 
like the most exciting and innovative engineering/human-centred project in the UK at the 
time. I learned so much and to be part of a project that had international reach was thrill-
ing. 

Tell us about a current challenge you face? 

It’s a challenge – and saddening – to observe that organisations have such short memories 
when it comes to safety. Lessons in safety we may think have been learned decades ago 
are rarely embedded to the degree we may expect or hope. I wonder how the Grenfell dis-
aster could have been allowed to happen when society knows so much about how to iden-
tify, eliminate and manage risk effectively. And I wonder what it will take to change our 
society’s approach to safety so such disasters can never happen again. 

Give us some wise words….  

Working as a safety professional involves asking lots of questions that don’t have easy an-
swers and I have experienced the safety team being treated as a hindrance to project pro-
gress for that very reason. So my “wise words” are to keep asking those questions, even if 
the response from others is not comfortable. Your questions may save someone’s life.  

And apart from that, I rather like our late Queen Elizabeth’s wise words “Take the long view”. 

Gravitational Forces! 

Zoe Garstang, Engineer and 
STEM Ambassador, BAE Sys-
tems 

How did you get into systems 
safety?  

I wouldn’t say it was pre-planned 

when I first embarked on my career. I joined BAE Sys-
tems as an engineering apprentice in 2016, and at the time, I didn’t really know where I 
wanted to specialise. It was only by chance that I was assigned a placement in Airworthiness 
as part of my apprentice rotation and that started to give me a glimpse to some of the 
possibilities in system safety. It wasn't until the start of this year that I actually moved into 
a system safety role on the Flight Control Systems, after spending 3 years in Airworthiness.  

What would you highlight in your career to date? 

One thing I’d highlight in my career so far has been the variety, not least throughout my 
apprenticeship, but also continuously on a daily basis. Don’t get me wrong, there have been 
lots of changes to adapt to in a short space of time, but in that time, it has also meant that 
I’ve gained a broad understanding in different areas and can see how they all interlink or 
affect one another. 

“Life is not easy for any of 
us. But what of that? We 
must have perseverance 
and above all confidence in 
ourselves.”  

Marie Curie 
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Tell us about a current challenge you face? 

I think the biggest challenge for me right now is coming up the steep learning curve in my 
new role. It’s been a big challenge and there’s so much to learn but it’s one that I’m excited 
about. 

Give us some wise words…. 

If you’re a student or early in your career, where you can, try and give everything that you 
come across a system safety context or link. Specific system safety modules and topics are 
hard to come by in general engineering courses and I’d not seen system safety covered in 
the same depth as other topics within my academic career (BTECs, HNC and HND). I suppose 
what I’m saying is – get curious about system safety, even if it’s not directly related to your 
role or studies at the moment.  

Anusha Chellappah, Senior Safety Engineer, Ebeni 

How did you get into systems safety?  

During my undergraduate degree, I took a couple of HMI related mod-
ules, which I really enjoyed. These modules got me interested in Sys-
tems Safety which led me to choose a research Masters focusing on 
Safety Critical Systems, specifically Traffic Collision Avoidance System 
(TCAS). Together with my supervisor, I wrote a paper based on the 

results of my findings and the paper was chosen to be published by the IET. The field 
interested me and I was determined for my career to be in safety. 

Soon after my MSc, I joined Logica's (now CGI) Graduate scheme. I started out as a tester 
in a Defence project but kept emphasising to my team lead that I wanted to be involved in 
Systems Safety. I approached the Safety Manager at the time (Mike Parsons!) and requested 
him to be my Staff Manager so that he could guide me to the right projects. Mike was very 
supportive and did all he could to get me involved within the safety teams of different pro-
jects and that is how I started out! 

What would you highlight in your career to date?  

I have been lucky enough to have been involved in a few interesting projects but my favour-
ites to date were two projects I worked on in parallel.  

I was a part of the Technical Contractor (TSC) team supporting the Office for Nuclear Reg-
ulation (ONR) during Generic Design Assessment (GDA) Steps 3 and 4 for the UK HPR1000 
(a type of nuclear reactor). This involved me working directly with the ONR inspectors in 
charge, taking part in Level 4 meetings with the Requesting Party and reviewing documents 
against International Nuclear Standards. This was the first time I had been involved in the 
Nuclear domain and I gained a lot of knowledge from my peers and by working closely with 
the clients.  

I also worked as a junior Independent Safety Authority (ISA) on Four Lines Modernisation 
(4LM). This involved me initiating meetings with London Underground (LU) and Thales, pro-

ducing Safety Notices to record observations and drafting letters of Support for software 
commissioning.  

I gained an incredible amount of technical knowledge on both these projects. 
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Tell us about a current challenge you face?  

Most of the projects I was a part of had been running for a number of years, which makes 
it at times difficult to gain exposure to the initial safety activities e.g. being involved in 
creating Fault Trees. Also, there is a steep learning curve to get familiar with the project in 
a short period of time, particularly for complex projects. 

Give us some wise words…. 

I was incredibly lucky in terms of the companies I worked for (CGI, Altran Praxis (now 
Capgemini) and now Ebeni) as I always felt supported as a female engineer and a parent 
and have always had a good work/life balance. So I would say to any woman, who is looking 
for a career in engineering to not let the lack of women in engineering or perceived work 
load put them off and to keep pursuing their passion. 

Marea de Koning, TUNI (Finland) 

How did you get into systems safety?  

I intend to live my life by always moving forward and making choices 
that allow me to bring meaning to that which is important to me. Origi-
nally, I never intended to work in academia, let alone pursue a career 
related to systems safety and heavy-duty off-road machinery. My jour-
ney into systems safety wasn't pre-planned, it appeared as I progressed 
from my Bachelors in technical computer science from Amsterdam UAS in the Netherlands, 
to a Masters in Industrial engineering in Aschaffenburg UAS and from there moved forward 
towards Finland. It was in Finland that the concept of systems safety appeared as I became 
a PhD researcher in the department of Automation Technology and Mechanical Engineering 
at the University of Tampere. My journey is proving to be very exciting, one filled with many 
blessings and revelations as every day I discover and learn new aspects in this world of 
systems safety. 

What would you highlight in your career to date? 

One aspect that I would like to highlight is my ongoing appreciation for all the mentors that 
I have encountered up until now, all of whom have given me guidance, and advice that has 
proven to be truly fundamental for my personal and professional development. I would like 
to mention that, whatever journey you find yourself on, do not remain in isolation and try 
to do everything on your own; instead, reach out and share your knowledge, experiences, 
and learn from those around you – let it help others as it helped you. 

Tell us about a current challenge you face? 

I’m still very new to the safety field, but it is my aim to design, develop and integrate inher-
ently safe design measures into the highly-automated heavy-duty off-road machinery that 
we are developing in close collaboration with several Industry partners. One of the current 
concerns addressed is the design, integration and validation of the safety-critical software-
related parts of a safety function, especially when said function exceeds the scope of existing 
guidelines e.g. due to the incorporation of data-driven methods. 
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Give us some wise words … 

I would like to share the immortal words of C.P. Cavafy “Keep Ithaka always in your mind. 
Arriving there is what you’re destined for. But don’t hurry the journey at all. Better if it lasts 
for years...” 

Louise Harney, Chief Systems Specialist, Leonardo 

How did you get into systems safety?  

I joined a consultancy called Helios when I left university and they 
happened to have lots of safety work, which I found incredibly inter-
esting. Managers regularly offered me the opportunity to do other 
kinds of work, but safety kept pulling me back in as it gave me the big 
picture. I moved into industry to get more involved in the end-to-end lifecycle of systems, 
which led me to me joining a new network in the SCSC and I never looked back. 

What would you highlight in your career to date? 

One of my career highlights has been working on the Tempest programme. For a time, I 
chaired the safety sub-group bringing together the safety leads of each Tempest partner 
organisation to facilitate knowledge sharing and ensure that close working relationships were 
maintained. The opportunity to learn from each other and start the partnership off as we 
mean to go on was a big highlight for me. It reminded me of the importance of soft skills in 
addition to technical skills, as workshop facilitation and safety communication are such key 
parts of being a good safety engineer. As an SCSC Steering Group member, I have found 
the ability to network and share ideas with peers has been invaluable, and I try to replicate 
that support in any team. 

Tell us about a current challenge you face? 

There are so many technical and design challenges, which is what makes working in safety 
so interesting. My biggest challenge at the moment is adapting to my new life as a working 
mum, especially in between two periods of maternity leave with our second baby already on 
the way. I’ve had to delegate more than ever, both at work and at home, to make the 
balance work. I have shared more knowledge with others than ever before, to ensure that 
our team can cover my role until I return, and I have enjoyed rising to the challenge. 

Give us some wise words … 

You can make an impact with a single conversation, so always be open to finding those 
opportunities to engage, whether it’s with a system designer, a fellow safety professional, 
or anyone else. 

Jenny Butler, Senior Safety Consultant, Ebeni 

How did you get into systems safety?  

It certainly wasn’t pre-planned. My partner was working for a, then, very 
small company that was pioneering in system safety (this was 1988); formal 
methods were then being mooted as potentially a big thing, and I was com-
ing to the end of my university degree course in mathematics. I was taken on as a new 
graduate, and learned about system and software safety as I went along, working with and 
learning from some very knowledgeable and experienced people along the way. 
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What would you highlight in your career to date?  

I count myself fortunate to have been able, for the better part of 35 years and counting, to 
do work that I (mostly) enjoy, find interesting and be able to do it well – with the added 
bonus of great colleagues and clients. Perhaps the most satisfaction is when clients come 
back for further work! 

Tell us about a current challenge you face?  

I work part-time and have done for 14 years now. It can be challenging to manage client 
expectation around that.  

Gill Kernick, ARUP 

Here is a slightly different take on getting into safety, from Gill Kernick, 

who presented at the recent SSS on the Grenfell Tower accident. 

How did you get into safety?  

I don’t really think of myself as ‘in safety’. I fell into leadership and 
culture in the space of safety by a winding and unpredictable route. I’m fascinated by the 
complexity of preventing catastrophic events, where the social aspects such as hearing all 
voices is as important as the technical aspects.  

What would you highlight in your career to date?  

I have worked with some incredible teams to make dramatic improvements to safety per-
formance by focussing on the gap between work as prescribed, done and imagined; and 
creating psychologically safe spaces and connections between executives and the front line 
to talk freely and safely about these gaps. 

Publishing “Catastrophe and Systemic Change: Learning from the Grenfell Tower Fire” is a 
highlight although it’s also, and always will be, the book I wish I’d never had to write. 

Mostly, the highlights are memories of beautiful human interactions all over the globe. 

Tell us about a current challenge you face? 

About a year ago I started working as Transformation Director at Arup University. Learning 
how to navigate organisational complexity and politics in a large organisation is challenging 
and interesting. I’m particularly intrigued by how to bring kindness to my interactions and 
leave people with an experience that they matter even when things are challenging! I believe 
this is critical to creating a culture where people will speak up and tell you the bad news – 
something I’m passionate about nurturing. 

Give us some wise words…. 

Particularly to women – don’t try and fit the ‘mould’ – it’s a biased model. Challenge the 
status quo – your perspective is unique, trust it. 
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The Chosen Path 

Anne Seldon, Chief Engineer, Product Safety & Com-
pliance, WAE 

How did you get into systems 
safety?  

I’ve wanted to work in the safety sector 
since I started studying engineering at 
university. Originally, I was keen to work in the air accident investigation 
space but I found my passion was for preventing such accidents from 
ever occurring in the first place. I was very fortunate to find a role in 

aviation safety shortly after graduating and I’ve continued to work in this space for the rest 

of my career. 

What would you highlight in your career to date? 

I’d say the career highlight for me was seeing the Boeing 777X take to the sky for its very 
first flight. I had worked on the safety and reliability case for the electrical systems on the 
aircraft for the best part of four years. Its complexity and scale challenged me more than 
anything I’d faced to date and required me to learn quickly and increase my technical 
knowledge dramatically. Seeing the aircraft’s wheels leave the ground was an amazing re-
minder of why I became an engineer. 

Tell us about a current challenge you face? 

In the past year I’ve moved from working in a single industry, aerospace, to working in an 
organisation which works across multiple sectors. Whilst the principles are the same, the 
application of them differs from industry which is something I’ve never had to manage pre-
viously. To add to the complexity, I’m helping to design battery systems to decarbonise 
mining vehicles and they’re operating at a power level that is transitioning to high voltage 
levels within occupied vehicles. There’s very little standardisation and best practice to sup-
port us in this endeavour so it makes things much more challenging! 

Give us some wise words... 

Engineering can be a cruel mistress at times, and it will often demand increasingly more of 
your skill, time, and energy. Ensure you maintain a healthy balance. You can’t advocate for 
the safety of your systems effectively if you’re not maintaining your personal wellbeing. 

Helen Smith, Lead Safety Engineer, Leonardo 

How did you get into system safety? 

I spent the early part of my career in the Supportability function, per-
forming reliability predictions, FMECAs (Failure Modes, Effects and Crit-
icality Analysis) and Fault Trees on a variety of complex products. Fault 
Tree Analysis (FTA) is a type of failure analysis in which an undesired 

state of a system is examined and I found that my analysis always tended to steer me 
towards what could go wrong on a system rather than assuming it would operate as de-
signed. I’ve always had a big interest in accident reports and the ways in which the experts 
piece together all the evidence to find out what really went wrong, so I chose to use the 

“A ship in port is safe, 
but that’s not what 
ships are built for.”  

Grace Hopper 
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Challenger Space Shuttle disaster as my case study when I was interviewed for my Chartered 
Engineer qualification. After working in Supportability for around 7 years, there was an in-

ternal vacancy for a System Safety Engineer and I jumped at the chance to specialise in this 
area. 

Tell us about a current challenge you face? 

Part of my current role within Leonardo’s Design Integrity function is acting as an Independ-
ent Technical Authority for complex, multi-box systems. As our systems become more com-
plex, the traditional methods of proving they are safe become more problematic. As I had 
no prior involvement in the specific system development, my initial challenge was to review 
all the safety evidence for the system and sub-systems and form a judgement as to whether 
the safety requirements were appropriate and the system had attained an acceptable level 

of safety. A subsequent challenge was when I identified a shortfall in the safety argument 
or the evidence, as I cannot compromise my independence regarding the advice or feedback 
I provide to the project team. 

What would you highlight in your career to date? 

I would say that the main highlight of my career to date actually forms one of the core parts 
of my current role, where I have been given the delegated authority to sign the UK and EU 
Declarations of Conformity for our products that require the UKCA (UK Conformity Assess-
ment) and/or CE (European Conformity) marking. It’s just one part of my role that I take 
very seriously, as I’m taking the full responsibility for the product’s compliance with the 
applicable UK/EU Laws. Prior to this, I received training on the legislation and underwent a 

competency assessment, so being given this delegated authority shows the confidence that 
Leonardo has in my knowledge and ability. 

Give us some wise words… 

Start each morning with a positive thought, and it can change your whole day! 

 

As for me?  Maybe one day I’ll write an autobiography, but this’ll do for 
now… 

How did you get into systems safety? 

I’m a case where it was probably inevitable. I’ve been doing safety since 
day one of my career, but the origins go further back. I was born the 
same week as the Aberfan disaster and my brother passed away on a 
June 23rd in the 1960s of hydrocephalus, shortly before safe shunts became available – 
INWED has thus become a welcome event in my life. The Chernobyl accident (and various 
other industry accidents) happened during my physics degree, so with a view to stopping 
anything like it happening again, my career began in the nuclear sector at UKAEA. I started 
as a safety analyst on Sizewell B, then on the UK’s first civil SMR project (SIR, Safe Integral 
Reactor), followed by the UK’s first computer-based nuclear plant trip system (for Dungeness 
B). The latter was where I really got into systems and functional safety, at a time when 
software reliability was in its infancy. I was trained by renowned experts in the Safety & 
Reliability Directorate (SRD), then part of UKAEA, and in 1992 was relocated to SRD to work 
on submarines. The rest is history.  
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What would you highlight in your career to date? 

Top of the list is when I was elected a FSaRS. At the time I was only the 4th woman in 40 
years to become one; and was shortly followed by a few others. 

Of course, next on the list is being a co-author of SCSC’s book “30 Years of Safer Systems”! 

I would also highlight  

• early on in my career, setting up a new regional office that became very successful 
• starting a new team from scratch and getting us to £2.5m turnover within 2 years 
• setting up global communities of practice in two companies 
• the sheer number of projects and bids I have worked on in various sectors, including 

some fairly novel projects (not all of which came to fruition!) 

• working all over the UK, also in Lithuania, France and Australia, and remotely in various 
other countries 

• being a founder member of a LinkedIn group for Women in SET that now has ~18,000 
members 

Tell us about a current challenge you face? 

My favourite challenges in industry have tended to involve “projects in distress”, including 
ones where a regulator has refused an application for operations – sometimes there’s noth-
ing quite like a challenge being brought in after the event and sorting out scores of corrective 
actions!  

Recently, it was a career diversion, leaving industry and spending a couple of years in a 
university research post in fusion. I had previously been a reviewer for the RAMI (reliability, 
availability, maintainability, inspectability) work on ITER’s I&C (Instrumentation and Control) 
systems, but this was more safety focused. It well-utilised all my previous industry experi-
ence from various sectors. 

At time of writing my current challenge is simply getting a job. Despite calls to arms for over-
50s and women engineers in leadership positions, I’ve found it very hard to get a job if 
you’re disabled, need to work part-time and/or can’t travel. This is despite the fact when I 
was working full time in industry I was often working on several projects and bids in parallel, 
and remotely and internationally. Going the freelance/associate route seems to be the only 

way to deal with the situation. Watch this space?! 

Give us some wise words … 

Always have a Plan B. Being a safety engineer is a reasonably secure livelihood, but don’t 
assume you’ll never be made redundant, get ill/incapacitated, or have some other work or 
life hazard thrown your way! 

Don’t be afraid to do the right thing. Don’t put up with discrimination or unacceptable be-
haviour. Whistleblow on conflicts of interest. Don’t let people put you down or push you 
around. Be prepared to walk away or go to court. Make things better for those following in 
your footsteps. 

Remember to look up at the stars and not down at your feet (Stephen Hawking). 
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Final Words 

If you wish to know more about how women in systems 
safety work and can add value to teams, projects and 
company culture, invite them into a meeting, put their CV 
into a bid, give them a platform at a conference or on a 
panel, put them on a high-profile project, propose them 
for a board. Give them a place at the table, give them an 
opportunity, give them half a chance, let them be at their 
best, and they will often reward your team/company (and your company’s finance depart-
ment) ten times over – oh, and when they do, please ensure that they are appropriately 
compensated for their efforts and expertise. 

Well, we hope you have enjoyed reading this article for INWED. This article is dedicated to 
all the women engineers working in safety, their allies in the workplace, and their supporters 
behind the scenes. Also, Women in Science and Engineering (WISE) and WES.  

See you on Ada Lovelace Day, for a special historic edition of women engineers in safety. In 
the meantime, take a tip from the Safety & Reliability Directorate’s old motto – leave nothing 
to chance! 

Wendy Owen 

Wendy has nearly 35 years’ experience in systems assurance across a wide range of highly regulated 
industries covering energy, defence, transport and process sectors. Her career has largely been in en-
gineering consultancy, also with time in manufacturing and regulatory. She is a Fellow of WES and the 

Safety & Reliability Society. 

The author retains copyright of this article. 

 

 

 

  

“Your best and wisest 
refuge from all troubles 
is in your science”  

Ada Lovelace 
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Upcoming Tech Trip:  
Visit to the National Space 

Centre 

 

The next Tech Trip will be to the National Space Centre, Leicester, UK on Saturday 24th  
June 2023. 

https://spacecentre.co.uk/ 
 
This has some great exhibits and a large planetarium. 
 
Cost is £14.95 per person, (the Jupiter Mission package) which includes a 30-minute plan-
etarium show. 
 
Arrival time is 1pm, the planetarium show is at 3:50pm. 
 
The event is open to everyone – so all friends and family members are welcome! 
  

https://spacecentre.co.uk/
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SSS’23 Event Report 

 

In February 2023, the Safety-Critical Systems Club’s annual Symposium returned 
to a fully in-person event hosted at the Principal Hotel in York. With over 100 
attendees, the event enjoyed the type of attendance not seen since pre-Covid 
years and hosted over three days, the event once again, provided an exceptional 
and diverse range of talks. Paul Hampton, SCSC Newsletter Editor, provides high-
lights of the event. 

While Covid has not entirely disappeared, there was a definite feel this year that we had 
returned to the type of event we’d enjoyed in the past, with the high attendance giving the 
event a real buzz and with lots of new features such as “Room 101”, the crossword and 
roving video interviews, the event was one of the best we’ve seen in my memory. The talks 
were also of the highest quality covering many of the pressing challenges we have in the 
industry today. The keynote speeches are summarised below. 

Safe, Ethical and Sustainable: Framing the Argument 

Professor John McDermid, Director of Assuring Autonomy International Programme at the 
University of York, opened the conference with a talk developing some of the ideas he’d 
presented at the previous year’s symposium where he introduced the mantra of “Safe, Eth-
ical and Sustainable”, and aimed to link three strands of thought: 

• Ideas on how to govern safety of complex systems and their emergent properties 
• How to develop an ethics assurance argument drawing on tenets of biomedical ethics 
• The mantra – that broadens safety considerations to include society and environmental 

impacts 
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Governing Safety 

John first covered the governance of safety and in-
troduced a model showing a hierarchy of three lay-
ers. Technical and human factors at the bottom cov-
ering day to day safety management, a manage-
ment layer looking at the owning organisation & 
supply chain and then the governance at the regu-
lator level. There are feedback loop aspects with 
continual iterations but John stressed the process 
needs to operate a lot faster to manage the com-

plexity and emergent technology. 

Safe, Ethical and Sustainable 

While the ambition of the mantra is clear, John said that there are challenges in how one 
actually frames an argument balancing these three quite diverse areas, as there will be 
trade-offs required between them. 

John first covered ethics with an illustration of the type of assurance case drawn from bio-
medical disciplines. In this argument, along with standard non-maleficence concerns, benef-
icence and human autonomy also need to be balanced to give an overall “Justice Assurance” 
argument. 

John then covered the sustainability aspect by describing associated models such as the UN 
Sustainable Development Goals (SDG), which describes 17 “goals” although he noted they 
are really a mix of different things. 
He also introduced the concept of 
“Doughnut Economics” that show a 
middle area that is sustainable, with 
poverty in the middle and overcon-
sumption on the outside. There are 
other versions that enumerate spe-
cific concerns. These models help 

identify and inform the range of con-
cerns that have to be considered – 
there will be trade-offs, but the aim 
is to remain in the green band.  

John also mentioned a worrying aside where he noted that although electric vehicles are 
good for the environment at point of use, they have a bigger carbon impact than conven-
tional vehicles in their construction and require the use of metal and rare earth metals that 
have limited supply. 

An illustration 

John illustrated framing such an argument through an example where a local authority was 
considering replacing a fleet of 45 city buses with autonomous vehicles. John showed that 
the choice of vehicle had different impacts on the environment and utility to different types 
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of travellers. For example, large buses can carry more people but have poorer safety per-
formance against smaller vehicles because of their mass, shape and risk to vulnerable road 

users. From a different perspective, smaller vehicles are good and efficient for lone travellers 
but not good for larger families possibly with additional equipment such as buggies for small 
children.  

John concluded that: 

• The work is illustrative and not put in practice yet, but other work such as Rawls reflec-
tive equilibrium could be used to help make the justice argument 

• There are many ethical principles. The biomedical principles seem to be appropriate as 
it spans most of the concerns but needs interpretation for a particular context 

• For sustainability models, the SDGs are quite different and have surprising omissions 

such as “human autonomy” 
• John said that no one can be expert in all concerns and multi-disciplinary teams are 

essential. The role of the safety engineer is changing to be more of a facilitator as well 
as an expert in hazard and risk analysis 

Rising to the Challenge of Certifying Automated Vehicles 

Jamie McFadden presented the second keynote talk of the day. Jamie is from the Vehicle 
Certification Agency (VCA), which is responsible for the oversight of vehicle type certification 
for use on UK roads. 

Jamie said that the fullscale deployment of autonomous vehicles is a challenge, but the first 
steps have already been taken with, for example, the introduction of the Mercedes “Drive 
Pilot” in 2021 of automatic lane keeping on certain sections of autobahn in 13,000km of pre-
approved German motorway. 

Jamie said that the type approval process comprises: 

• Around 70 tests covering emissions, crash, lighting and tyres 
• Conformity of production: can the vehicle manufacturer maintain the type certification 

approval in full production 

Jamie talked through some of the key safety and security aspects and noted that functional 
safety is part of the type certification approval process.  

Two case studies were described that galvanised the views of regulators on the effectiveness 
of type approval: 

• In Sep 2015, Volkswagen were found to have installed software on vehicles that could 
detect that they were being tested for emissions and allow non-compliant vehicles to 
pass the test. This impacted 11m vehicles worldwide, and was known as “Dieselgate”. 

This called into question the regulatory approval practices and resulted in revisions to the 
regulatory framework brought into force in 2018. 

• Researchers exploited a security vulnerability in an internet connected infotainment sys-

tem to remotely brake and steer a moving Jeep vehicle. 1.4m vehicles were affected 
and this is known as the “Jeephack” and was a wakeup call for the industry to the risks 
of connection to vehicles. 
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This has resulted in improvements in industry working practices and standards and increased 
security of software and the need to keep software up-to-date. 

In 2015, the need for a new set of technical regulations was identified by the UN economic 
community for Europe and culminated in three new regulations in 2021: UNEC 155 (cyber 
security), UNEC 156 (software updating) and UNEC 157 (automated lane keeping systems). 

Jamie then summarised the regulatory requirements: 

• The system shall be free from unreasonable risk for the occupants and other road users 

Jamie broke this down into: 

• Monitor the design domain environment and driver 
• Execute longitudinal and lateral control 

• Monitor for failures and degraded operational conditions 

This shows the more open and objective-based approach to achieve approval rather than 
the historical test-based approach. 

• The system shall not cause any collisions that are reasonably foreseeable and prevent-
able 

Guidance is provided in the regulation to cover the types of issue to be addressed, as a 
starting point, such as road users and objects blocking the lane, vehicles cutting in and the 
reveal of objects when vehicle peel away. 

• Activated systems shall comply with traffic rules including responding to emergency and 
enforcement vehicles 

There are no explicit list of scenarios to comply against. Regulators want to see a robust 
assessment process that manufacturers have performed to understand and characterise the 
traffic rules the system needs to be developed against, the implementation of that system 
in the design and how these are maintained as rules change. 

These might need to consider aspects such as Smart Motorways, a wide range of enforce-
ment vehicles (not just police) and filtering motorcycles etc. 

There is a need for collaboration between organisations as no one organisation can know all 

traffic rules for all markets of Europe.  

• The manufacturer shall demonstrate their Cyber Security Management System across 
the vehicle’s lifecycle 

Approval also needs cyber security approval and the need for a Cyber Security Management 
System for Development, Production and Post-production phases. Focus not only on the 
security of the vehicle but how the manufacturer has gone about securing the vehicle over 
the lifecycle of the vehicle. 

• The manufacturer shall identify critical elements and shall identify risk appropriately 

This involves the assessments of the manufacturer’s risk assessment process and evidence.  

The Automated and Electric Vehicle Act of 2018 that states that the Secretary of State must 
prepare a list of vehicles that can safely drive themselves. Critical to this will be the moni-
toring and control test: 
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Can the system safely control the vehicle. 

Can it be shown the vehicle can act without a human monitoring it:  

• comply with traffic rules 
• avoid collisions that a human can, treat others with reasonable consideration 
• avoid putting itself in a position where it can cause a collision 
• recognise when it is leaving its operational design domain 

Jamie concluded by saying there are two significant challenges as they are not truly ad-
dressed by the regulation. 

• Safety assurance of machine learnt systems bias, interpretability of results and robust-
ness of decision making 

• Appropriate use of modelling and simulation 

The UK government published its “Connected and 
Automated Mobility 2025” document and expects 
that self-driving vehicles should be held to equiv-
alent standard of behaviour as a human driver: 
competent and careful. There is currently a con-
sultation that will result in a set of national safety 
principles and a safety framework. 

Jamie said that regulators are aiming to address 
these challenges through: 

• Objective based requirements for system 
safety, machine learning and modelling and 
simulation 

• A foundation of management systems to es-
tablish confidence in the system develop-
ment, production and deployment 

• Application of risk assessment to appropriately treat risk 
• A new legal framework as an enabler 

What the First 100 Years of Railways Can Teach Us … 

Tom Anderson presented the last keynote speech of the day with possibly the longest titled 
talk ever! “What the First 100 Years of Railways Can Teach Us about the first 10 years of 
self-driving road vehicles”. Tom discussed what lessons can be learned from previous railway 
accidents and how these can be read across into the emerging autonomous automotive 
vehicle industry. Tom referred to various books such as “Red for Danger” by LTC Rolt, which 
provides a history of British railways disasters and from these, 15 accidents were selected 
to: 

• Understand why the accidents occurred, what the consequences were and what lessons 
could be learned for today’s systems 

• Emphasise particular key issues for autonomous automotive vehicles. 
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Tom discussed 3 accidents: 

Parkside (1830) This covered one of the first ever fatalities on a railway when a number 
of VIPs were being transported during the opening of a line for the Liverpool & Manchester 
Railway. When the train stopped to take on water, many passengers disembarked and 
walked onto the track of an oncoming train. One individual, William Huskisson, an MP and 
former member of the Cabinet, failed to clear the track in time and was hit and mortally 
wounded by the train. Tom said that one of the key lessons learnt from this accident was 
that people don’t expect new hazards from new technologies, some may ignore safety prac-
tices and reduced mobility of a system user can cause additional issues. 

Winchburgh (1862) In this accident, maintenance work required single track operations 
and a train was being used as a pilot engine acting as a token. This pilot engine would 

normally be a smaller distinct vehicle but had been swapped with a larger engine as the 
smaller pilot engine had other duties at the time. A ballast train was then mistaken for the 
pilot engine and was let through to collide with another train. Lessons from this accident 
where: 

• Safety procedures must be understood and followed correctly 
• Maintenance situations offer different environments (eg. single track working) that need 

equal consideration to the norm. Autonomous vehicles will also need to adapt to mainte-
nance situations. 

Quintinshill (1915) The Quintinshill signal box controlled two passing loops, one on each 
side of the double-track. At the time of the accident, both passing loops were occupied with 

goods trains, and a northbound local passenger train was standing on the southbound main 
line. 

Neglect of the rules by two signalmen, such as failure to apply locking collars, led to the 
presence of the local passenger train that had been reversed onto the southbound line was 
overlooked by the signalmen. A southbound troop train was cleared for passage and collided 
with the stationary train. A minute later the wreckage was struck by a northbound sleeping 
car express train travelling north. Over 200 people were killed in the accident. 

Tom said, lessons from this accident were: 

• Accidents arise from multiple causes and failure to adhere to safety practices 

• If an AV sees an accident, it could report this to reduce the risk of further accidents 

Tom concluded by saying that there were 75 individual items that could be read across into 
the autonomous automotive industry and recommends that an independent body is required 
to investigate AV accidents. 

Room 101 

Roger Rivett hosted a new event called ‘Room 101’ for System Safety: What would you get 
rid of? This mirrored the popular UK TV show of the same name where individuals are invited 
to discuss their pet hates and provides an argument for why they should be ‘put in the bin’. 

The audience then votes on whether the particular gripe should indeed be disposed of. This 
was an entertaining session with a number of items agree by consensus to be consigned to 
the dust bin! 
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Working Group Meetups 

Day two started with an early morning get together of working group members. This in-
cluded a demonstration in the main hall of the “RADISH” tool for helping to manage data 
safety risks. More details of the RADISH tool are given in the Feb 2023 edition of the news-
letter scsc.uk/scsc-182  

Special Events 

The morning then continued with a number of 
special events: 

• Visit to the Institute of Safe Autonomy 
• Guided City Walk 

• York Minster Tour 
• York Railway Museum 

These were hugely popular with an additional 
trip to the Railway Museum being organised to 
accommodate everyone.  

How Nuclear New Builds Incorporate Lessons Learnt 

The second day’s keynote was given by Tom Hughes 
from EDF discussing the Hinkley C new nuclear 

power station that is being built in Somerset. The fo-
cus of the talk was how the build was incorporating 
lessons learnt from other accidents and incidents in 
the nuclear industry. 

Tom first described the Hinkley Point Power Station 
that will produce 3260MW of electrical output from 
the world’s largest turbine generators and account 
for 7% of the UK’s electricity.  

Tom described the main characteristics of nuclear plants – the “3 C’s” 

• Control: the rate at which stored energy is released needs to be controlled 
• Cooling: even when the reaction is shutdown the fuel continues to produce decay heat 

so needs to be cooled 
• Containment: by-products are radioactive so need to be contained to protect personnel, 

the public and the environment 

Tom gave three specific examples to illustrate the application of lessons learnt: 

Three Mile Island (TMI) 

On 28th March 1979, a cooling malfunction caused part of the TMI-2 reactor core to melt – 
the reactor was destroyed.  

https://scsc.uk/scsc-182


26 The SCSC Newsletter  Safety Systems Volume 31 No. 2 – May 2023 

 

Tom explained how a mixture of operator and latent errors in the 
system conspired to cause the accident. The lessons learnt included: 

• Being intolerant to defects & poor quality. Issues that 
seem inconsequential now could later compromise layers of the 
‘defence-in-depth’ model 

• Performing work to the highest standards and in accord-
ance with the approved designs / instructions / procedures – whilst maintaining a ques-
tioning attitude 

• Embracing learning (internal and external) – review relevant Operational experience 
and close actions meaningfully, ensure training programmes equip personnel for all sit-
uations (combination of skills and knowledge) 

Chernobyl (1986) 

The accident occurred as a result of a failed safety test. Operators 
mistakenly (and somewhat unknowingly) placed the reactor into a 
highly unstable state. However, the reactor design was fundamentally 
flawed. Several factors led to a huge power surge that destroyed the 
reactor core and released a radioactive plume. Causes were both hu-
man and technical in nature. 

Tom noted that there are significant design differences in cooling and 
containment between the Chernobyl RBMK system and Hinkley Point 
C (HPC), making HPC much safer. The key lessons learnt were: 

• Culture: Whilst the HPC environment is very different, cultural 
failings that played a huge part at Chernobyl (Time Pressures, 
Cost Pressures, Management Blindness and (lack of) Questioning Attitude) could affect 
any plant, anywhere 

Fukushima Dai-Ichi (2011) 

In 2011, the Fukushima Dai-Ichi (a 6-Unit Boiling Water Re-
actor (BWR) power plant) was struck by a magnitude 9.0 
earthquake (larger than the plant was designed for). Units 
shut down automatically (as expected) and shutdown cooling 
systems started. However, the subsequent tsunami over-
whelmed sea defences and flooded numerous sensitive plant 
areas. Electrical supplies were completely lost, resulting in 
loss of cooling to nuclear fuel and core damage. 

Although the UK EPR system already had design improvements from the older-generation 
reactors at Fukushima, following the accident, a number of additional modifications were 
made to the UK EPR design including: 

• Seismically protected water storage building with additional diesel driven pump 
capability 

• Increased runtime of all diesel generators and severe accident batteries 
• New plant configurations that ensure provision of cooling water to the reactor and 

spent fuel pool at all times. 
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Tom concluded with some key points: 

• It is nearly always better to ‘engineer out’ the hazard or error potential than rely on 
individuals to follow complex safe systems of work perfectly 

• People must be trained to work to the highest standards and in accordance with the 
approved designs / instructions / procedures – whilst maintaining a questioning attitude  

• Accepting poor conditions or poor behaviours makes these the ‘norm’  
• Operational Experience is of huge value – review relevant experience, conduct investi-

gations, set good actions and close them properly 
• Make safety & quality personal – never work on the assumption that another ‘layer’ of 

the defence-in-depth model will catch an error. What seemed trivial today could cause 
a problem tomorrow 

Poster Session 

The days talks were followed by a poster session in the 
main exhibition area where members of the SCSC Work-
ing Groups and others presented posters summarising 
their work on large presentation boards. 

See page 33 for more details of the poster sessions and 
for copies of the posters as presented. 

 

Banquet 

The day concluded with the symposium’s banquet and 
Les Hatton from Oakwood Computing gave an amusing 
after dinner speech. 

 

 

Making the Water Visible: A methodology for exploring Systemic 
Change 

A fish is swimming along one day when another fish comes along and says: “Hey, how’s the 
water?” The first fish stares blankly at the second fish and then says, “What’s water?” 

Kania J, Kramer M, Senge P, 2018, The Waters of Systems Change, FSG  

Gill Kernick, Transformation Director at ARUP University, gave a moving account of how she 
witnessed first-hand the Grenfell Tower fire of 2017. At the time of the fire, she was living 
in an adjacent block and having previously lived on the 21st in Grenfell Tower, she knew 
several people, some children, who died that night. In response to the fire, Gill was commit-
ted to ensuring an event of this nature never happened again. She thought the desire to 
improve would be shared, but found this to be far from the case, and this led her to ask why 

this failure to learn makes sense.  
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The Grenfell Tower Inquiry concluded that: 

“… each and every one of the risks which eventuated at Grenfell Tower, on that night, 
were well known by many and ought to have been known by all who had any part to play. 
As a result, you will be able to conclude with confidence that each and every one of the 

deaths that occurred in Grenfell Tower on 14 June 2017 was avoidable.” 

Gill said the heart of the matter was a failure to understand the nature of complexity and a 
piecemeal versus systemic approach to change. 

Complexity: many of the traditional top-down bureaucratic and mechanistic ways of think-
ing are grounded in mythical cause-and-effective narratives and are becoming redundant – 
and yet, responses to disasters largely come from this paradigm. 

Piecemeal v Systemic Change: Gill provided a comparison between these two different 
approaches to change: 

 

Gill used the analogy of the conversation between the two fish presented earlier to demon-
strate the desire to “make the water visible” and set out the following principles: 

• Traditional bureaucratic, linear, cause and effect ways of thinking and leading are inef-
fective 

• Piecemeal solutions don’t cause systemic change and can have unintended conse-
quences 

• The system is functioning perfectly to produce what it is producing 
• Systemic change requires disrupting the status quo 

Gill then set out an approach and framework for exploring systemic change. The approach 
is grounded in “Enquiry” as distinct from a more formal Inquiry, inhabiting the space of the 
not knowing, and “Sense-making”, distinct from analysis, interpretation or exploration and 
not demanding neutrality. The key enquiries being:  

• Why does our failure to learn make sense? 
• What will it take to enable systemic change? 
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Gill presented the supporting framework against which the following questions can be posed: 

• What are the known issues? 
• What myths are contributing to our inability to learn? 
• What are the conditions holding our inability to learn in place? 
• How might we enable systemic change? 

Gill concluded by discussing the transformative power of grief and the hope offered through 

the democratising of change where ordinary individuals are more empowered to effect 
change through purposefulness and connectedness with one another. 

The Language of Risk and the Risks of Language 

A pre-recorded talk from Catherine Menon from the University of Hertfordshire was then 
shown. Catherine said she works with assistive robotics and ethically-informed safety cases, 
but is also a published author. Catherine showed the different perspectives of risk language 
drawing out the differences between the language used in formal safety argumentation and 
the more common layperson’s perception of the language. For example, a lay person has a 
very different understanding of what an “argument” is from a safety engineer. 

She said we need to understand how our use of language will be perceived to our readership 
and the dangers of using metaphors.  

She gave an example of the Byzantine General problem where a number of generals need 
to coordinate a decision to attack a city or retreat with the knowledge that one general may 
be a traitor and deliberately give false instructions. 

 Catherine discussed the results of a study where members of the public (a group of actors) 
where asked what was important about the Byzantine General problem. For safety engi-
neers, “consensus” was important but for the actors it was that the “generals want to attack” 
showing quite different perceptions of the problem. 
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Catherine said while metaphor is the main mechanism through which we comprehend ab-
stract concepts and perform abstract reasoning, our language choice can govern our think-

ing. For example, using the expression “facing significant risk”, presents risk as an adver-
sary. Safety arguments can also be presented in different ways depending on the language 
– it can be adversarial or more a form of partnership with the reader. 

Catherine concluded with the idea of skilful storytelling with examples of how even a six-
word story can have connotations: 

“For sale: baby shoes. Never worn.” 

She warned that it is possible to be too convincing and that word choice, argument structure 
and explanation of context are important and asked how we assess the risk associated with 

ourselves. 

Resilience in Safety Critical Systems – Offshore FRAM 

David Slater from Cardiff University starting off his talk by discussing what we mean by 
“safety” and argued that nothing is absolutely “safe” as freedom from accidents cannot be 
guaranteed. He suggested that (as proposed by Erik Hollnagel) we should stop using the 
word “safety” and start using the word “safely”. 

Accepting that a system cannot be entirely free from risk, David said that the natural re-
sponse is defensive – to put up “barriers” in depth so that a number of natural or designed 
defences need to fail before there is an accident. He noted however, that these can be 

subject to common cause failures with barriers failing as a group or one failure triggering 
the pulling down of others like dominoes. 

David then focussed on the Macondo Blowout (aka Deepwater 
Horizon explosion) of April 2010, where an offshore drilling rig ex-
perienced a blowout from a drilling well that led to a fire, many 
fatalities and loss of the platform. He first described the sequence 
of events that led to the accident and showed that all the barriers 
somehow failed on demand. He said that traditional forms of anal-
ysis such as Bow Tie that assume sequential and entirely inde-
pendent failures can give quantitative failure probabilities on de-

mand that are extremely low suggesting an accident is all but im-
possible, but an accident occurred nevertheless.  

David explored the reasons for this by making the 
distinction between “Work as Imagined” and 
“Work as Done”. David noted that the operators 
had all the information they needed to tell them 
something was wrong but they rationalised it and 
assumed they could “normally” work around ab-
normal indications.  

David modelled the “Work as Done” that illus-
trated the complexity of the interactions between 
the various organisations such as the Operator, 
Drilling Contractor and Well Service Companies.  
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He observed that: 

• The interaction complexities would be difficult to model using Fault Trees 
• The ownership of particular barriers is unclear 
• Is the Driller really in charge/control of all the Key Variables? 
 
And he asked how all the critical interdependencies can be shown/traced. 

David said we need to move forward to establish a new paradigm in thinking from “Deter-
minism” to coping with uncertainty and to: 

• Operate in the real world, not an idealised, standardised environment 
• Move away from expecting linear, predetermined, prejudiced, sequential, “as designed” 

outputs and behaviours  

• Live with Nonlinear, interdependent, unexpected, as necessary, emergent outputs and 
behaviours 

• Establish better models to support the safety engineer aspects 

 

David then looked at what modelling tools might be 
more suitable to support this new way of thinking. He 
referred to Leveson’s System Theoretic Accident Model 
(STAMP) and said it was a conventional, (hard wired) 
“control” diagram of the system. He then detailed 

Hollnagel’s proposal that envisages a system as a col-
lection of interacting, interdependent “Functions” (The 
Functional Resonance Analysis Method - FRAM) and 
gave an example of the model from a medical Trauma 
team.  

He said the FRAM method allows you to build a model 
of an actual complex sociotechnical system and then 
showed a FRAM model of the Macondo case showing 
the instantiation for the procedure being operated. 

He noted that: 

• System behaviours “emerge”, they are not predetermined 
• The supply of services is a crucial aspect of almost every “safety” function 

David’s assessment of the case study listed several proposed contributing factors:  

• There was no single, simple “Root Cause”, component failure 
• The system was too complex (pushing the boundaries: record water depth, etc.) 
• BP was not directly in control due to a culture of contracting out risks 
• The “services”, equipment suppliers and maintenance activities that the drillers relied 

on, were “variable” in quality 

• Perhaps complacency assured the drillers that normally, all these minor variabilities 
could be worked around 
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He said that when all these normal variabilities “resonated”, the system became unmanage-
able. 

David finally introduced the idea of “resilient” safety-critical systems where behaviours are 
more predictive rather than reactive, that is, not so much monitoring and responding, but 
learning and anticipating. He said that to be more responsibly resilient we need to develop 
proactive design approaches and tools and offered FRAM as a possible solution.  

Crossword Competition 

The SCSC Safety System crossword was first pub-
lished in the Oct 2022 edition of the newsletter and 
was also given to delegates to complete during the 
symposium. There were 5 correct entries, and the 
winner was drawn from the ‘hat’ by arguably the 
SCSC’s youngest member – Charisse Lin (aged 7), 
who also produced the remarkable piece of artwork 
on the back of this edition of the newsletter! 

The answers to the crossword are given below.  
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SSS’23 POSTER SESSIONS 

 

As mentioned in the SSS’23 Symposium Report, the second day’s talks concluded with a 
poster session where delegates were able to see a visual snapshot summarising the work 
and developments of particular groups such as the SCSC Working Groups. Each poster was 
attended by representatives from the group, who were happy to discuss the work with del-
egates in more detail. 

Each poster is reproduced in the following pages for reference and a full pdf version of the 
poster can be seen by clicking on each image. The posters are: 

• Anticipating Accidents through Reasoned Simulation (Craig Innes – University of Edin-
burgh, Andrew Ireland, Yuhui Lin – Heriot-Watt University) 

• An Overview of IEEE Std 1848-2020: Standard for Techniques and Measurement to 
Manage Functional Safety and Other Risks with Regards to Electromagnetic Disturb-
ances (Davy Pissoort - KU Leuven, Keith Armstrong – Cherryclough) 

• Engineering safety-critical systems with open-source software (Paul Albertella – Code-
Think) 

• Build, monitor, and measure your live safety case in nLoop (Carmen Carlan - Edge Case 
Research) 

• SCSC Working Group developments: Data Safety Initiative, Multi-Core, Systems Ap-
proach to Safety of the Environment, Service Assurance, Safety Culture, Security In-
formed Safety, Safety of Autonomous Systems, Ontology and Assurance Cases. 
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The Innovative Hydraulics 
and Automation Lab 

 

Marea de Koning discusses the safety assurance challenges of highly automated 
heavy-duty mobile machinery, often operating in harsh environments, such as 
construction and mining sites. She introduces her research aimed at addressing 
these issues through safe logic-driven decision making and describes the role the 

Innovative Hydraulics and Automation Laboratory plays in supporting those ob-
jectives. 

The fourth industrial revolution is characterised by the emergence of smart cyber-physical 
systems (CPSs) that integrate various levels of automation, such as heavy-duty mobile ma-
chinery (HDMM), robotic systems, and automotive vehicles. These CPSs require behaviours 
with higher levels of automation, perception, and cognition not only to execute their func-
tions but also to ensure the safety of their intended behaviour. This necessitates the inte-
gration of numerous sensors, actuators, deterministic, probabilistic, and data-driven ele-
ments to interrelate with each other, resulting in complex architectures where hidden flaws 
can lead to death or serious injuries to humans, severe damage to the machine, or environ-

mental harm, i.e., safety-critical situations. 
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In light of technological advances facilitated by the integration of autonomous capabilities in 
HDMM, safety is of a growing concern. With operators being phased out from full control of 

the machines, it is necessary to determine a method that harnesses the advantages of au-
tomation while ensuring adequate levels of safe and logic-driven decision making by the 
machine.  

 

Tampere University and the 
Innovative Hydraulics and Automation Laboratory  

Tampere University (Tampereen yliopisto) was established on 1st January 2019 through a 
merger between Tampere University and Tampere University of Technology. Along with 
TAMK – Tampere University of Applied Sciences, this constitutes the higher education com-
munity of the Tampere area [1]. Within the Department of Automation Technology and 

Mechanical Engineering (ATME), the Laboratory of Innovative Hydraulics and Automation 
(IHA) conducts interdisciplinary research in the field of fluid power and automation, bridging 
theory and practice in close collaboration with industry.  

IHA provides excellent facilities for practical research, including the campus area testing 
ground. This area has several instrumented HDMMs enclosed within a 4,000m2 working area 
for excavating, with different surfaces ranging from gravel to asphalt and a hill with three 
slopes ranging up to about 18 degrees [2]. Within IHA, the Autonomous Mobile Machines 
Research group, led by Prof. Reza Ghabcheloo, the Zonal Hydraulics and Hybrid Technology 
Research group, led by Prof. Tatiana Minav, and the Heavy-Duty Robotics Research group, 
led by Prof. Jouni Mattila, conduct practical and relevant research based on solid theoretical 

grounding in the application areas of HDMM and heavy-duty robotics. Our research focus is 
determined to face emerging challenges with the goal of developing innovative solutions, 
methods, tools, and processes to build energy-efficient autonomous behaviours in a short 
time and at lower costs that are generic, modular, and transferable. 



 

Volume 31 No. 2 – May 2023 Safety Systems The SCSC Newsletter 49 
 

Safety Limitations in varying levels of HDMM automation 

The increase in levels of automation integrated in machinery exceeds the scope of available 
safety assurance guidelines, limiting the market placement of highly automated HDMM 
within the European Economic Area (EEA), as compliance with regulatory requirements can-
not be guaranteed. For example, the existing legislation on safety in HDMM does not con-
sider limited or no operator control for safety assurance purposes, revealing limitations for 
manufacturers in justifying sufficient integration of adequate risk reduction efforts.  

Increasing the automated capabilities of a HDMM to a level where it becomes responsible 
for the correct execution of its tasks, it consequently assumes the responsibility of safety. 
When a machine becomes responsible for safety it must be-
come aware of the environment it operates in, this requires 
a significant and reliable level of perception and safe logic-
driven decision making. Additionally, HDMM operates in 
harsh environments, such as construction sites or mining 
sites, providing unique challenges for system architecture 
and interoperability of safety functions.  

The integration of complex systems supplied by multiple 
vendors can make interoperability and safety across compo-
nents difficult. Ensuring that all of the different subsystems 
work together effectively and reliably requires thoughtful 
design, integration, validation and testing. 

Compliant Safety Assurance for Automated 
HDMM 

As a result of these concerns, my research aims to find a balance between higher levels of 
automation in HDMM while simultaneously ensuring adequate risk reduction of safety-critical 
situations. The ability of a highly automated HDMM to adequately avoid harm through timely 
reactions of the safety-related control systems requires the integration of high levels of safe 
logic-driven decision making. The cognitive awareness of a HDMM influencing its decision-
making capacity necessitates a significant number of sensors, conventional deterministic 
software logic, and probabilistic modules such as machine learning and data-driven methods. 

Furthermore, ensuring the risk reduction efforts are sufficient in relation to the level of au-
tomation and operator engagement requires an understanding of EU machine safety legis-
lation.  

Ensuring safety compliance of a HDMM becomes challenging when it is capable of executing 
functionalities based on its own discernment, assuming all task conditions are met. The 
HDMM's ability to discern the safety of the actions it plans to execute heavily depends on its 
perception of the environment it operates in. However, the inherent complexity of the 
HDMM's operating environment significantly increases the risk of known hazardous situations 
and also opens up the possibility of previously unforeseen hazardous situations emerging. 
Thereby exceeding the scope of the minimum health and safety requirements as established 

in EU directive 2006/42/EC.  

 

“Existing legislation 
on safety in heavy-
duty mobile 
machinery does not 
consider limited or no 
operator control for 
safety assurance 
purposes.” 
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Through analysis of Directive 2006/42/EC and harmonized machine safety standards it can 
be concluded that limitations with the machine safety argument emerge throughout the 

machine safety development lifecycle and can be summarised in six concrete limitations [3]: 

• run-time failures 
• algorithmic failures 
• convoluted architectural design patterns 
• data-driven intended behaviour 
• quality integration 
• formal verification limitations 

In addressing the limitation of convoluted architectural design patterns, the current trend is 
to integrate safety through a separate monitoring layer encompassing intricate fault-han-

dling modules, thereby increasing the overall fault tolerance of the HDMM.  

Currently, there are no tangible guidelines available for the safety architectural design pat-
terns of higher complexity. Therefore, my current objective is to determine these design 
objectives and integrate them into a highly automated HDMM available within IHA.  

By providing a physical realisation of safety assurances for highly automated HDMM, I aim 
to derive a method for future realisations of appropriate risk reduction techniques in highly 
automated HDMM. 
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The Future of Testing for 
Safety Critical Systems 

 

The “Future of Testing for Safety-Critical Systems” seminar was held on the 
1st December 2022 at Hard Rock Hotel, London and virtually online. The seminar 
examined how safety-critical systems are tested. It covered tools, techniques 
and limitations of testing methodologies and also explored some historical fail-

ures of testing and the lessons learnt. 

Mike Parsons introduced the seminar and the seminar speakers and said testing was a topic 
close to his own heart but the topic was vast and applicable at many different levels and 
there are many techniques and ways of testing. Automation is also a hot topic and there are 
particular challenges with Artificial Intelligence/Machine Learning (AI/ML). 

Fuzzing for High Integrity Software 

Paul Butcher from AdaCore, discussed work he was doing in Fuzz Testing under the High 
Class research initiative – a UK joint venture between industry and the government focussing 
on cybersecurity in civil avionics. Paul introduced the concept of Fuzz Testing as the injection 

of random data into a process, which has its origins in the 50’s.  
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Now very popular in Automotive, less so in Defence and Aerospace, but this is changing now 
due to legislative changes that are helping drive the concept through advisory circulars and 

guidelines coping with unauthorised electronic access. Advances in hardware allow higher 
volumes and complexity of data to be injected into the system.  

Paul introduced the 
open source American 
Fuzzy Lop (AFL) (now 
AFL++) tool that has a 
mutational approach, 
and AdaCore is a main-
tainer of this source.  

Paul described what 
Fuzzy testing is and said 
it is more focussed on 
system behaviour (is in 
operating in a known state, not crashing etc) rather than checking detailed outputs. The 
Fuzzer takes an initial input and mutates these at a binary level (without knowledge of 
structure). One question is how long fuzz testing should be run for, that is, the stopping 
criteria, and Paul referred to the Security Refutation Objectives in “Airworthiness Security 
Methods and Considerations” (EUROCAE ED-203A/RTCA DO-356A). 

Primary objectives are to automate test case generation, execution and anomaly detection 

(segmentation faults, hung processes and other language runtime constraint checks: eg. 
overflow violations). Other more advanced aspects can be techniques such as differential-
fuzzing where outputs can be checked by using a reference model and algorithmically gen-
erating expected outputs. 

Mutation Strategies are generally better than pure random selection and involve making 
small changes to an initial set and there are different approaches: deterministic, random, 
splice, dictionary (help to ensure mutations don’t get thrown away) and custom. 

Fuzzing testing can borrow from genetic algorithms or “smart-grey-box” fuzzing. The natural 
selection element is ‘did my test make progress’, for example, by improving the test cover-
age. 

Paul discussed some state-of-the-art approaches: 

• Input-to-State Correspondence (also known as “Red Queen” or “CmpLog”) helps solve 
problems with getting into simplistic “tight branches” where entry into the branch is 
hard, purely by selecting random parameters 

• Symbolic Execution using tools like KLEE, is a more heavy-weight approach for the same 
problem but where there is no clear input to state correlation. Symbolic execution tries 
to execute multiple code paths simultaneously by working out what the inputs should 
be to arrive at a leaf node in the execution tree. This does suffer from path explosion 
and memory issues. 

• Concolic using tools like QSym/SymCC is a combination of concrete (traditional unit 
testing) and Symbolic (especially when coupled with fuzzing) 

• Differential Fuzzing is where outputs resulting from fuzzed inputs are compared with a 
reference model with outputs being compared.  
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Cyber Security Testing Techniques 

Bob Oates from Blackberry QNX – a security company with a focus on automotive and med-
ical device operating systems but with a pedigree in both safety and security.  

Bob started with the key security test challenges:  

• Quality: (you can’t do safety/security without an underpinning of quality. Also test-
driven development; breaking the architecture up so it is easier to test 

• Technology trends: hyperconnectivity with lots of systems of systems (eg. software-
defined vehicle) lots of integrated subsystems. Challenge of security and test coverage 
especially in autonomous vehicles. 

• Threat Trends: increase in attacks of critical national infrastructure and in general state 
sponsored cyber warfare 

• Security Role: safety/security no longer can be siloed 
• Resource Constraints: working in a constrained environment and so test worthiness is 

important 

Bob then discussed a number of Cyber Testing Cards: 

 

These cards covered: 

• Traditional Functional Testing: testing against well-define requirements that the 
system will behave only as specified (classic right-hand side of the “V Model”) 

• Fuzz Testing: scalable approach providing mutated inputs and recording behaviour – 
highly automatable to test for unexpected behaviour 

• Static Code Analysis: classic cyber security testing technique, checking code against 
pre-defined rules such as those in MISRA C and MISRA C++ 

• Binary Code Analysis: decompile binary code using tools like Jarvis and look for 3rd 
party library usage, static strings and software bill of materials to do license compliance 
and check against product vulnerability libraries 
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• Active Vulnerability Scanning: scan systems for open ports and library use and mis-
configuration. Dangerous to run on live operational system as tests can be harmful! 

• Penetration Testing: Simulating an attacker with a predefined anchor into the system 
(such as giving the attacker a user’s logon credentials). Need well-defined rules of en-
gagement to ensure the testing  is not interacting with safety-critical systems 

• Red v Blue Team Testing: a more modern technique with a blue team also being 
part of the test acting in an operational capability to detect and respond to the attacker 
(red team). Bob emphasised that the blue team can be just as dangerous as the red 
team if they take an inappropriate action. 

Bob then discussed Test 
Automation and said that 
it needs a well-defined en-
vironment (eg. through 
use of tools like Docker to 
automatically provision 
environments) and well-
defined pass/fail criteria.  

The level of automation 
varies depending on the 
technique and Bob pro-
posed the scale given in 
the figure opposite. 

Bob also said the security of the IT environment, such as the development environment 
tools, is equally important.  

Bob concluded by saying: 

• Security is going to be a huge part of the future of safety testing 
• We need to understand when and how to perform security tests 
• Automation is going to be key to achieving “Test worthiness” 

Testing in the real world: hard lessons learnt 

Ian McDonald of Island Systems Ltd and John Dixon of Platinum QA Systems started their 
talk with a description of the costs of failure of software projects that have led to deaths, 
huge economic impact, costly repairs and recalls and brand damage. Despite this, Ian said 
it is often a battle to ensure people take a responsible and ethical approach to ensuring 
systems are sufficiently well-tested. 

Ian provided some real-world examples of their experiences, for example, a case where 
software development was subcontracted without the contract defining the success of code 
coverage. Requirements were also long with many embedded sub-requirements so difficult 
to assess test success. This resulted in defect fixes leading to even more defects and the 
delivery falling behind schedule. 

It is key to understand why a customer wants something, their expectations, the timescales, 
the level of required quality of product and also the stakeholder’s perception of risk. 
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In some cases, an element of evangelism is required to promote the benefits of properly 
documenting and accurate capture of metrics such as root cause analysis. Blame culture can 

also be detrimental to a project development as is incentivising the absence of defects as 
this can lead to lack of reporting and gaming of the test systems. 

Hardware testing also needs to be considered – there is a general focus on software testing 
but issues with the hardware can be just as serious. 

Lack of formalised QA and test approaches lead to poor estimation and hence delayed pro-
jects that are over budget and bug ridden. John said that testing does not start at the end 
of a development but at the beginning by ensuring that the requirements make sense, are 
atomic and are testable.  

John and Ian also said to be wary of standard metrics for estimating the amount of testing 

on a project (eg. 40% of total effort) as large projects require much more effort due to the 
larger number of interactions.  

There are techniques to allow you to develop the least number of tests for the maximum 
impact called boundary value analysis focussing on tests of values around the minimum and 
maximum values that a variable can hold.  

Test strategies are often too reliant on things happening perfectly. A good test manager will 
be thinking about alternative paths if the unexpected occurs. 

Care should also be taken when making assumptions about relying on testing undertaken 
when reusing software in a different context and gave an example of the Ariane 5 launch 

failure.  

Automation is not a magic bullet; it can help to speed repeatability of testing but there is a 
cost for updating automated tests and this can take longer than writing the code. Automation 
doesn’t replace good test design. Poor automation may fail to provide sufficient coverage 
and maintenance costs can mount. 

Code standards and implement-
ing code review standards is 
seen as important. Reviewing 
code is cheap but it is important 
that reviews are frequent and 
have the right people in the re-
view. 

Ian concluded by asking how 
problems are fixed. Two key 
techniques were discussed: 
Root Cause Analysis (RCA) and Test Escape Analysis (TEA). Ian said that RCA feedback is 
often provided late and is therefore not that effective. TEA looks at why defects escaped 
early detection. This involves a periodic review between the test and development leads to 
classify defects with the aim to feed this information back into test planning. The figure 

shows an example chart of defect counts using this method. 
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Bad Behaviour: Automating system-level safety testing 

Paul Albertella from Codethink, opened his talk with a discussion of his background in using 
open source in automating development and testing of systems. Paul said that software 
testing plays many essential roles in safety. Different types of test have different purposes, 
context and scope, for example, not just verifying the correct implementation but also other 
aspects such as detecting issues with integrating software, validating safety mechanisms, 
testing systems under stress and under adverse environmental conditions.  

Paul said that system-level testing is important as safety, being an emergent system prop-
erty, can only be understood by considering how all the system components work in concert 
together in a particular context – especially timing aspects. 

There are a number of challenges with testing for safety:  

• identifying “bad behaviour” rather than just the “happy paths” 
• understanding the requirements tests are intended to verify 
• ensuring test completeness – coverage does not mean that all conditions have been 

tested 
• making sure tests are consistent and reproducible, not just in test inputs but in repli-

cating the test environment 

Paul has been looking at System The-
oretic Process Analysis (STPA) as a 
way of modelling systems to provide a 
basis for deriving safety test cases. 
Not only describing how the system 
behaves but also a way of thinking 
about the negative outcomes (eg. un-
safe control actions) that need to be 
avoided. it is also often not possible to 
prevent negative outcomes so ways of 
mitigating those outcomes need to be 
considered. 

Once the control structure is estab-

lished, consideration is then given to 
the impact if those actions are not pro-
vided, provided, provided too late/too 
early and provided too much/too little. 

This can then be used to derive and refine safety tests but the process needs to be iterative, 
even through into live operation, as new issues emerge and to cope with changes to the 
system requirements. 

Ensuring that stakeholders speak a common language is also important as they have differ-
ent areas of expertise. Using a restricted-form natural language (RNL) can help give stake-

holders a clear understanding of tests and their purpose and allows the derivation of logical 
tests. 
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Automating system-level tests has a number of considerations:  

• What is being tested, how was it built, what else is part of the system and what context 
is it tested in? 

• What actions does the test involve? What observations need to be made and what 
criteria need to be satisfied? 

• How are result collected and published? 

Paul introduced an example of an automation tool called Subplot that provides a tool for 
documenting and executing tests. Scenarios are written in a mark-up language that match 
syntactical elements (nouns, verbs etc.) to test implementations. Tests can in theory be 
implemented in any language with 
current implementations support-

ing Rust and Python. 

Other tools discussed were: 

BuildStream allows systems and 
tests to be built deterministically. 

LAVA: manages devices (hard-
ware and virtual) used in system 
tests, maintaining pools of devices 
with defined characteristics. 

Paul concluded by saying these 
products can be combined in an 
ecosystem to automate the end-to-
end process as shown in the figure. 

Bootstrapping Safety Assurance 

Phil Koopman from Carnegie Mellon University concluded the seminar on “bootstrapping” 
safety assurance using examples drawn from the area of the assurance of autonomous ve-
hicles.  

Phil said the autonomous vehicle industry started out by “testing with miles”, or simply op-
erating vehicles in the field to gather data and learn from emergent issues. This method 
however is expensive and there is a risk of high-profile crashes occurring. Nevertheless, 
several car manufacturers are using the safety of autonomous vehicles as a selling point. 

Phil asked how safe is “safe” and noted that the current US fatality rate is ~100M miles per 
fatal mishap and noted that this includes those with alcohol impairment (28%), speed re-
lated (26%) and distracted drivers (9%). The target comparison should therefore be a fully 
functional driver (unimpaired, undistracted) with a modern vehicle (ie. with modern safety 
features). 

Phil said the target safety rate for autonomy is a difficult question (entire books have been 
written on it) but suggested a ballpark figure of 200M miles per critical mishap. It is however, 

impracticable to test using this “brute force” method as it would require 2 billion miles of 
testing (50 round trips on every road in the world) to be statistically meaningful.  
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Simulation to supplement road tests is seen as a more feasible and cost alternative; it is 
scalable and cheaper and capital equipment outlay is much less. However, models are not 

perfect and there will still be a need for real-world testing to validate the simulations. 

Phil introduced the Bootstrapping approach to road testing assurance, which follows the 
incremental steps as follows:  

• Observe safety drivers are not intervening 
• Remove the safety driver 
• Crash-free history predicts crash unlikely for small window 
• Drive for small window with no crash  
• Repeat last two steps with growing window size 

He then, through the use of an example of a successful 10-mile US truck demonstration, 
argued that because a one-off test did not result in any safety incidents, it does not mean 
the system is safe. However, the bootstrap argument being used is that every low-risk in-
cremental test without incident contributes to the overall confidence that the system is safe. 

Phil then said that if there is a crash during testing, then the bootstrapping argument means 
you need to test for longer and the maths is not in the tester’s favour as it quickly becomes 
impractical, even if there are only a few crashes. Phil said companies are finding ways to 
discount crashes, eg. it was the other driver’s fault or it was a freak/black swan that’s now 
been fixed. 

Phil argued that there is no such thing as “uncrewed AV safety testing” and is really just 

deployment of unproven technology.  

Slow-rolling and pilot deployments also do not help as it is just a manifestation of the Boot-
strap argument. They reduce the risk of multiple concurrent early mishaps but this does not 
mean that systems are any safer. 

Phil suggested a potential approach for the is-
sues raised, which is speculative based on 
Safety Performance Indicators (SPIs). An SPI is 
a metric supported by evidence that uses a 
threshold comparison to condition a safety case 
claim. The metrics are measurements of per-
formance, design quality, process quality, op-
erational procedure conformance etc. Im-
portantly, a violation of an SPI shows that part 
of a safety case has been falsified rather than a failure of the vehicle. This allows SPIs to be 
based on aspects that don’t involve crashes. A sketch of an argument would be: 

• Industry safety standards and strong safety culture 
• Known hazards have been mitigated 
• Arrival rate of unknowns is low 
• Safety has good SPI coverage 
• SPI usually detect unknowns without an actual crash 

This can then be used to bootstrap on surprise arrival rates and SPI improvements. 

Report by Paul Hampton SCSC Newsletter Editor 

Image Attribution: lead car: 130733406 / Safety Testing © Andreistanescu dreamstime.com. Other images copyright original authors. 
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STEAM GWR Museum  
Tech Trip Report 

 

The SCSC’s recent Tech Trip was to the STEAM museum of the Great Western 
Railway on 22nd April 2023. The trip, which was open to everyone, included a 
highlights guided tour of the museum’s collection given by a very enthusiastic 

and knowledgeable guide. Mike Parsons provides a report of the trip. 

Our guide had spent his early working life as an apprentice and worker on the railways. He 
recounted some fascinating stories about ‘life on the footplate’ of steam locomotives. The 
tour was only meant to be an hour but turned into nearly two! The difference a knowledge-
able guide brings to appreciating the museum exhibits is amazing; a guide is highly recom-
mended. 

The museum is located close to Swindon mainline station, among the vast historic Swindon 
railways’ works buildings. Some of the museum is devoted to the works themselves. In these 
days of contracting and outsourcing, it is hard to believe that virtually all component manu-

facture and assembly was done on-site.  

Our tour covered the history of the Swindon works itself, the manufacturing process, the 
people involved, and of course plenty of steam-era locomotives and rolling stock. 
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Our guide explained that although the workers were paid a good wage, and the site had 
very good recreational facilities (for the time), total commitment was expected and any 
absences or deviations were dealt with harshly. Accidents in the works were commonplace 
but with a site hospital, these could be dealt with quickly. 

 

The museum is spread over several 
connected halls and features differ-
ent eras. I found it fascinating to be 
able to walk underneath a steam 
locomotive and see the many oiling 
points that were far underneath 
and presumably became very dirty.  

These apparently had to be ser-
viced before any journey and 
young apprentices were used to do 
the job. 
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There are locomotives, railway buildings and many other artefacts of industrial history (for 
instance cast-iron moldings – I still don’t quite understand how these are used to make 

things with holes in like pipes!) There are some speed record-breaking locomotives, and 
plenty of information on Brunel, who was of course, the architect of the railway going west.  

There is history of Brunel’s 
broad gauge, which by all ac-
counts was superior to stand-
ard gauge in most ways, but 
was dropped to conform with 
the rest of the country.  

The conversion of the tracks 

from broad to standard gauge 
was done amazingly quickly in 
some cases, and of course, 
completely manually. 

 

 

 

 

Our guide lined us up for a team photo in front of a fabulous locomotive, Caerphilly Castle: 

 

The museum is spacious and set in an historic industrial context. The picture of the Swindon 

Works at its height found in the gift shop really put it in context: it was once a vast industrial 
complex producing two steam locomotives a week.  
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For some reason I liked this vintage ‘bar’ coach: 

 

 

It was a good visit and one that is highly recommended to anyone interested in railways or 
industrial history.  

Special mention must go to our guide who took us on the footplate of one locomotive and 
recounted many first-hand stories of railway lore. He said there was a ‘railway family’ and 
still very much felt he belonged! 

 

 

 

The museum’s website is: https://www.steam-museum.org.uk it has extensive information 
about the exhibits too. 

Photographs copyright of Mike Parsons. 

  

https://www.steam-museum.org.uk/
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60 Seconds with … 
Jane Fenn 

Jane is a Chartered Engineer and Fellow of both the 
Institute of Engineering and Technology, (IET), and 
the Safety and Reliability Society, (SaRS). Jane has 
worked for BAE Systems for 33 years, as a Safety 
Engineer and an Engineering Manager, focussing 
predominantly on collaborative research pro-
grammes that developed new approaches and pro-
cesses for safety engineering.  

Jane was awarded an MSc in Safety Critical Sys-
tems Engineering from University of York in 2004 
and has published a number of papers around 
safety engineering and software architectures.  

Jane is an Engineering Fellow within BAE Systems, providing internal safety con-
sultancy and is responsible for the processes, competency and Safety Engineer-
ing training within the company. As a Technologist for Safety Engineering for 

Robotics and Autonomy, Jane advises the company whilst also pursuing a PhD 
on 'Linking the design and in-service Safety Case for Autonomous Systems' as 
part of the Assuring Autonomy International Programme (AAIP) at the University 
of York. 

Jane is an active member of the SCSC Working Groups on Assurance Cases and 
the Safety of Autonomous Systems. She is also a Diversity and Inclusion Cham-
pion. 

What first attracted you to working in the field of System Safety? 

I was asked to manage a programme to correct a fault which had been detected during rig 
testing of a particular variant of a system, where earlier variants were already deployed with 
seven different international customers. The bug was observed to have potentially safety 
critical impact, under certain circumstances, which were temporarily controlled by operating 
limitations, until I could get the fix rolled out across all users. Being at the 'sharp end', 
considering the scale of the potential risk, the investigation into the root cause and the work 
to recover the situation as well as putting the lessons learned into the development of a 
replacement system all whetted my appetite to understand how not to be there again! 

What aspect of your career are you most proud of? 

I hope and I believe that inspiring others is the most profound legacy one can have. What I 

can achieve on my own is necessarily limited, but by inspiring others, our collective effects 
are magnified. 
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Tell us one interesting unusual fact about yourself! 

I'm as passionate about Diversity and Inclusion as I am about Safety! I co-developed and 
co-present a training course on 'Gender Identity Awareness' for BAE Systems which we've 
collectively delivered to almost 1000 people, from 1st year apprentices through to company 
directors. 

What advice would you give to yourself age 12?  

Recognise earlier that being 'different' is a strength. Don't torture yourself with doubt over 
whether you are 'good enough' or by trying to please everybody. Decide to ride a motorcycle 
earlier! 

What future changes would you like to see in the field of System 
Safety? 

Enough with the obsession with failure rates – they give false 
comfort when it comes to complex systems! Compliance is nec-
essary but not sufficient. It is possible to give safety advice as 
soon as an idea can be sketched 'on the back of a fag pack-
et'/'on a table napkin' (choose your own generational context), 
so why wait until design is chilled/frozen/the end of the pro-
gramme to engage meaningfully with designers, by which time 
it's far too late to influence design? 

What’s your most favourite quote or motto? 

“Safety isn't expensive, it's priceless” 

If you could learn to do anything, what would 
it be? 

Be tidier...... 

If you could be any fictional character, who would you choose? 

I have to choose just one???? Jack Reacher/Robert Hunter/Jack West Jnr/Cotton Mal-
lone/Jonathan Payne/Painter Crowe..... flip a coin! 

Tell us about the parrot! 

My 'other half' is an Eclectus parrot called Henry. He's 33 this year and he's owned me for 
about 25 of those years. I also have 3 smaller rescued parrots and they all keep me very 
busy indeed! They loved me working from home during lockdown and are very unhappy 
with the amount of time I'm spending away from home again now! 

 

“Why wait until 
design is 
chilled/frozen/the 
end of the 
programme to 
engage meaning-
fully with designers, 
by which time it's 
far too late to 
influence design?” 
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Recent Safety Publications 

 
Proceedings of the 31st 
Safety-Critical Systems 
Symposium. 

scsc.uk/scsc-179 

 
Catastrophe and Systemic Change. 
Learning from the Grenfell Tower 

Fire and Other Disasters. 
https://www.amazon.co.uk/Catas-
trophe-Systemic-Change-Disasters-

Perspectives/dp/1913019292 

 
Guidance on the Safety Assur-
ance of autonomous systems 

in Complex Environments. 
http://www.york.ac.uk/assur-
ing-autonomy/guidance/sace/ 

   

 
Guidance on the manage-
ment of data safety risks 
(V3.5) 

scsc.uk/scsc-127H 

 
Revealing a newly discovered fun-

damental law of inequality. 
http://www.amazon.co.uk/Expos-
ing-Natures-Bias-Clockwork-Uni-

verse/dp/1908422041 

 
Guidance on assuring safety-

related service (V3.1) 

scsc.uk/scsc-156C 

   

 
Safety-Critical Systems 

eJournal vol.2 no.1 
Winter Issue 2022 

scsc.uk/scsc-183 

 
Three decades of work in the field of 
safety-critical systems as told 
through the SCSC Newsletter. 

scsc.uk/scsc-169 

 
Guidance on assuring autono-

mous systems. 
scsc.uk/scsc-153B 

https://d.docs.live.net/e20ae1a9aebfe47e/My%20Documents/SCSC%20Newsletter/Volume%2031%20Nos%202%20-%20May%202023/scsc.uk/scsc-179
https://www.amazon.co.uk/Catastrophe-Systemic-Change-Disasters-Perspectives/dp/1913019292
https://www.amazon.co.uk/Catastrophe-Systemic-Change-Disasters-Perspectives/dp/1913019292
https://www.amazon.co.uk/Catastrophe-Systemic-Change-Disasters-Perspectives/dp/1913019292
http://www.york.ac.uk/assuring-autonomy/guidance/sace/
http://www.york.ac.uk/assuring-autonomy/guidance/sace/
https://d.docs.live.net/e20ae1a9aebfe47e/My%20Documents/SCSC%20Newsletter/Volume%2031%20Nos%202%20-%20May%202023/scsc.uk/scsc-127H
http://www.amazon.co.uk/Exposing-Natures-Bias-Clockwork-Universe/dp/1908422041
http://www.amazon.co.uk/Exposing-Natures-Bias-Clockwork-Universe/dp/1908422041
http://www.amazon.co.uk/Exposing-Natures-Bias-Clockwork-Universe/dp/1908422041
https://d.docs.live.net/e20ae1a9aebfe47e/My%20Documents/SCSC%20Newsletter/Volume%2031%20Nos%202%20-%20May%202023/scsc.uk/scsc-156C
https://d.docs.live.net/e20ae1a9aebfe47e/My%20Documents/SCSC%20Newsletter/Volume%2031%20Nos%202%20-%20May%202023/scsc.uk/scsc-183
https://d.docs.live.net/e20ae1a9aebfe47e/My%20Documents/SCSC%20Newsletter/Volume%2031%20Nos%202%20-%20May%202023/scsc.uk/scsc-169
https://d.docs.live.net/e20ae1a9aebfe47e/My%20Documents/SCSC%20Newsletter/Volume%2031%20Nos%202%20-%20May%202023/scsc.uk/scsc-153B


66 The SCSC Newsletter  Safety Systems Volume 31 No. 2 – May 2023 

 

 



 

Volume 31 No. 2 – May 2023 Safety Systems The SCSC Newsletter 67 
 

Connect 
The Newsletter and eJournal 

Do you have a topic you’d like to share with the systems safety community? Perhaps an 
interesting area of research or project work you’ve been involved in, some new 
developments you’d like to share, or perhaps you would simply like to express your views 
and opinions of current issues and events. There are now two publishing vehicles for content 
– shorter, more informal content, can be published in the Newsletter with longer, more 
technical peer-reviewed material more suitable for the eJournal. If you are interested in 
submitting content, then get in touch with Paul Hampton for Newsletter articles: 

paul.hampton@scsc.uk or John Spriggs for eJournal papers: john.spriggs@scsc.uk  

 

The SCSC Website 

Visit the Club’s website thescsc.org for more details of the Safety-
Critical Systems Club including past newsletters, details of how to 
get involved in working groups and joining information for the var-
ious forthcoming events. 

Facebook 

Follow the Safety-Critical Systems Club on its very own Facebook page. 

www.facebook.com/SafetyClubUK 

 

Twitter 

Follow the Safety-Critical Systems Club’s Twitter feed for brief updates on the 
club and events: @SafetyClubUK 

LinkedIn 

You can find the club on LinkedIn. Search for the Safety-Critical Systems Club or 
use the following link: 

www.linkedin.com/groups/3752227 
 

Advertising 

Do you have a product, service or event you would like to advertise in the Newsletter? The 
SCSC Newsletter can reach out to 1,000 of individuals involved in Systems Safety and so is 
the perfect medium for engaging with the community. For prices and further details, please 

get in touch with the Newsletter Editor.  

mailto:paul.hampton@scsc.uk
mailto:john.spriggs@scsc.uk
https://d.docs.live.net/e20ae1a9aebfe47e/My%20Documents/SCSC%20Newsletter/Volume%2029%20Nos%202%20-%20May%202021/thescsc.org
https://www.facebook.com/SafetyClubUK
https://www.linkedin.com/groups/3752227/
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SCSC Working Groups 
The Safety-Critical Systems Club is committed to supporting the activities of working groups 
for areas of special interest to club members. The purpose of these groups is to share in-
dustry best practice, establish suitable work and research programmes, develop industry 
guidance documents and influence the development of standards. 

 

Assurance Cases 

The Assurance Cases Working Group (ACWG) has been estab-

lished to provide guidance on all aspects of assurance cases in-
cluding construction, review and maintenance. The ACWG will:  

• Be broader than safety, and will address interaction and con-
flict between related topics 

• Address aspects such as proportionality, rationale behind the 
guidance, focus on risk, confidence and conformance 

• Consider the role of the counter-argument and evidence and 
the treatment of potential bias in arguments 

 

In Aug 2021, the group published v1.0 of the Assurance Case Guid-
ance: scsc.uk/scsc-159 

 

 

One of the working group’s activities is the maintenance of the 
Goal Structuring Notation (GSN) Community standard.  

See scsc.uk/gsn for further details. 

In May 2021, the group published v3.0 of the standard: 

scsc.uk/scsc-141C 

 

 

 

 

 

Lead Phil Williams phil.williams@scsc.uk 

 

 

https://scsc.uk/scsc-159
file:///C:/Users/hamptonp/AppData/Roaming/Microsoft/Word/scsc.uk/gsn
https://scsc.uk/scsc-141C
mailto:phil.williams@scsc.uk
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SCSC Working Groups 
Security Informed Safety 

The Security Informed Safety Working Group (SISWG) aims to 
capture cross-domain best practice to help engineers find the 
‘wood through the trees’ with all the different security stand-
ards, their implication and integration with safety design prin-
ciples to aid the design and protection of secure safety-critical 
systems and systems with a safety implication. 

The working group aims to produce clear and current guidance 
on methods to design and protect safety-related and safety-
critical systems in a way that reflects prevailing and emerging 
best practice.  

The guidance will allow safety, security and other stakeholders 
to navigate the different security standards, understand their 

applicability and their integration with safety principles, and ultimately aid the design and 
protection of secure safety-related and safety-critical systems. 

Lead Stephen Bull stephen.bull@scsc.uk 

 
 
 
Data Safety Initiative 

Data in safety-related systems is not sufficiently addressed in 
current safety management practices and standards.  

It is acknowledged that data has been a contributing factor in 
several incidents and accidents to date, including events related 
to the handling of Covid-19 data. There are clear business and 
societal benefits, in terms of reduced harm, reduced commercial 
liabilities and improved business efficiencies, in investigating 
and addressing outstanding challenges related to safety of data. 

The Data Safety Initiative Working Group (DSIWG) aims to have 
clear guidance on how data (as distinct from the software and 
hardware) should be managed in a safety-related context, 
which will reflect emerging best practice. 

An update to the guidance (v3.5) was published in Jan 2023: scsc.uk/scsc-127H 

Lead Mike Parsons mike.parsons@scsc.uk 

 

mailto:stephen.bull@scsc.uk
https://scsc.uk/scsc-127H
file:///C:/Users/Lamb%20Bones/AppData/Roaming/Microsoft/Word/mike.parsons@scsc.uk
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SCSC Working Groups 
Safety of Autonomous Systems 

The specific safety challenges of autonomous systems and the 
technologies that enable autonomy are not adequately ad-
dressed by current safety management practices and stand-
ards.  

It is clear that autonomous systems can introduce many new 
paths to accidents, and that autonomous system technologies 
may not be practical to analyse adequately using accepted cur-
rent practice. Whilst there are differences in detail, and stand-
ards, between domains many of the underlying challenges ap-
pear similar and it is likely that common approaches to core 
problems will prove possible. 

The Safety of Autonomous Systems Working Group (SASWG) 
aims to produce clear guidance on how autonomous systems 

and autonomy technologies should be managed in a safety-related context, in a way that 
reflects emerging best practice. 

The group published v3 of its guidance Safety Assurance Objectives for Autonomous Sys-

tems, in Jan 2022 scsc.uk/scsc-153B 

Lead Philippa Ryan pmrc@adelard.com 

 
Multi- and Manycore Safety 
It is becoming harder and harder to source single-core 
devices and there is a growing need for increased pro-
cessing capability with a smaller physical footprint in 
all applications. Devices with multiple cores can per-
form many processes at once, meaning it is difficult to 
establish (with sufficient evidence) whether or not 
these processes can be relied upon for safety-related 
purposes.  

Parallel processes need to access the same shared resources, including memory, cache and 
external interfaces, so they may contend for the same resources. Resource contention is a 
source of interference which can prevent or disrupt completion of the processes, meaning it 
is difficult to know with a defined uncertainty the maximum time each process will take to 
complete (Worst Case Execution Time, WCET) or whether the data stored in shared memory 
has been altered by other processes. 

The Multi- and Manycore Safety Working Group (MCWG) has been established to explore 
the future ways of assuring the safety of multi- and manycore implementations. 

Lead Lee Jacques Lee.Jacques@leonardocompany.com 

https://scsc.uk/scsc-153B
mailto:pmrc@adelard.com
mailto:Lee.Jacques@leonardocompany.com
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SCSC Working Groups 
Ontology 

The Ontology Working Group (OWG) develops ontolo-
gies that will form the basis of SCSC guidance, as well 
as having wider industrial and academic applications. 

The OWG is currently working on the definition of an 
ontology of risk for application in guidance for risk-
based decision making – notably safety and security – 
and for which ISO 31000 Risk Management principles 

are to be applied. 

The Data Safety Working Group (DSIWG) developed 
the core aspects of the Risk Ontology, which has been 

migrated to this working group. The Risk Ontology will form the upper ontology to the Data 
Safety Ontology that the DSIWG will continue to develop. 

Lead Dave Banham ontology@scsc.uk 

 

Service Assurance 

Risks presented by safety-related services are rarely explicitly rec-
ognised or addressed in current safety management practices, 
guidelines and standards. It is likely that service (as distinct from 
system) failures have led to safety incidents and accidents, but 
this has not always been recognised. The Service Assurance Work-
ing Group (SAWG) has been set up to produce clear and practical 
guidance on how services should be managed in a safety-related 
context, to reflect emerging best practice.  

The group published v3.1 of the guidance in Jan 2023: 

scsc.uk/scsc-156C 

Lead Mike Parsons mike.parsons@scsc.uk 
 

mailto:ontology@scsc.uk
https://scsc.uk/scsc-156C
file:///C:/Users/Lamb%20Bones/AppData/Roaming/Microsoft/Word/mike.parsons@scsc.uk
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SCSC Working Groups 
SCSC Safety Culture  
The Safety Culture Working Group (SCWG) has been estab-
lished to provide guidance on creating and maintaining an ef-
fective safety culture. The group seeks to improve safety cul-
ture in safety-critical organisations focussed on product and 
functional safety, by sharing examples and latest approaches 
collated from real-life case studies. 

Meetings provide an opportunity to discuss any particular aspects attendees are interested 

in taking forward, and to help set future directions for the group. 

Lead Michael Wright  michael.wright@greenstreet.co.uk 
 

Systems Approach to Safety of the Environment 
The Systems Approach to Safety of the Environment Working Group 
(SASEWG) is a new group intending to apply Systems Safety prac-
tices to systems that are embedded within the natural environment, 
while focussing on that environment. 

The group aims to produce clear guidance on how engineered sys-

tems should be developed and managed throughout their entire 
lifecycle so as to preserve, protect and enhance the environment. 

Since holding its inaugural meeting on 17th June 2022 the group is 
now well underway with its last meeting held on 21st April 2023 and a further one planned 
for 24th May 2023. Please get in touch with the working group lead if you would like to join 
or find out more about this group. 

Lead Sarah Carrington sarah.carrington@scsc.uk 
 

Safer Complex Systems 
The Safer Complex Systems Working Group (SCSWG) builds on the 
IET/RAE work already done in this area. It is recognised that the RAE 
work is ongoing and collaboration is encouraged. The group’s mission 
is to produce practical guidance on developing, managing and assuring 
complex systems throughout their lifecycle (so as to achieve and justify 
their safety). 

The second meeting of the SCSC Safer Complex Systems Working 
Group will take place on Thursday 25th May 2023. Contact the group lead if you would like 
to attend or find out more about the working group. 

Acting Lead Mike Parsons mike.parsons@scsc.uk 
 

mailto:%20michael.wright@greenstreet.co.uk
mailto:sarah.carrington@scsc.uk
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SCSC Membership 
The SCSC provides a range of services to the System Safety community including seminars, 
tutorials, leadership events, specialist topic working groups, the annual symposium and a 
comprehensive body of publications. Membership brings many valuable benefits such as free 
access to online events, the SCSC Newsletter and access to presentations and other re-
sources from events. 

Individual Membership 

To become an individual member of the SCSC please register on the SCSC website using the

 icon at the top right of any page and select "Register". Complete and save your account 
registration and then verify your email address. Once registered and logged in click the link 
"why not join the SCSC..." inviting you to become a member at the top right of the page or 

select "Pay membership" from the  icon. 

Individual membership can be paid online using a credit/debit card through our secure pay-
ment partner Realex Global Payments or contact Alex King for other payment methods. For 
student or retired member rates please contact Alex King to get your account status 
changed. 

Corporate Membership 

Your company contact with the SCSC should arrange the membership and any renewals for 
your organisation. To join as a member covered by a corporate membership, register as per 
the instructions for an individual member and then contact Alex King to confirm your affilia-
tion. 

Renewing Membership 

You should be notified by email when your membership is almost expired or shortly after it 
has expired. These notifications will contain a link to the online renewal page or you will be 
able to renew when logging onto the website through the ‘click to renew’ link. 

Membership Fees 

The following fees are applicable for new and renewing members: 

• 1 year Individual Membership: £140 
• 2 year Membership: 11% discount: £250 
• 3 year Membership: 17% discount: £350 (3 years for the price of 2) 
• 1 year SFI Membership: FREE for first year, £35 for years 2 & 3 
• 1 year Membership, retired member rate: £35 
• For Corporate Membership discounts contact Alex King. 

A one-month Publication Pass is also available for £15. This allows access to all SCSC website 

publications in a particular calendar month. 

Contact Alex King using office@scsc.uk 

mailto:office@scsc.uk
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The SCSC Steering Group 

 

Tom Anderson 

Honorary member  

Robin Bloomfield 

Honorary member 

 

Stephen Bull 

stephen.bull@scsc.uk  

Dewi Daniels 

dewi.daniels@scsc.uk 

 

Dai Davis 

Honorary member  

Jane Fenn 

jane.fenn@scsc.uk 

 

Zoe Garstang 

zoe.garstang@scsc.uk  

Paul Hampton 

paul.hampton@scsc.uk 

 

Louise Harney 

louise.harney@scsc.uk  

James Inge 

james.inge@scsc.uk 

 

Brian Jepson 

brian.jepson@scsc.uk  

Nikita Johnson 

nikita.johnson@scsc.uk 

 

Graham Jolliffe 

Honorary member  

Tim Kelly 

Honorary member 

 

Alex King 

alex.king@scsc.uk  

Mark Nicholson 

mark.nicholson@scsc.uk 

 

Wendy Owen 

wendy.owen@scsc.uk  

Mike Parsons 

mike.parsons@scsc.uk 

 

Felix Redmill 

Honorary member  

Roger Rivett 

roger.rivett@scsc.uk 

 

John Spriggs 

john.spriggs@scsc.uk  

Emma Taylor 

Honorary member 

 

Phil Williams 

phil.williams@scsc.uk  

Sean White 

sean.white@scsc.uk 

mailto:stephen.bull@scsc.uk
mailto:dewi.daniels@scsc.uk
mailto:zoe.garstang@scsc.uk
mailto:wendy.owen@scsc.uk
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Club Positions 
The current and previous (marked in italics) holders of club positions are as follows: 

 

Managing Director 

Mike Parsons 2019- 

Tim Kelly 2016-2019 

Tom Anderson 1991-2016 

Steering Group Chair 

Roger Rivett 2019- 

Graham Jolliffe 2014-2019 

Brian Jepson 2007-2014 

Bob Malcolm 1991-2007 

  
Programme & Events 
Coordinator 

Mike Parsons 2014- 

Chris Dale 2008-2014 

Felix Redmill 1991-2008 

Manager 

Alex King 2019- 

 
Honorary Solicitor 

Dai Davis 2022- 

  
Newsletter Editor 

Paul Hampton 2019- 

Katrina Attwood 2016-2019 

Felix Redmill 1991-2016 

University of York Coordinator 

Mark Nicholson 2019- 

 

  
eJournal Editor 

John Spriggs 2021- 

 

Administrator 

Alex King 2016- 

Joan Atkinson 1991-2016 

  
Website Editor 

Brian Jepson 2004- 

Safety Futures Initiative Leads 

Zoe Garstang 2019- 
Nikita Johnson 2023- 

Nikita Johnson 2019-2021 
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Calendar 
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Events Diary 

 

25 May 2023 

SCSC Working Group 

SCSC Safer Complex 

Systems Working 
Group meeting 

Online, Zoom 

scsc.uk/e1033 

6-8 June 2023 

Course 

An Introduction to System 

Safety Engineering and 
Management 

University of York, UK 

www.cs.york.ac.uk/profess
ional/intro-system-safety-

engineering-management 

12-16 June 2023 

Course 

Assured Software 

Engineering and Proof 

University of York, UK 

www.cs.york.ac.uk/prof
essional/assured-
software-engineering-

proof 

13-14 June 2023 

Course 

Safety Cases: Safety 

Arguments for GSN 

University of York, UK 

www.cs.york.ac.uk/profe
ssional/safety-cases-
safety-arguments 

24 June 2023 

SCSC Tech Trip 

Visit to the National 

Space Centre 

Leicester, UK 

scsc.uk/e1035 

29 June 2023 

SCSC Seminar 

Seminar: Safety Cases: 

Past, Present and 
Future 

London, UK 

scsc.uk/e1032 

3-8 Sep 2023 

Conference 

ESREL 2023: European 

Conference on Safety 
and Reliability (ESREL) 

University of 

Southampton, UK 

esrel2023.com 

28 September 2023 

SCSC Seminar 

How to Write 

Compelling Safety 
Arguments 

London, UK 

scsc.uk/e982 

10-12 Oct 2023 
Conference 

RSSRail 2023: 
International conference 
on reliability, safety and 

security of railway 
systems 

Berlin, Germany 

rssr2023.ebuef.de 

17 Oct 2023 
Conference 

HISC 2023: High Integrity 
Software Conference 

Bristol, UK 

www.his-conference.co.uk 

1-2 November 2023 
Conference 

IET SCS: Safety Critical 
Systems training course: 
Managing systems, 

hardware and software 
safely 

Online 

safetysystems.theiet.org 

13-15 Feb 2024 
SCSC Symposium 

Safety Critical 
Systems Symposium 
SSS'24 

Bristol, UK 
 

scsc.uk/e1007 

t 
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Charisse’s view of the Symposium (age 7) 


