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SCSC Statement on the  
Post Office Horizon 

The Post Office Horizon IT case has been subject to an inquiry, due to conclude this year, 
which is examining the Post Office’s prosecution of over 700 sub-postmasters for theft, false 
accounting and related charges because of technical faults in the Horizon IT system. These 
accusations persisted for 16 years – from 1999 to 2015 and has been described as one of 
the greatest miscarriages of justice in British history. Given the scale of the issues, the role 
of IT and the clear safety implications that have arisen, the SCSC Steering Group would like 

to make the following statement: 

• The Post Office Horizon system would not normally be regarded as a safety system, yet 
it is a computer-based system that has indirectly led to widespread harm. 

• The ongoing public inquiry has raised important legal, ethical and technical concerns. 
Problems highlighted include: sub-postmasters could not see what was going on (for 
example, figures changed remotely without sub-postmaster knowledge), poor quality 
coding and lack of both audit and fault logging. 

• The SCSC fully supports the public inquiry and other investigations, and we agree with 
professional computer bodies (e.g. the British Computer Society) that there should be 

a review of how computer-based system evidence is treated by the courts. 

• We will look to adopt relevant recommendations and encourage our members to do the 
same once the inquiry and investigations conclude. 

• We propose that organisations relying on computer-based system evidence in court 
should, where challenged, be required to justify that the system, including aspects such 
as hardware, software, data and service delivery, is reliable. Furthermore the evidence 
should be shown to be trustworthy. The justification should also show appropriate con-
fidence in use, including in the way that reported problems are managed. Courts should 
not accept evidence relating to the computer-based system without this justification. 

• Where there are disputes involving computer-based systems there must be fair treat-
ment; i.e. where relevant, there must be access for both sides to technical experts who 
in turn must be given access to appropriate software and data. 

• Post Office Horizon is an example of how systems, organisations, agreements, people 
and processes came together within a delivered service to result in indirect but severe 
harm. We suggest that the SCSC Service Assurance Guidance could be useful in such 
situations to reduce risks. 

• We will extend the remit of the SCSC to cover any computer-based systems and services 
which could cause harm. This will include harm in the wider context of the system 
including all stakeholders, the environment and consequential harms, not just harm 
caused directly by the system or service itself. 

Note: Here “computer-based system” includes aspects such as hardware, software, data and 
service delivery. 
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Editorial 
This edition of the newsletter, being the first to follow the SCSC’s symposium in February, 
gives us time to reflect on that landmark event and it is my great pleasure to provide high-
lights of proceedings in my report (page 35) along with copies of the posters displayed (page 
51) during the interactive session on the second day. You can access a digital version of 
each poster by clicking on each image in the newsletter. 

The event was very well-attended and it was great to see so many diverse and interesting 
talks. One striking talk from Prof. Harold Thimbleby highlighted the issues surrounding the 
Post Office Horizon scandal, arguably the worst miscarriage of justice in UK history. As with 
other organisations, the SCSC Steering Group has been moved to produce a statement on 
this incident that outlines what action the group believes organisations (including the SCSC 
itself) should take to ensure such events are not repeated in the future. You can see the full 
text of the statement opposite. 

Artificial Intelligence (AI) was an important theme for SSS’24 with some excellent talks and 
a dedicated AI Panel. If you missed this then I would encourage you to catch up with the 
video recording on the sessions to see the responses to various burning questions around 
AI such as: “How do we make AI safe?” and “What might limit the arguably unbridled ex-
pansion of AI systems?” SSS’24 also saw the formal launch of the SCSC’s Safe AI Working 
Group (SAIWG). The group aims to share knowledge and experience on various topics re-
lated to AI and safety systems, such as coordination of safety with other disciplines, evalu-
ation of risk, and mapping of terminology and language. Please see the Working Group 
descriptions (starting on page 74) for more details on the group and how you can get in-
volved.  

We have also already embarked on a series of seminars relating to AI, and I hope to include 
a report of the first one: “Frameworks for Safe AI Systems” in the next edition of the news-
letter. There is still time to book the remaining events with “Developing Safe AI Systems” 
being held in London on 27th June 2024 and “Deployment, Operations and Maintenance of 
Safe AI Systems” being held also in London on 26th September 2024. We are also very 
excited to announce our intentions to hold an international seminar on the safety of auton-
omous vehicles in Munich, Germany on 28th November 2024, so please watch out for further 

announcements on that event. 

There have been a few changes in the Steering Group so I have pleasure in welcoming 
Yvonne Oakshott and Carmen Carlan both as new members to the group. You can find out 
a little bit more about Carmen in my 60 second interview with her on page 71. We also 
welcome Khadijah Khatun as new lead for the Safety Futures Initiative (SFI) to carry on the 
good work already done by Zoe Garstang and Nikita Johnson. 

In this edition we have four great and diverse articles covering Building Safety, Policing, 
Railways and Artificial Intelligence (AI). I am also introducing a new ‘Letters to the Editor’ 
section (see page 33) where I will publish letters I receive on any matter relating to systems 
safety. Our first is from Dewi Daniels and I would 

invite you all to write in with any views and opin-
ions for this section to be included in future edi-
tions of the newsletter. 

Paul Hampton 
SCSC Newsletter Editor 
paul.hampton@scsc.uk 
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In Brief 

FAA audit of Boeing’s 737 production 
found mechanics using hotel card and 
dish soap as makeshift tools 

The Federal Aviation 
Administration found 
dozens of issues 
throughout Boeing’s 
737 MAX jet produc-
tion process, including mechanics at one of 
its key suppliers using a hotel key card and 
dish soap as makeshift tools to test compli-
ance, according to a report. 

The FAA discovered “unacceptable” quality 
control issues during an audit of Boeing 
and supplier Spirit AeroSystems that was 
launched after a door plug flew off a 737 
MAX 9 at 16,000 feet on 5th Jan.  
nypost.com 

Top Execs at Toyota’s Daihatsu Bow 
Out Over Safety-Test Scandal 

Top executives at Toyota 
Motor’s compact-car unit 

Daihatsu will step down, 
weeks after the car-
maker suspended all 

shipments due to a safety scandal investi-
gation. In April last year, Daihatsu said it 
had rigged side-collision safety tests car-
ried out for 88,000 small cars, most of 
which were sold as Toyotas.  

By December, however, investigators had 
found that the scope of the scandal was far 
greater and went back much further, af-
fecting Toyota’s Mazda and Subaru brands 
as well. 
asiafinancial.com 

Six presumed dead after cargo ship 
crash levels Baltimore bridge 

A major Baltimore 
bridge collapsed 
like a house of 
cards early Tues-
day after it was 
struck by a con-
tainer ship, sending six people to their 
deaths in the dark waters below, and clos-
ing one of the country’s busiest ports.  

The tragic chain of events began early 

Tuesday when the cargo ship Dali notified 
authorities that it had lost power and is-
sued a mayday moments before the 984-
foot vessel slammed into a bridge support 
at a speed of 8 knots. 
nbcnews.com 

Mesh and sodium valproate scandal 
victims need payouts soon, report 
says 

Families of children left 

disabled by an epilepsy 
drug and women in-
jured by pelvic mesh 
implants should be 
given urgent financial 

help, England's patient safety commis-
sioner has said. 

Dr Henrietta Hughes has called on the gov-
ernment to act quickly to help victims of 
the two health scandals. 

bbc.co.uk 

https://nypost.com/2024/03/12/us-news/faa-audit-of-boeings-737-production-found-mechanics-using-hotel-card-and-dish-soap-as-makeshift-tools-report/
https://www.asiafinancial.com/top-execs-at-toyotas-daihatsu-bow-out-over-safety-test-scandal
https://www.nbcnews.com/news/us-news/maryland-bridge-collapse-francis-scott-key-bridge-boat-baltimore-rcna145047
https://www.bbc.co.uk/news/health-68215937
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Building Safety Post Grenfell 

 

In 2017 the world witnessed the horrific tragedy of the Grenfell Tower fire that 
claimed the lives of 72 people making it one of the deadliest UK residential fires. 
This resulted in a number of public enquiries and a raft of legislative changes 
aimed at improving safety of high-rise buildings both in new and existing devel-
opments. Laura Mills describes the legislative changes and assesses what pro-
gress has been made in ensuring fires of this magnitude never occur again. 

Introduction 

The Grenfell Fire Tower in 2017 was a huge tragedy where 72 people lost their lives. The 
investigations that followed included the independent review of building regulations and fire 
safety (The Hackitt Review); this was a deep dive into the construction industry and its 
regulation and resulted in Dame Judith Hackitt highlighting Building Safety as a global con-
cern. The second investigation was the Grenfell Tower Inquiry, led by Sir Martin Moore-Bick, 
to examine the fire and also the circumstances which led up to the fire. The combined 
recommendations from the inquires led to reform in legislation within the built environment 
and the regulatory regime. 
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Cladding 

It is widely reported upon that when the fire escaped from flat 16 and 
entered the cladding, it spread rapidly up the east face of the tower, then 
around the top of the building in both directions and down the sides, 
enveloping the entire building in under three hours. Aluminium Composite 
Material (ACM) rainscreens with polyethylene cores acted as a source of 
fuel and one of the main reasons for the horizontal and downward spread 
of the fire was the melting and dripping of burning polyethylene from the 
spandrel and column panels that ignited fires lower down the building [2]. 

Many other existing buildings have similar cladding and so they are exposed to similar risks 
in the event of fire. The response to this issue was a Cladding Safety Scheme (CSS) funded 
by both the £5.1 billion allocated by the government to fix the most dangerous buildings 
and through revenue from the Building Safety Levy on new development. The scheme avail-
able to all medium-rise buildings between 11 and 18 metres across England and high-rise 
buildings over 18 metres (outside of London) where fire safety professionals have recom-
mended that works must take place. The scheme is also available to the social housing 
sector with the aim of protecting leaseholders from costs where the responsible developer 
cannot be made to pay [10]. 

Issues relating to Fire & Building Safety (Grenfell Inquiry Phase 1) 

The Grenfell Tower Inquiry Phase 1 report highlighted the lack of on-site information avail-

able to the London Fire Brigade on attendance. While some of the senior officers attending 
had an awareness of the danger of cladding fire, others were not trained to recognise the 
dangers of these systems and how fire development and fire behaviour could occur. If the 
building design had been more complex, the lack of information available could have had 
further impacts [2].  

One of the recommendations from the inquiry centred around the availability of plans of 
high-rise residential buildings to local fire and rescue services and the provision of premises 
information boxes in high-rise residential buildings. In response to these recommendations, 
The Fire Safety (England) Regulations 2022 [5], implemented a change in the law for high-
rise residential buildings (a multi-occupied residential building at least 18 metres in height 

or 7 or more storeys) – responsible persons must: 

• Share electronically with their local Fire and Rescue Service (FRS) information about the 
building’s external wall system (Regulation 5) and provide the FRS with electronic copies 
of floor plans and building plans for the building (Regulation 6) [5] 

• In addition, hard copies of the building’s floor plans, a single page orientation plan of 
the building, and the name and UK contact details of the responsible person must be 
held in a secure information box (Regulation 4), which is accessible by firefighters [5] 

This knowledge and information will aid FRS teams in planning for emergency response 
situations. 

• Additionally, Section 1 of the Fire Safety Act 2021 also now clarifies that where a building 
contains two or more sets of domestic premises, the responsible person must take ac-
count of structure and external walls in a fire risk assessment. The Fire Safety Act 
amends article 6 of the Regulatory Reform (Fire Safety) Order Act 2005 [4]. 
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When fire-fighters attended the fire at Grenfell, they were unable to operate the mechanism 
that should have allowed them to take control of the lifts. They were therefore unable to 

make use of the lifts, which are often key to carrying out firefighting and search & rescue 
operations successfully. Occupants of the tower were also unable to use the lifts to escape, 
in some cases, with fatal consequences [2]. Grenfell tower was 24 storeys high, equal to 
67.3m or 221ft [6]. The inquiry recommendation for regular inspection and testing of lifts 
designed for use by firefighters [2], has been enforced via The Fire Safety (England) Regu-
lations 2022 [5] under regulation 7. Regulation 7 requires monthly inspections of not only 
lifts, but all key fire-fighting equipment provided in the building to fight fires and reporting 
any defects to local fire and rescue service electronically within 24-hours. These regulations 
will help prevent similar situations as the Fire and Rescue Service, in the majority of cases, 
will know before arrival whether a lift intended for their use in an emergency is operational. 

Inquiry recommendations also included the provision of fire safety information to residents 
of high-rise residential buildings and the marking of floor levels in lobbies and staircase 
landings [2]. In the Grenfell building, the staircase landings were not marked, firefighters 
were unable to identify floors clearly when carrying out firefighting or search and rescue 
operations within the building [5]. The Fire Safety (England) Regulations 2022 sets out the 
requirement under regulation 8 for floor numbers to be clearly marked on each landing 
within the stairways, and in a prominent position of all lobbies, which should be visible in 
normal conditions and in low lighting/smoky conditions [5] to avoid this reoccurring. This 
recommendation had previously been raised within the Coroner's Rule 43 letter following 
the fatal fire where two fire fighters tragically died at Shirley Towers in Southampton in 2010 

[7]. 

Evidence from the Inquiry [2] indicated many occupants of Grenfell Tower were unable to 
read or understand the fire safety instructions placed in the lobbies throughout the building. 
The Fire Safety (England) Regulations 2022 now sets out the requirement under regulation 
9 for the provision of fire safety instructions, including evacuation instructions, in a form that 
the occupants of the building can reasonably be expected to understand. This relates to all 
multi-occupied residential buildings in England with two or more sets of domestic premises 
over 11m or four stories (and which have common parts) [5] to help save lives. 

The Inquiry highlighted a need for the inspection of fire doors and self-closing devices due 
to evidence obtained from Grenfell that defective fire doors allowed smoke and toxic gases 

to spread through the building more quickly [2].  

• Regulation 10 of The Fire Safety (England) Regulations 2022 again relates to all multi-
occupied residential buildings over 11m and requires routine checks and the provision 
of information to resident relating to fire doors 

• In addition to this, Section 1 of the Fire Safety Act 2021 also now clarifies that: where 
a building contains two or more sets of domestic premises, the responsible person must 
take account of flat entrance doors in a fire risk assessment. The Fire Safety Act amends 
article 6 of the Regulatory Reform (Fire Safety) Order Act 2005 in this regard [4]. 
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The Hackitt Review 

The interim report identified that the current system of building reg-
ulations and fire safety was not fit for purpose and that a culture 
change is required to support the delivery of buildings that are safe.  

The Hackitt review has had an astounding impact on building regula-
tions and fire safety from the focus of its initial parameters, this re-
lates to both the built environment (the physical structures that hu-
mans inhabit) and buildings currently in occupation [1].  

The Built Environment 

Recommendations set out to improve the focus on building safety during their design, con-
struction and refurbishment whilst also tackling poor procurement practices & competence, 
all under a new framework.  

Building (Higher-Risk Buildings Procedures) (England) Regulations 2023 

The new building control process for higher-risk buildings in England came into force on 1st 
October 2023 via the Building (Higher-Risk Buildings Procedures) (England) Regulations 
2023. From this date, the building control authority for higher-risk buildings is the Building 
Safety Regulator and new building work in scope can no longer be overseen just by local 
authority or private sector building control. This includes:  

• Construction of new higher-risk building (HRB) 

• Building work to existing HRBs 
• Building works that change existing buildings to become HRBs (including material 

change of use) 
• Building works that will declassify a building from being an HRB [8] 

The Building Regulations etc. (Amendment) (England) Regulations 2023 

To raise standards across the built environment, these regulations apply to all building work, 
with legal responsibilities placed on those who commission building work, participate in the 
design and construction process and carry out the building control function, to ensure com-
pliance with building regulations [8]. 

The Building (Approved Inspectors etc. and Review of Decisions) (England) Regulations 2023  

Make amendments to the Building (Approved Inspectors etc.) Regulations 2010 to begin to 
implement the changes introduced by the Building Safety Act 2022 and support the new 
building control regime. Changes by focus on competence and accountability by establishing 
a regulated building control profession [8]. 

Occupied Buildings 

The Hackitt report noted the need for duty holders 
with specific responsibilities, regulation, improvements 
relating to building information and that residents 
need to be given a voice, all under new regulation that 
hold powers of enforcement. 

 

“The Hackitt report noted ... 
that residents need to be 
given a voice, all under new 
regulation that hold powers 
of enforcement.” 
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The Building Safety Act 2022  

Granted Royal Assent on 28th April 2022. 

• Part 2 established the role of Building Safety Regulator and Part 4 includes information 
relating to its enforcement powers and relevant appeal processes 

• Part 3 initialises changes to building control authorities and building regulations, includ-
ing building control [9] 

Part 4 comprehensively addresses all improvements for in-occupation higher-risk buildings 
(defined as those which meet 7 stories or 18 metres), and defines the role of duty holders 
with specific responsibilities that include: 

• Registration of all existing buildings with the Building Safety Regulator in 2023, and the 
long-term requirement for obtaining building assessment certification from the regulator 

• Prevention of building safety risks, defined as ‘spread of fire and/or structural failure’ 
via assessment, management, notification, and the creation of Building Safety Cases 
[9]. 

Safety Cases 

Safety cases have been used in Health & Safety since 
the 1970s and the Building Safety Regulator has 
adopted these as part of Building Safety. Safety Case 
Reports should now demonstrate a building is safe for 
occupation and demonstrate that: 

• Building safety risks in relation to the building have been assessed 
• All reasonable steps have been taken to prevent the occurrence, and control the impact 

of, any major incident resulting from building safety risks 
• There is compliance with the prescribed principles introduced via secondary legislation 
• All obligations in relation to resident engagement and participation, complaints handling, 

information provision and the role of residents in helping keep the building safe have 
been met 

• A Resident’s Engagement Strategy has been compiled and is maintained 

Building Assurance Certificates will then be issued where the above can be evidenced [9]. 

Golden Thread 

Part 4 also includes the duty holder’ responsibilities 
relating to documents and information: 

• Ensuring information is suitably stored, pro-
vided to the regulator and residents where required, 
and where required, passed over to future account-
able persons and a mandatory incident reporting 
mechanism for HRBs. 

  

“Safety Case Reports should 
now demonstrate a building 
is safe for occupation” 

“a ‘Golden Thread of 
Information’ – this is the 
information about a 
building that enables it 
to be kept safe and is 
accurate, easily 
understandable, up-to-
date and readily 
accessible” 
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An additional parameter of the Hackitt Review was obligating the creation of a digital record, 
the information and documents required for all new and occupied HRBs to help create a 

‘Golden Thread of Information’ – this is the information about a building that enables it to 
be kept safe and is accurate, easily understandable, up-to-date and readily accessible. In-
formation and documents are required to be held digitally and established at the start of 
construction. The Golden Thread should be updated and maintained throughout a building's 
lifecycle. 

Residents’ duties and engagement 

Residents’ duties and engagement are also covered in Part 4: 

• Resident engagement strategies are required, to provide greater transparency of infor-
mation on building safety and residents must be advised of how to obtain further infor-

mation 
• New routes for complaints should be provided by the accountable person(s) and also 

the regulator to ensure concerns can be voiced 
• Residents should also be made aware of duties placed on them, contravention notices 

and access to premises that are applicable to their responsibilities [9] 

What’s next – Grenfell Inquiry - Phase 2 

In Phase 2 the Inquiry (recently postponed until after the 7th anniversary of the tragedy) will 
seek to answer various questions set out in the list of issues, some of which are additional 
matters of particular concern relating to fire & building safety [2].  

• The decisions relating to the design of the refurbishment and the choice of materials 
• The regime for testing and certifying the reaction to fire of materials intended for use 

in construction 
• The design and choice of materials 
• The performance of fire doors 
• The warnings of potential fire hazards given by the local community 
• The width of the stairs 
• The supply of gas 
• The supply of electricity and the history of electrical surges 

  



 

Volume 32 No. 2 – May 2024 Safety Systems The SCSC Newsletter 11 
 

Conclusions 

The Grenfell Tower fire was one of the deadliest UK residential fires and rightly resulted in 
a number of public enquiries and a raft of legislative changes aimed at improving safety of 
high-rise building both in new and existing developments. 

Whilst there have been many changes in the last 
seven years since the tragedy, it seems there is a long 
way to go. Inside Housing reported in March 2024 
that 'of 3,839 buildings above 11 metres being mon-
itored by the government due to the need for clad-
ding remediation, 2,286 have not even started works 
yet' [11]. As we approach the seventh anniversary, 
we are only just starting to see the initial requests for 
safety cases and requirements relating to the regis-
tration of building inspectors becoming enforceable; this will be a point of interest to follow. 

An enforceable obligation relating to signage was recommended following the fatal fire at 
Shirley Towers prior to Grenfell, this was subsequently re-raised within the Grenfell Inquiry 
and highlights situations which arose at Grenfell could have been avoided. Reports on Action 
to Prevent Future Deaths (under Schedule 5 of the Coroners and Justice Act 2009 and Reg-
ulations 28 and 29 of the Coroners (Investigations) Regulations 2013) [7], previously known 
as a Coroner's Rule 43 letter are compiled by the Coroner following fatal fires, where an 
investigation gives rise to concern that future deaths will occur. Whilst the corner raises 

issues and identifies specific areas of concern, with the recommendation that action should 
be taken, this does not include what that action should be, this remedy is for the person or 
organisation to whom the report is directed [12]. I wonder if there will now be changes in 
the way Action to Prevent Further Future Deaths will be handled [7]. 

The Grenfell Tower had a profound impact on its residents and indeed all of us have felt the 
impact on some level. It is important residents can feel safe and to know they have a voice 
in maintaining that safety, and that voice is being heard. Residents should therefore be at 
the heart of all of these changes both as the primary focus for safety and in ensuring trans-
parency and collaboration on proposed changes. 
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Evidence Management –  
A Policing Perspective 

 

Bill Blackburn provides an understanding of the operational practices in policing 
where the establishment of reliable evidence is critical for prosecutions. Bill 
draws parallels with the evidential requirements to support a safety case for 
safety-critical systems and asks what we can learn from policing practices, such 
as how we can better position ourselves should a safety incident result in a more 
formal investigation, potentially leading to court. 

The Safety-Critical Systems Club (SCSC) ran an event – What Makes Good Evidence for a 
Safety Case? – on 30th November 2023, held at the Wellcome Collection in London. 

Speakers and discussions provided the participants with an opportunity to reflect on the best 
practices and pitfalls across a number of fascinating exemplars. With my background in high 
integrity systems and my experience gained through working within the police and justice 
sectors, I could see many parallels that are worth exploring. 

This article emerged from that event and sets out in broad terms how evidence management 
operates in the UK and most other jurisdictions. It aims to provide an understanding of 
operational practice in policing and where there are opportunities to align safety engineering 

methods. This cross-fertilisation is hopefully useful in its own right but also to put ourselves 
in a better position should a safety incident result in a more formal investigation, potentially 
leading to court. 
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Context for handling evidence in policing 

Police gather evidence as a result of an incident occurring and generally a victim making an 
allegation of a crime. A crime is something that is defined for a particular jurisdiction (e.g. 
England and Wales) to be an offence subject to investigation, prosecution and dealt within 
the context of one or more court hearings. 

An offence is defined in legislation which is translated into offence wording and aspects such 
as mode of trial and sentencing provisions. Let’s take criminal damage as an example. The 
Criminal Damage Act (CDA) 1971 has sections setting out a range of situations in which 
criminal damage might be done, along with various aggravating factors. 

The legislation is subject to further codification to allow police, prosecution and courts to put 
this into practice. For the purpose of investigation and subsequent case building for decisions 
on whether the crime report can be progressed, the key element is an understanding of the 
“points to prove”. Once that is clear, then the investigation focus is on gathering evidence 
in relation to these points. 

Expanding on CDA 1971, the investigation and prosecution need to be able to prove that 
person A damaged a specific item of property (smashed a window of a garden shed at 38 
Acacia Avenue) belonging to person B by some means (by throwing a brick from nearby) at 
a point in time (around 3:30 Wednesday afternoon) with an intent to cause damage or by 
being reckless. To make it easy from an information management viewpoint this can be 
considered as made up of Persons, Objects, Locations & Events (POLE). In our example: 

• Persons (A & B) 
• Objects (Garden Shed & Brick) 
• Locations (38 Acacia Avenue) 
• Events (Between 3pm and 4pm Wednesday afternoon) 

All very straightforward then! But keep in mind UK legislation stretches back many years, 
with common law, bye-laws, subject to amendments and repeals, case precedence and other 
complicating factors. New legislation is enacted and the implications on prior legislation 
needs to be taken into account. 

What is Evidence in Criminal Justice? 

During the course of an investigation numerous lines of enquiry 
may be followed, statements taken and material gathered. How-
ever the concept of evidence relates to the offence that is being 
investigated. Further legislation defines clear rules for how investi-
gations are done and how evidence is managed, such as the Police 
and Crime Evidence Act 1984 (PACE) and Criminal Procedure and 
Investigations Act 1996 (CPIA). These are operationalised through 
training, guidelines and codes of practice. 

The Attorney General’s Guidelines on Disclosure (AGO Guidelines) 

[1] were released in 2020 and updated regularly since to further 
clarify how evidence is managed to align with CPIA. The driver for this is that if challenged 
in court, material not appropriately managed and the right decisions not made for disclosure 
to the defence, can result in a case being dismissed, despite there being sufficient evidence. 
A suspect/defendant might simply be able to walk free and justice is not served. 

“If challenged in 
court, material 
not 
appropriately 
managed … can 
result in a case 
being 
dismissed.” 
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The figure below is taken from the AGO Guidelines and provides a clear taxonomy for what 
is, and what is not, regarded as evidence but has been acquired during an investigation. It 

is worth bearing in mind that an initial view of evidence and unused material might change 
as new information comes to light. Also unused material (i.e. the prosecution is not relying 
on this) might become evidence that is used by defence to counter the prosecution. Dealing 
with evidence is in practice “Material Handling”, at which point, the complexities multiple 
and the volume of material expands. 

 

A thread running through is the concept of relevance. Evidence needs to be relevant to the 
offence and the points to prove and unused material needs to be determined to be relevant 

or not, largely in order to limit the scope of potential material. The relevancy test is therefore 
one of the key considerations. Similarly in the context of safety systems, evidence needs to 
be relevant to the system context and the safety case. 

The concept of  “Unused Material” in the AGO guidance, applies where there may be material 
that can potentially be relevant but potentially (subject to scrutiny) support the defence 
and/or undermines the prosecution case. Equally in safety cases, there may be a counter 
argument where existence of such material could be pertinent. 
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A Lifecycle Perspective 

Across the lifecycle of investigation and prosecution, evidence is handled and shared with 
the relevant participants. This is illustrated below in a much-simplified way. 
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Handling material securely and providing transparency 
across the parties is a fundamental principle. Continuity and 

provenance need to be proven and documented as much as 
the case during the proceedings. 

Accidental or even malicious tampering has been known to 
happen and current practices do the utmost to avoid these 
aspects from occurring. Information Confidentiality, Integrity 
and Availability (the security principles – CIA) are founda-
tional principles. 

Again the rules and regulations are embodied in the previ-
ously mentioned legislation (PACE, CPIA) and guidelines (AGO Disclosure) with relevant 

training especially for those roles with statutory responsibilities. 

Forensic Capabilities 

International standards are particularly relevant in forensic 
analysis, with ISO 17025 regarded as the benchmark for ac-
creditation of forensic laboratories and associated capabilities. 
Forensics covers a range of scientifically established techniques 
such as fingerprint analysis, DNA profiling and ballistics. 

Locard’s Exchange Principle holds that the perpetrator of a 
crime will bring something to the crime scene and will leave 
with something from it (“Every contact leaves a trace”). In our 
criminal damage example, we might therefore expect to have 
fingerprint and footprint analysis undertaken by an accredited 

laboratory and matched against relevant national, or potentially, international databases. Or 
else, against a print taken from the suspect once identified. Over the past few years, in-
creasing use is made of mobile phone cell site analysis, images and video. These are time 
consuming and resource intensive, so typically the well-established techniques are used first. 

Each of these techniques is typically developed in research environments and accuracy es-
tablished using sophisticated analytical methods to build confidence and/or respond to chal-
lenges. 

Impact of Novel Technologies 

Keeping up with the bad guys is a continual process of response and counter-response. The 
nature of evidence and the techniques used across the lifecycle need to keep pace. Some of 
the forensic technologies are mentioned earlier and there are many developments in the 
area of digital forensics. The increase in data and need for data quality management in 
policing was the topic of a paper at the SSS’18 Symposium [3]. The key points of that paper 
related to the increasing importance of data quality as the police and partner agencies move 
to more digital ways of working. Neglecting this aspect can have major consequences for 
people who might be wrongly pursued or prosecuted. 

“Continuity and 
provenance need to 
be proven and 
documented as much 
as the case during the 
proceedings” 
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As the amount and complexity of material acquired increases, 
the resource implications rise. Hence the use of Artificial In-

telligence & Machine Learning (AI/ML) is finding its way into 
material handling and analysis. Even so, the basics of estab-
lishing continuity and applying CIA apply. 

Use of AI in fingerprint analysis is already with us, to assist 
with detecting ridge details and identify minutiae, which form 
the basis for matching. Policing is proceeding with caution in 
order to build confidence and establish trustworthiness. 

Concerns about facial recognition prompted an in-depth anal-
ysis of operational technologies. In the report “Facial Recognition Technology In Law En-

forcement Equitability Study” [4] the National Physical 
Laboratory (NPL) team developed a study methodology 
and conducted a controlled data capture, followed by 
statistical analysis to establish accuracy in real-world sit-
uations. This was also based on existing standards for 
biometric testing and reporting (ISO 19795 parts 1 & 2). 
The outcome of this work provides guidance for opera-
tional users in terms of setting thresholds that are 
needed in the trade-off between sensitivity & selectivity. 

The theme of trustworthiness is a thread through numerous areas of analysis particularly as 

we all contend with increasing complexity of technologies, interconnected systems and the 
sheer volume of data that is part of modern life. 

Trustworthiness has been promoted by the UK Statistics 
Authority as part of their Code of Practice [5]. In the 
context of national statistics the other principles of Qual-
ity and Value apply. Trustworthiness in this area is de-
fined as “… a product of the people, systems and pro-
cesses within organisations that enable and support the 
production of statistics and data.” Adopting and adapting 
this for data-centric technologies such as AI is already 
gaining traction. Standards and Codes of Practice for AI 
are introducing “Trustworthiness”. 

As a principle for evidence management Trustworthiness could be useful in both the safety 
and policing communities. Sitting alongside other key considerations such as relevance and 
quality. Potential adaptation of the underlying practices set out in [5] would be a useful 
activity. For example, can the practices written for management of statistics be easily trans-
lated into management of evidence, are any redundant and are any additional practices 
needed? 

  

“Trustworthiness is a 
product of the people, 
systems and 
processes within 
organisations…” 
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Alignment of Evidence Management across Domains 

Having set out in broad terms how material and evidence operates across policing we can 
turn our attention to where it is useful to align with safety engineering use of evidence. In 
safety, we look at evidence to support the development of a safety case and employ evi-
dence to underpin the safety argument. If it all goes wrong, evidence is gathered during an 
investigation into an incident or accident. 

That’s a different starting point from evidence in policing, but broadly similar principles apply. 
Furthermore in those unfortunate circumstances where an incident might be dealt with 
through the criminal procedures, the evidential standards need to be fully aligned. Very 
briefly here are a few considerations to indicate the areas worth exploring further. 

Parallels: 

a) In policing the key is gathering evidence to support the “point to prove” – just like we 
gather evidence to support a safety argument or the “claim” 

b) There is legislation, standards and guidance governing processes 
c) If processes are not followed then the prosecution can be challenged and might fail. 

Similarly, flawed evidence in a safety case may result in failure to be certified or ulti-
mately manifest as a higher risk of accident 

d) There are process lifecycles where evidence can be pertinent and collected at each 
stage and each has an important part to play in the overall case. Accurate record keep-
ing, provenance and demonstrating correct handling is important. 

 

Differences: 

a) Novel evidential techniques are being developed all the time but this is perhaps less so 
in the safety domain that relies on tried and tested techniques. This is illustrated in the 
challenges of assuring AI – we don’t have the techniques to do that reliably in safety at 
the moment. So we have novelty in systems but not novelty in techniques.  

b) Laboratory or testing facilities, at least in the UK, typically have quality management 
systems and meet the essential requirements around accreditation of capabilities and 
facilities plus equipment calibration standards apply across domains. In policing how-

ever, the specialist support and scrutiny of capabilities has been applied since 2007 
through the Forensic Science Regulator with statutory powers provided through the 
Forensic Science Regulator Act 2021. 

c) Safety doesn’t usually make much of evidence not selected as relevant although we are 
starting to see more dialectic arguments where the safety case deliberately seeks coun-
terevidence for the claim. There is less formality about whether evidence is relevant 
(perhaps equivalent to a disclosure test) and there is scope for confirmation bias if data 
is ignored that doesn’t fit the argument.  

d) Maybe the most significant differences are in the people aspects. In UK policing there 
are statutory responsibilities and defined roles such as investigators and disclosure of-
ficers, holding the authorities to account in a very testable manner. Whilst in safety 

engineering, there is a less prescribed set of roles and responsibilities with some aspects 
more open to interpretation. 

e) Prosecutions need to be understandable to the many (ultimately a jury of lay-people). 
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In safety, the safety case at times is understandable only by the few and requires spe-
cialist knowledge. Although, if an incident with safety implications results in a public 

enquiry or other proceedings, the understanding of evidential material will equally apply. 

Potential improvements: 

Some ideas based on practices within policing for potential improvements within the safety 
community are as follows: 

• There may be opportunities to better define a taxonomy in safety engineering adopting 
whatever makes sense to do so from policing or indeed other domains. Establishing and 
maintaining a taxonomy of evidence and related matters can help ensure a common 
understanding, language and interpretation 

• Consider something akin to a disclosure test and relevancy that determines if infor-
mation can be safely set aside or explicitly regarded as evidence but also have a means 
of assessing if previously discarded evidence becomes relevant in the future. 

• Ultimately it may be useful to adopt the mindset of an investigator or prosecutor. Con-
sidering if there was an accident and a resulting prosecution, how would the evi-
dence/safety case stack up to form a defence? Are there special things we should be 
doing to help support such an eventuality? Perhaps even playing again to the ideas of 
storytelling and having a narrative in safety cases. Should safety cases be positioned so 
they are understandable to lay people like a jury? 

Practitioners in both domains are encouraged to take time to understand the similarities and 
differences and hopefully this article will prompt some useful further discussion of mutual 

benefit. 
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Is there something hidden 
in the code? 

 

Gavin Wilsher describes an example of where undesirable code appears to have 
been deliberately inserted into a train control system rendering it inoperative af-
ter maintenance at a 3rd-party site. He explores whether the safety community 
should do more to ensure these types of issue do not find their way into safety-
related / critical software whether deliberate, inadvertent or through the in-
creasing use of Artificial Intelligence.  

This article was prompted by a well-publicised incident that occurred on a particular train 
type in Europe in 2023 [1]. Readers of this newsletter may already be familiar with the story. 
There are certain similarities between this story and the well-publicised issue involving ve-
hicles with diesel engines having hidden code to ensure that emissions tests could be passed. 

It was reported on the RailTech website in January 2024 that the train manufacturer was 
taking legal action against the maintenance company [2] although it is not clear what pro-
gress has been made. All information in this article directly related to the incident is in the 
public domain. 

The intention here is not to analyse that particular incident but rather to look under the 
surface and wonder if there is a more endemic issue in the railway sector (and potentially 
other safety-critical sectors) that should prompt more safety interest. Hopefully, this will 
serve to get a conversation going (even if it is simply to tell me that I might be worrying 
about nothing). 
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This article presents a summary of the incident I refer to above, but is only informed by it 
and not truly about it. It is really about things that can be hidden in “the code” and whether 

we should be concerned. However, I think it is important to understand what appears to 
have happened, how it was investigated and subsequently resolved before concluding 
whether there is a wider problem. 

Nobody can be sure of the motivations for the train manufacturer to do what they appear 
to have done, although some have speculated that this was done as a direct result of them 
not winning the maintenance contract in a competitive tendering situation. Looking at the 
issue superficially, it is easy to reach this conclusion, but the fact is that nobody outside the 
company can be sure. It is certainly not the purpose of the article to wonder why they did 
it. 

The following few paragraphs summarise what was reported to have happened. 

The Issue 

An Impuls 45WE train, manufactured by 
Polish company Newag, that was undergo-
ing mandatory, scheduled maintenance by a 
recognised maintenance organisation unex-
pectedly failed to run once the maintenance 
had been completed. The train appeared to 
be fine, it just failed to run.  

The Lower Silesian Railway in Poland runs 
eleven of these types of trains and, accord-
ing to the maintenance schedule, another 
one was due to be sent for maintenance 
while the first – instead of returning to passenger service – was still sitting in an apparently 
failed state in the workshop.  

The second train then underwent the same maintenance as the first with the same resulting 
outcome – it failed to run following completion of the maintenance. The maintenance team 
continued to try to get the first train running, without success. It is reported that the man-
ufacturer was approached for assistance but they declined to help. If this is indeed the case, 
it raises questions about the management of contracts, which could have been written such 
that there were obligations placed on the manufacturer to support maintenance or other 
technical issues. 

This scenario continued to play out on further trains, including one at another maintenance 
depot belonging to the maintenance company.  

The maintenance organisation was conducting the maintenance in accordance with the man-
ufacturer’s instructions, provided in a 20,000 page manual. At the completion of the mainte-
nance it was expected that the train would run and be returned to passenger service. How-
ever, the inverters failed to supply voltage to the motors and no one had any idea why this 
was happening. Maintenance technicians conducted deep investigations but failed to find 
the cause. 

The problem came to the attention of the press because timetables were affected and re-
placement trains were needed in order to maintain some level of service. 
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The maintenance company was incurring substantial penalties by this time and was anxious 
to get to the bottom of the problem. 

At some point they reached out to a group of hackers to see whether they might be able to 
help get into the train’s computers to understand what was happening. 

Many months of analysis and reverse engineering ensued and they eventually uncovered 
some rather interesting conditions written into the software code of the trains. What they 
discovered was the GPS co-ordinates of maintenance depots hidden in the code. Further-
more, there was a condition written into the code that prevented the train from running if it 
spent more than 10 days at one of these locations. They also found the GPS co-ordinates of 
a depot belonging to the train manufacturer, but this had a different set of conditions asso-
ciated with it. 

The whole thing was presented at the Chaos Communication Congress in December 2023. 
A video of the presentation is available in [3]. It is well worth watching. 

So what? 

There is no suggestion in any of the commentary about this issue that there were any safety 
implications arising from it. The immediate impacts were potentially to the maintenance 
organisation’s reputation and their bottom line. It is also the 
case that passengers seem to have been affected by the 
timetable changes and overcrowding on the smaller, re-
placement trains that needed to be deployed. Having said 

that, overcrowding can have a minor safety impact. 

However, the real concern is that manufacturers can hide 
such information within code that is presumably subject to 
internal code reviews, without challenge. The hidden infor-
mation was not highlighted in the extensive maintenance 
manual, despite it being directly related to maintenance, so 
the documentation could be seen to be incomplete i.e. why 
wasn’t there a warning in the maintenance manual that after 
10 days in the depot the train may fail to run? The infor-
mation related to the depot belonging to the train manufacturer was presumably in the code 
so that the conditions could be tested. If that is the case then it can be assumed that if the 
software was subjected to internal Verification and Validation (V&V), that it passed without 
anyone requesting the removal of what appears to be information that is unrelated to correct 
functioning of the software. Indeed, effort may have been expended testing that the condi-
tions associated with this additional information actually functioned as intended. That is 
probably less concerning because at least it would indicate some rigour was applied to mak-
ing sure this apparently unnecessary information performed as intended. 

In the train scenario described above there is no direct relationship with safety. However, 
what it illustrates is just how easily seemingly unnecessary information can be hidden away 
in the code. What if something like this was added to the Safety Integrity Level (SIL) 4 

<insert any high integrity safety-critical software from any sector here> code? Can we as-
sume that, provided it passes internal V&V then the software will be deployed onto the 
market? 

“The real concern is 
that manufacturers 
can hide such 
information within 
code that is 
presumably subject to 
internal code reviews, 
without challenge” 
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Under specific conditions the hidden information may lead to an error condition that causes 
a safety hazard. Failure to find these conditions during code analysis and test does not prove 

they don’t exist, all it does is prove that the testing failed to find them. 

Questions have been raised on this matter on various online forums along the following 
lines: 

 How was the train manufacturer able to do this?  

 Why isn’t there an independent overseer auditing and certifying that what the com-
puter code does is exactly as documented?  

 Why was the train manufacturer not obliged to send source code to the railway oper-

ator? 

These sort of questions do seem to point to the standards and regulations and what they 
mandate (or do not mandate) in terms of independent review. 

Taking this issue at face value, I have become convinced of two things: 

 We should be concerned that this sort of problem may end up crossing over into high 
integrity software intended for safety applications at some point 

 This is probably not the first time something of this nature has happened, it is just that 
this time, it has been made very public 

Set aside for a moment that the issue that prompted me to write this article was created by 
humans acting in a deliberate manner; there is currently growing emphasis on using so 
called Artificial Intelligence (AI) in software engineering as a ‘co-pilot’ and in writing test 
cases. This drives me to wonder whether this might start to become much more of a prob-
lem, especially given the current propensity of AI to ‘hallucinate’ i.e. make things up. The AI 
may insert random artefacts into the code that could, under certain conditions, cause a 
safety hazard but not be detected during code analysis and test, particularly if the same AI 
engine is used to manage the testing or analyse the code.  

I am convinced that this is something we need to start to 
think much more carefully about. There has already been 
significant thought about this by the SCSC’s Safe Autono-
mous Systems Working Group. 

What could we do about it? 

So, do we need a more rigorous and complete approach to 
independent (third-party) code review? We could argue 
that following standards like IEC61508 [4] and applying 
the techniques and measures defined therein should be 
sufficient. But is it? Software safety standards often men-
tion redundant code but perhaps they also need to con-
sider the assurance of the absence of non-required or even adversarial code. 

I have experienced a situation where SIL4 software used in a train control system was de-
veloped correctly in accordance with EN50128 [5], did exactly what it was supposed to do, 
passed all the module and system level tests but still produced an unsafe failure condition 
when deployed onto the railway. Fortunately, this was detected by a vigilant signaller before 
any harm was done.  

“following standards 
like IEC61508 and 
applying the 
techniques and 
measures defined 
therein should be 
sufficient. But is it?”  
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The particular condition in the software that caused this issue could very easily have been 
the result of the addition of geolocation data such as that described in the Impuls 45WE 

scenario. With the benefit of hindsight, this now adds to my belief that we need to do more 
than we currently are doing to protect against this. 

I would like to see an independent, international working group set up, comprising repre-
sentatives from commercial organisations and the regulators, to explore practical ways to 
deal with potentially unnecessary information being hidden in the code. Although all of the 
suggestions I make in this article involve different approaches to independent code review, 
the working group should also consider whether there are other approaches that could be 
used i.e. activities other than code review. 

The working group could then publish informal guidance in the form of a community stand-

ard and work towards getting the guidance introduced formally into international standards 
to make it mandatory. 

Some thoughts about the type of questions the working group could address are presented 
in the following paragraphs.  

Should the independent assessor be responsible for a full, independent code review? That 
sounds expensive and would depend upon the assessor having a comprehensive under-
standing of not only software engineering but the multiplicity of programming languages 
that may be used in safety-critical applications.  

Perhaps the relevant regulatory body should be responsible for conducting sample based 
code reviews e.g. select software modules and 
perform a full review of the code? These samples 
could be taken using a risk-based approach to en-
sure that targeted effort is applied where the con-
sequences of apparently unnecessary information 
being hidden in the code are the greatest. The 
temptation might be to use the highest SIL to se-
lect the samples and this sort of approach would 
be most useful where there are multiple SIL 4 
software modules to select samples from. 

Perhaps the end user (train operator, airline, power station operator etc.) should be respon-
sible for undertaking code reviews? But surely they depend upon the independent assessor, 
the regulator and even the manufacturer themselves to assure them that the system is safe 
enough to put into use? 

It would be easy to jump to the conclusion that the answer to whether more third-party 
reviews should happen is ‘yes’ but that may be because, in the world of safety-critical sys-
tems, we tend to be risk averse and more checking tends to make us feel more comfortable.  

So, what about the standards and regulations? Perhaps they should be updated to mandate 
fully independent review of such code if the code can be accessed by any safety-related 
applications (either intentionally or otherwise). 
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Thinking about my concerns regarding the use of AI in software engineering, the company 
I work for has very strict guidelines about how, when and to what extent AI can be deployed. 

I have no idea whether we are unique or whether that is a standard approach. However, I 
do think that a cross-industry standard should be mandated that sets out certain rules re-
garding the application of AI to software engineering in safety-critical fields. I do not believe 
that the International Standard on AI, ISO/IEC 22989 [6] does this for us. Perhaps an update 
to IEC61508 is required. Currently it states (in IEC61508-3) that AI is not recommended at 
SIL 2 and above. AI has moved on a lot since the current version was published in 2010. 

Concluding Remarks 

This article has sought to question whether, in light of the train maintenance issue described 
above, the safety community (us) need to be considering more rigorous third-party reviews 
of software code. I have also used it to raise my concerns about the growing use of AI in 
software engineering and whether there needs to be a standard that covers its application 
in safety-related / critical software. 

In writing this article, I did not set out to answer these questions (it would be arrogant of 
me to suggest that I have all the answers) but to raise some awareness and pose some 
questions that might start a conversation that does indeed lead to answers. 

I often provide independent safety assessment services as part of my current role and this 
issue has certainly impacted the way I think about assessing the software and has prompted 
me to ask more probing questions about code reviews and what they have considered. 
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AI Safety: Navigating the 
Expanding Landscape of 

Potential Harms 

 

Ibrahim Habli and John McDermid look at how the emergence of Artificial Intel-
ligence (AI) is adding pressure on the safety community to rethink the bounda-
ries of safety engineering. The rise of AI is exposing a wider spectrum of harms, 
with significant moral, social and economic impacts. Can the safety-critical com-
munity realistically expand the scope of safety to address these intangible yet 
impactful AI-induced harms? 

Traditional safety management focuses on preventing accidental harm. But given that abso-

lute prevention is rarely possible, the focus of safety activities tends to shift to risk, i.e. the 
likelihood and severity of harm. The kinds of harm of particular concern are typically physical 
in nature, directed to humans, as well as to property and the environment. The increasing 
use of Artificial Intelligence (AI), whether in safety-critical applications or not, extends the 
scope further. It raises concerns about the potential of the technology to cause other signif-
icant harms [1]: moral, social, political, and economic [2]. This has led to growing pressure 
and expectations for “safety” measures to address these wider categories of harm [3], and 
the term “AI Safety” is often used to encompass managing the risks from AI for these wider 
categories of harm. Whilst such concerns might seem to fall naturally within the remit of 
safety engineering, can the safety-critical community realistically expand the scope of safety 

to address these intangible yet impactful AI-induced harms? Is such an expansive approach 
feasible, and if so, what strategies will be necessary to navigate this vast and uncharted 
territory? 
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From Physical to Psychological and Environmental Harm 

Safety-critical industries such as transport, defence and manufacturing have traditionally 
placed unique emphasis on eliminating or reducing the risk of physical harm caused by so-
ciotechnical systems on humans and on property. Death, injury, and damage to physical 
artefacts have been the core categories of concern, supported by a rigorous ecosystem of 
standards, guidelines, and best practices, which have gradually been evolved by the relevant 
subject-matter and professional communities. 

Further, in the last two decades, we have witnessed a critical and growing recognition of the 
psychological dimensions of harm. In particular, the development of highly interactive digital 
technologies and software-intensive automation systems, while enhancing performance and 
physical safety, has introduced or shed new lights on psychological risk factors. The potential 
for anxiety, stress and trauma, particularly in high-pressure environments and complex hu-
man-machine interactions, is now better understood and proactively analysed [4]. Examples 
include air traffic controllers or clinicians experiencing fatigue and burnout due to complex 
workflows or understaffed settings. 

This historically narrow scoping of harm has undergone, albeit belatedly, an expansion in 
recent years, leading to the inclusion of environmental impacts within the scope of safety 
management [5]. Driven by the climate crisis, issues such as ecological damage and pollution 
are now better recognised as potential consequences of activity in safety-critical industries, 
particularly in the transport and energy sectors. 

AI systems, mostly operating in ‘testing’ phases 

or ‘advisory’ roles, have been linked to actual 
physical, psychological and environmental harms. 
For example, in 2018, an Uber test vehicle, oper-
ating in a self-driving mode, hit and killed Elaine 
Herzberg in Tempe, Arizona [6]. This fatal acci-
dent illustrates how AI-enabled features could 
contribute, amongst other key factors, to human 
harm. The Automated Driving System (ADS), 
which relied on machine learning, inaccurately 
classified Herzberg and her trajectory.  

Automated crash avoidance, a function of the ADS, was not possible by the time the system 
predicted that a crash was imminent. While the deficiencies in the design and risk assess-
ment of ADS were highlighted as a contributory factor, the National Transportation Safety 
Board (NTSB) investigation identified the ‘failure of the vehicle operator to monitor the driv-
ing environment and the operation of the automated driving system’ as the ‘probable cause 
of the crash’. The complexity of the human-machine interaction and Uber’s safety culture, 
increased the risk of ‘automation complacency’, whereby the vehicle operator over-relied on 
the capability of ADS. 

Intent Matters 

In safety management, the focus is primarily on accidental harm, arising from errors or 
mistakes. Any harmful consequences are unintended, in contrast to deliberate harm caused 
by malicious actors. This has formed a basis for the conceptual difference between safety 
(freedom from accidental harm) and security (protection from malicious harm). It has led to 
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different specialised methods such as hazard analysis in safety engineering and attack trees 
in security engineering. However, recognising this difference alone is counterproductive [7]. 

In increasingly interconnected systems and digitised services, safety hazards can emerge 
from security vulnerabilities. An unsecured software-based system, such as a Supervisory 
Control and Data Acquisition (SCADA) system in a power plant, might expose operational 
networks to external malicious attacks, potentially triggering safety-critical industrial acci-
dents or incidents [8]. This reinforces the need for an integrated approach that transcends 
the accidental and intentional gap, perhaps with ‘risk’ as the integrating concept. We now 
accept that safety hazard analysis must proactively consider security threats as potential 
sources of harm, and cybersecurity methods must analyse the safety implications of any 
additional security controls.  

The boundaries between safety and security are even more blurred for AI systems [9]. With 
their reliance on large and often interconnected data sources, deep neural networks for 
example are particularly prone to adversarial attacks. In particular, perception and vision 
functions, implemented by these models, are vulnerable to manipulation by malicious actors, 
e.g. fooling the networks by placing small stickers on traffic signs [10], leading autonomous 
cars to misclassify stop signs and increasing the risk of collision. 

Extending AI Safety to Societal Harms 

Policy and regulatory documents already emphasise the potential benefits and dangers of 
the use of AI. This is evident in, for example, the UK’s pro-innovation regulatory approach 
to AI [11]. As outlined in the Policy Paper published in March 2023, this approach recognises 

the wide range of AI-induced harms, from the potential of the technology to ‘damage our 
physical and mental health’’ to its capacity to ‘infringe on the privacy of individuals and 
undermine human rights’.  

Increasingly, the latter two kinds of societal harms, as well as other broader kinds of ethical 
and political concerns, feature under the umbrella of AI safety [12, 13]. These include algo-
rithmic discrimination in recruitment and in the justice 
system, racial bias in accessing health and social care ser-
vices, targeted generation of misinformation by malicious 
actors, sudden shifts in the job market and overdepend-
ence on a handful of powerful AI companies. The con-
cerns go beyond the individual instances and extend to 
troubling society-wide patterns that could weaken long-
established democratic, social and regulatory institutions 
and norms. These sources of harm are not new. However, 
the scale and complexity of AI systems exacerbate and 
entrench these systemic issues. Further, the opaque na-
ture of AI systems, specifically those incorporating deep 
neural networks, which may be trained and tested using 
imbalanced and biassed data, are inaccessible and inscru-
table by those directly affected by their deployment (e.g. 
patients or pedestrians) or their representatives (e.g. reg-
ulators or advocacy groups). This leads to significant le-
gal, social and ethical responsibility gaps [14]. 

“The opaque nature of AI 
systems, specifically those 
incorporating deep neural 
networks, which may be 
trained and tested using 
imbalanced and biassed 
data, are inaccessible and 
inscrutable by those 
directly affected by their 
deployment” 
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It is also important to consider the concerns in the AI 
development process itself, i.e. ‘upstream harms’ [15]. 

These include unfair working conditions for those col-
lecting and labelling machine learning datasets, the en-
vironmental footprint of training and running founda-
tional AI models, and privacy violation around the use 
of publicly available data. That is, an AI model might be 
deemed ‘safe enough’ to use, but its development might 
raise significant ethical and even legal concerns. 

The rapidly growing landscape of AI harms raises a crit-
ical question: what is the appropriate scope for AI 
safety? To illustrate the potential for harm across vari-

ous contexts, let's consider these realistic scenarios: 

A. A generative AI system that spreads fake news, eroding confidence in independent 
regulators 

B. An AI-based sentencing system that produces racially-biassed recommendations 
C. An autonomous car that misclassifies stop signs and leads to collision 
D. An AI-based clinical-decision support system that weakens trust in human clinical judge-

ment 
E. An AI-based health screening system that is at least as performant as current non-AI 

services but underperforms for patients with dark skin 
F. Generative AI content promoted on social media that undermines confidence in election 

results 

These scenarios highlight how AI can cause harm beyond the traditional focus on physical 
or psychological impacts. There are several approaches to framing the scope of AI safety 
harms: 

1. Broad Scope: This approach addresses ethical, legal, social, political, and eco-
nomic harms (covers all scenarios) 

2. Traditional Focus: This approach prioritises physical and psychological harm to 
humans, along with physical damage to property and the environment (only sce-
nario (C) applies) 

3. Refined Focus: This approach expands option 2 by including additional harms 
from option 1 that refine existing categories in as far as the nature of the final 
harmful outcome is physical, psychological or environmental in nature (scenario 
(E) joins (C)) 

4. Direct Causation: This approach expands on option 3 by including additional 
harms from option 1 as direct causal factors (scenario (D) joins (C) and (E)) 

5. Comprehensive Approach: This approach builds on option 4 by considering 
additional harms from option 1 as contextual or indirect causal factors (scenario 
(A) joins (C), (D), and (E). Scenarios (B) and (F) might also be relevant, although 

their direct impact is harder to establish) 

  

“An AI model might be 
deemed ‘safe enough’ 
to use, but its 
development might 
raise significant 
ethical and even legal 
concerns”. 
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Option 1, while offering a holistic view, might overwhelm current safety methodologies. Op-
tion 2 is too narrow, neglecting crucial aspects. Options 3-5 offer a spectrum of possibilities, 

with Option 5 seeming the most promising. It maintains a focus on core harms (physical, 
psychological, environmental) while explicitly addressing equity in safety. Additionally, it con-
siders other potential harms (such as misinformation) as contributing factors, striking a bal-
ance between scope and feasibility. 

Where do we go from here? 

The answer does not lie in artificial boundaries or fragmented efforts. Fundamental safety 
norms endure: starting early, adopting a whole-system mindset, and maintaining safety 
through-life remain unchallenged by AI. AI or not, physical and psychological harm to hu-
mans and physical damage to property and the environment will rightly remain the focus of 
safety activities. However, an open and inclusive debate is unfolding on how to integrate 
other AI-induced harms, especially ethical and legal concerns about bias and discrimination. 
This should involve methods for assessing algorithmic fairness and meaningfully incorporat-
ing diverse stakeholders throughout the AI development process. Whether this is reflected 
in an expanded scope for safety engineering, or in a new all-encompassing “AI Safety” in-
terdisciplinary profession remains to be seen. Whichever emerges, it is clear that the next 
generation of professionals will need broader, multi- disciplinary knowledge – something we 
are seeking to foster in our UKRI Centre for Doctoral Training in AI Safety (SAINTS) [16].  

The aim of SAINTS is to train a cohort of 60 PhD students with the research expertise and 
skills necessary to ensure that the benefits of AI-enabled systems are realised without intro-

ducing harm as the systems and their environments evolve. Research will be focused on the 
lifelong safety assurance of increasingly autonomous AI systems in dynamic and uncertain 
contexts, building on methodologies and concepts in disciplines spanning AI, safety science, 
philosophy, law and the social sciences. SAINTS will bring together students and partners 
from a diversity of backgrounds and sectors to deliver a new generation of experts who 
make leading contributions to AI safety. 
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Letters to the Editor 

 

Dear Paul, 

I am writing to you in response to Gavin McCall’s presentation at SSS’24 [1]. I was disap-

pointed that someone developing software for a safety application has so little confidence 
in his own team’s ability to develop high integrity software and so much confidence that 
strangers could do better. 

Gavin’s presentation started with an example where a developer was faced with the choice 
between developing 500,000 Source Lines Of Code (SLOC) of bespoke software, and using 
open-source software instead. It is very likely that the open-source software will contain 
many features that are not needed in this particular application. Supposing the open-source 
software contains 2 million SLOC, it follows that the open-source software would need to 
exhibit a defect rate (expressed as defects per thousand lines of code) four times better 
than the bespoke software to result in the same number of defects overall. 

In my experience, most safety applications contain far less than 500,000 SLOC. It is true 
that there has been an exponential increase in the size of many software applications. Soft-
ware productivity hasn’t improved exponentially, neither have team sizes. Most of the in-
crease in code size has come from reusing third party software, including Commercial Off 
The Shelf (COTS) and open-source software. While this can be a means of delivering soft-
ware quickly when the software only needs to be “good enough”, it is not an effective means 
of developing high integrity software. I am reminded of Blaise Pascal, who wrote “I have 
made this [letter] longer than usual because I have not had time to make it shorter”. 

Gavin’s presentation used the Linux kernel as the only example of open-source software. I 

agree that the Linux kernel appears to be very reliable. I don’t know how it compares with 
operating systems targeted specifically at safety applications, such as BlackBerry QNX, Green 
Hills Software INTEGRITY or DDC-I Deos. However, Linux is much more than just the kernel. 
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It doesn’t follow that all Linux distributions are suitable for supporting safety applications. 
The SIL2LinuxMP project tried for three years to qualify Linux as a pre-existing software 

element following route 3S in IEC 61508-3, with the goal of providing a minimal run-time 
environment for safety-critical applications up to SIL 2 (See “Certifying Linux: Lessons 
Learned in Three Years of SIL2LinuxMP” [2]). The Linux Foundation’s Enabling Linux in 
Safety Applications (ELISA) project is currently looking at how to make it easier for compa-
nies to build and certify Linux-based safety-critical applications, though they emphasise they 
are not producing a safe Linux distribution (see “ELISA - Advancing Open Source Safety-
Critical Systems – ELISA” [3]). 

The fact that the Linux kernel is good does not mean that all open-source software is good. 
You cannot extrapolate from the specific to the general. Most open-source software is of 
much lower quality than the Linux kernel. I was asked to assess an open-source software 
library developed by a major corporation. The open-source software library contained 
381,512 SLOC of software, but only 5,291 SLOC of tests. This is typical of most open-source 
software developments, where the number of developers greatly exceeds the number of 
testers. 

I have been privileged to have worked with some world-class programmers, including but 
not limited to Dave Thomas [4], Peter Amey [5] and Rod Chapman [6]. The software devel-
opment process that I helped to develop at Praxis, called Correctness-by-Construction, was 
recognised by the US Department of Homeland Security as one of only four software devel-
opment processes worldwide that can consistently deliver a defect rate of less than 1 defect 
per thousand lines of code (see “Processes to Produce Secure Software” [7]). 

Open-source software is a not a silver bullet, nor is it a substitute for sound software engi-
neering practices. The processes and techniques required to deliver high integrity software 
have been well-known for decades and applied by responsible software developers. The 
state of the art continues to advance, as described by Rod Chapman in his excellent talk at 
HISC 2023: “Automated Reasoning in and about the Cloud” [8]. 

Yours, 

Eur Ing Dewi Daniels CEng FBCS 
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SSS’24 Event Report 

 

The Safety-Critical Systems Club’s annual Symposium returned in February 2024 
for another fully in-person event hosted at the Bristol Royal Marriott. Paul Hamp-
ton, the SCSC Newsletter Editor, provides highlights of the three-day event. 

Mike Parsons introduced the symposium and noted that this year’s event was very well 
attended with 176 delegates. Mike said one of the key themes of the symposium was man-
aging the risks around Artificial Intelligence (AI), and so amongst other AI-related talks, a 
special panel session was going to be held on the second day allowing delegates to pose AI-
related questions to the panel of experts. 

New for this symposium was the SCSC timeline (see page 43), and other features introduced 
last year such as the crossword, roving video interviews and a light-hearted take on last 
year’s “Room 101” where delegates could, this time, vote on the most compelling narrative 
from a panel providing stories of events that influenced or even change their system safety 
world. 
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Byzantine Generals Attack an Airbus A320 

In the first key-note speech of the Symposium, 
Dewi Daniels expanded on a talk he had previ-
ously given in 2022, which discussed an Airbus 
A320 incident involving the failure of all three 
primary flight control computers on touch-
down. 

Airbus claimed from in-service data that no 
similar fault had occurred in over 44.3 million 
flight hours, but Dewi said that another inci-
dent did occur relatively soon after his previous 
talk. Dewi said that both incidents suffered 
from the same problem – “The Byzantine Generals Problem”, first described by Leslie 
Lamport in his relatively unknown 1978 paper: “The implementation of Reliable Distributed 
Multiprocess Systems”. This was reimagined as “The Byzantine Generals Problem” in 1982, 
which presented the ideas more in a story-telling narrative, and this has now had over 
10,000 citation showing the power of storytelling in communicating ideas and concepts. 

Dewi reprised the problem Byzantine General Problem: 

• A General in charge of several Lieutenants must get agreement on common actions 
amongst the lieutenants for the overall campaign to be successful 

• However, one of the commanders is unreliable and so may send misleading messages 

to the other commanders to sabotage the campaign 

Dewi said this is effectively a form of 2/3 voting system. Lamport pointed out that if input is 
faulty then it could confuse the voting systems. Faults may also arise if the processors read 
the input at different times. 

Dewi showed how this mapped to the Airbus Flight control architecture where monitor sys-
tem were employed that would switch off a command lane if errors were detected. In the 
original Airbus incident, cross winds and bouncing on landing caused the ‘weight on wheels’ 
sensor readings to fluctuate resulting in different values being read by the monitors. Dewi 
noted that there were no system faults here, it was simply that the readings were not in 
synchronisation. In less than a second, all three primary computers had shutdown and the 
pilots were only able to stop aircraft through manual braking. 

Dewi then discussed the 2022 incident where an A320 was landing at Copenhagen during a 
cross wind and he shared the Airbus article that described the incident. Shortly after touch-
down, having deployed reverse thrusters, a pilot initiated a go-around but the aircraft veered 
to the left and did not climb as expected as only the right engine had engaged – the left 
engine remained idle. This caused the aircraft to veer to the left and the left wing only 
cleared the ground by 1ft before being able to land safely on another runway. 
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Dewi explained what happened around 
the logic of each engine’s Electronic 

Control Unit (ECU), which exhibited dif-
ferent behaviour as each engine acts in-
dependently. Due to differences in each 
engine’s sensor reading for ‘wheels on 
ground’, the left engine considering it 
was still in flight did not stow the re-
verse thruster, while the right engine 
sensing that both wheels were on the 
ground did allow the reverse thrusters 
to be stowed. 

 

Dewi said this was example of the Byzantine General’s problem with the wheel sensor being 
the ‘traitor’. He noted that neither reports mention the Byzantine general solution but Airbus 
has since performed a software update.  

Dewi said the paper is well known but not applied by certification authorities, perhaps due 
to the age of the paper, but he noted the number of citations are increasing especially in 
the last 10 years mainly coming from blockchain. Dewi said he is not claiming that systems 
need to be redesigned to Lamport’s solution but it seems to have been forgotten that the 
problem exists. Dewi concluded by asking how we can raise awareness of this problem and 

suggested it could be taught at symposiums, in academia and could be explored during 
design review. However, he said it left him with a wider concern about what other problems 
may exist with solutions that we don’t know about – the unknown unknowns – and what 
steps should be taken to uncover them. 

Safety in unmanned aviation – how much have we got and much do 
we need? 

Steve Wright from Wright Airborne Computing 
introduced himself as previously working for 
Rolls-Royce, Airbus and Universities as a lec-

turer and said he has now moved into Un-
crewed Aviation. He previously worked on 
large aircraft but is now working on uncrewed 
aircraft “crazy” vehicles. 

Steve showed a video of ‘drones through the 
internet’ where drone data was being transmit-
ted between France and the UK in real-time.  

Steve also showed some of the other unusual projects he has been working on: 

• Airborne robotics – a drone that unfolds itself and disguises itself as a brick 
• Medical package delivery for the military 
• Counterdrone aircraft 
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There have however been setbacks and Steve showed videos of drone crashes and battery 
fires and noted that the time imperative is strong and so failures are inevitable when ‘push-

ing’. 

Steve noted that reliability is never 100% especially during development and it can be fun 
building systems in ‘wild west’ environments, but there is a serious note and we are ulti-
mately trying to preserve life. Steve covered differences between his old and new lives: 

• Old: Meticulous design and tested, beautifully made, expensive and reliable 
• New: Drone aero tech – multiple technologies that have evolved, borne out of mobile 

phone development. Software that should be £1M but is open source on the internet.  

Steve then gave a live demonstration of a small toy drone and 
said it was an extraordinary piece of kit as it crams in all the 

usual flight systems you would expect in a conventional aircraft. 

Steve then talked about aerospace reliability and showed that for 
conventional aerospace accidents the tolerable failure rate lead-
ing to catastrophic events is 10-9 per flight hour. This is compared 
with toy and commodity drones that may be as low as 10-1 for 
the one he had just flown. Steve illustrated the concept of the 
gap of the six zeroes showing a graph comparing reliability of vehicles from toy drone 
through to aircraft such as F16 and Predator drones and highlighted the gap between drones 
and conventional aircraft. 

Steve made the distinction between availability – “does what we want” and integrity “ doesn’t 
do what we don’t want” and noted the latter can be a counter-intuitive way of thinking. He 
said that the approaches to regulation are different between crewed and uncrewed aircraft 
with the latter focussing more on containment of accidents (via regulation CAP 722 and 
Open-A3-1), so the vehicle is expected to fail. 

The environment is critical as well as aircraft performance and some companies like Manna 
are exploring these with urban deliveries on the west coast of Ireland – meeting the two 
considerations half way by boosting aircraft reliability and modifying the mission to reduce 
risk. 

Steve then presented his personal opinions: 

• It is not whether you crash but where and how. Availability is very low and integrity is 
more important 

• “Flyaway” is a more important risk to avoid than crashing 
• Safety personnel are disconnected from operations, so revert to no crash mindset. 

Steve’s final thoughts were: 

• Crewed aviation: it’s all about the vehicle 
• Uncrewed: it’s about mission plus environment 
• Crewed/Uncrewed want same thing (want to operate safely) – but the debate is how 

we get there. 

Steve finished his talk by describing his ground-breaking work with Aquark Technologies 
that involves dropping a scientific package in free fall (containing supercooled Rubidium 
atoms) to determine the performance of the apparatus in a zero-g environment.  
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Things That Changed My World 

At the end of the first day, Tom Anderson chaired an informal session with Phil Koopman, 
Yvonne Oakshott and Harold Thimbleby acting as panellists. Each panellist had three oppor-
tunities to tell stories that were challenging, important or entertaining and that influence 
their system-safety world. The audience then voted on their favourite story. 

Round 1 was won by Phil (47% votes) who told a story about an 8-reactor nuclear aircraft 
carrier that he had worked on previously.  

Yvonne won the second round (44% votes) with her moving story around the crash of an 
AW609 tilt rotor aircraft during development.  

The final round was won by Phil again (72% of votes) with a story about the challenges he 

faced when he was tasked with investigating an Uncommanded Acceleration (UA) event by 
inspecting source code.  

Events 

The morning of the second day started with a number 
of special events: 

• Walking Tour of Bristol 
• Bristol Cathedral Tour 
• Bristol Museum Tour 

These were all well-attended with all events being fully 
subscribed. 

System Safety for Complex Projects – The Crossrail Approach 

The second day’s keynote was given by Hayat 
Zerkani discussing the establishment of Cross-
rail and the building of the Elizabeth Line.  

She said the line is mostly deployed in tunnels, 
with 10 new stations (9 subsurface) with por-
tals and shafts for evacuation and emergen-
cies, platform screen doors and step-free ac-
cess throughout with a focus on a Central Op-
erating Centre. 

 

 

All this has been built by different joint ventures and needed to link with existing infrastruc-
ture. 
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The system is highly complex with many challenges: 

• Noise reducing rails, non-traction power, UPS for critical systems 
• Forced ventilation for cooling, control station and fire control 
• Communications-based train control (CBTC) 
• New trains  
• European Train Control System (ETCS) 
• Automatic Warning Systems (AWS) 
• Signalling systems can change between different sections 
• Rail milling trains to smooth tracks and other types of maintenance vehicle 
• Regulations from Interoperability Directive 2008/57/EC, Safety Directive 204/49/EC and 

the Common Safey Method for risk ((EU) No 402/2013, CSM-RA) 

To deal with this complexity, a more progressive handover was seen as more practicable 
rather than one as originally thought. Three stages were established:  

• trial running 
• trial operation 
• entry into passenger service 

Not all systems would need to be in place during non-passenger trial running. 

Also a number of activities to ensure consistency were undertaken, such as developing a 
project-wide hazard record (PWHR), which was a key management tool to record hazards 
and safety justifications. This was implemented as a live database in DOORS1 with a user 

friendly front end. This was maintained throughout the project and used as evidence for 
compliance with CSM-RA Regulations. 

The safety justification had several parts: railway, contract and element level and it needed 
to bring these elements together including the station, shaft, portal and railway systems. It 
also essential to show integration with Network Rail so a Safety Justification was needed for 
the interface with railway companies and Crossrail. 

This resulted in about 90 documents between contractors and Crossrail that needed to be 
maintained. Key success factors were: 

• Progressive Assurance – deferring of some functionality to later configurations 

• Safety Justification with dependencies, dependencies agreed with stakeholders and 
agreement of mitigations 

• Ensuring consistency across all contracts was essential 
• There were 600 dependencies so robust controls were required 

Lessons that were learnt: 

• reduce things into smaller more manageable components to help ensure consistency 
• make use of tools 
• focus on delivery 
• be open with safety 

• keep stakeholders engaged 

 

 

1 IBM® Engineering Requirements Management DOORS 
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Panel Discussion “Can we make safe AI?” 

 

The day concluded with Alan Simpson hosting a panel discussion with six experts in AI 
answering questions from the audience. 

The following questions were covered: 

Q1: Can we make AI safe? 
Q2: How do we make AI safe? 
Q3: How do we improve the competency of those developing AI systems? 
Q4: What is the degree of Functional Safety in AI regulation? 
Q5: Can you provide an example of the most complex AI system that has a safety case now? 
Q6: Should individuals/the community be more proactive in highlighting the dangers of AI? 
Q7: How do we prove AI systems are working correctly in law? 
Q8: What might limit the arguably unbridled expansion of AI systems? 
Q9: Would you be happy being driven by an Autonomous Vehicle? 
Q10: Why do you trust Autonomous Vehicles less than high risk human drivers? 
Q11: Can use of analysis techniques prove the absence of defects in a formal AI model? 

Q12: What could ensure ethical use of ML and would that achieve safety as a consequence? 
Q13: What advice would you give to the Safe AI Working Group? 

You can see videos of the panel’s responses to these on the event’s Programme page on the 
SCSC website: https://scsc.uk/e1007prog 

  

https://scsc.uk/e1007prog
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Poster Session 

The days talks were followed by a poster session in the main 
exhibition area where individuals and members of the SCSC 
Working Groups presented posters summarising their work 
on large presentation boards. There were many posters this 
year, which meant spreading the stands across several 
rooms. Some posters were also interactive inviting delegates 
to contribute their own ideas on the particular poster subject.  

 

Posters were presented on the following topics:  

• Dynamic Risk Assessment in Automated Vehicles: An elabo-
rated Approach to HARA 

• A Bow Tie Approach to Quantitative Risk Assessment and 
Control for Maritime Vessels 

• Towards Trustworthy AI: Legislation, Techniques and Challenges 
• SafeLLM: A Novel Framework for Safety Evaluation of Large Language Models: A Case 

Study of Offshore Wind Maintenance Planning 
• Using Rust for Safety-Critical Systems 
• Ensuring SOTIF for Off-Highway Autonomous Vehicles 
• Adaptive Safety Measures: A Concept to Optimize Safety in Automated Driving Systems 

• Safety and Complexity (Paper: How do we make the case for “Safe” software and AI 
systems? - the Horizon Example) 

• IEC 63187: Systems engineering – System safety Complex systems and defence appli-
cations 

• Safety and Complexity 
 
And posters from the Working Groups: 
• Safety Culture Working Group 
• Assurance Case Working Group 
• Data Safety Initiative Working Group 
• Multi-Core Working Group 

• Systems Approach to Safety of the Environment 
Working Group 

• Safety of Autonomous Systems Working Group 
• Service Assurance Working Group 
• Safer Complex Systems Working Group 
• Security Informed Safety Working Group 
• Ontology Working Group 

See page 51 for more details of most of the posters. 
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Safety Timeline 

A new feature for this symposium was the Safety Time-
line where delegates were invited to add safety events 
that are important to them to a timeline stretching from 
1400 to the current year. This was for example, filled by 
notable accidents such as Chernobyl (1984) and the 
Challenger Disaster (1986). The intention is to present 
the captured information in an interactive form on the 
SCSC website so that the timeline can be explored in 
more detail and new events can be added.  

Banquet 

The end of the second day concluded with the 
traditional symposium banquet in the fine Palm 
Court Room at the hotel.  

After an excellent meal, the attendees were en-
tertained by Simon Davies from Vertical Aero-
space who gave a talk and presentation on avia-
tion and his role as test pilot for the new class of 
electric Vertical Take-Off and Landing (VTOL) 
aircraft currently under development by his com-

pany amongst others.  
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The ‘Golden Thread’ of Information: A Systems Approach to 
Construction  

The first keynote speech on the final day was 
given by Mikela Chatzimichailidou, Professor in 
Design for Mobility, Health, People and Society 
at UCL.  

She covered three main areas in her talk: 

• Background: motivation and literature 
• Applied research: scope and publication 
• Findings: Benefits and Challenges 

Background 

Mikela started by saying that construction came into her life after the 2017 Grenfell tower 
block fire that she witnessed firsthand from another building. 

She said that the resulting independent review of building regulations and fire safety (the 
Hackitt Report), concluded that there were four main problems: 

• Ignorance, regulations are not always read and often misunderstood and misinterpreted 
• Indifference and commercial imperatives to deliver quickly and cheaply 
• Lack of clarity on roles and responsibilities 
• Inadequate oversight throughout the lifecycle 

The proposed solution is to start thinking about the building as a system (it has a life) and 
she introduced the report’s “golden thread of information”, this being a tool – intended to 
be a digital platform – to manage all buildings as systems and to allow people to use digital 
records (acting as a database and single source of truth) to safely and effectively design, 
construct and operate residential buildings.  

Applied Research 

Mikela then went on to say that there is much innovation in modernising methods of con-
struction, such as modular construction (constructing components offsite and assembling), 

sustainable building and 3D printed houses.  

There is however debate as to whether Modern Method of Construction (MMC) building is 
safe and so Mikela along with an industrial research student undertook research (including 
a review of 74 relevant papers) to examine the link between Building Information 
Model/Modelling (BIM) systems, safety management and MMC. Mikela described BIM as a 
process with the output being the digital twin –  the virtual representation of the system to 
be operated. 

A BIM system can enable the duty holders to ensure accuracy and quality of design and 
construction, which are crucial for building-in safety up front and gives stakeholders access 
to a database from which to draw evidence. 

Key findings from the research were categorised into three areas: training & warning, safety 
inspection and crane management. 
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Training: BIM can enhance training  by supporting a virtual, interactive learning environ-
ment. 

Safety Inspection: From manufacturing to construction, BIM-based dynamic automatic 
detection systems can effectively identify possible safety risks in modular construction. 

Crane Management: operators and managers can more intuitively and accurately analyse 
potential conflict factors and find unreasonable lifting plans, thereby avoiding casualties 
caused by crane collision. 

BIM therefore provides an opportunity to link worker safety and building safety under system 
safety to achieve the “golden thread of truth”. 

Mikela provided some conclusions:  

• Buildings are complex 
• Safety is a system’s property, an emergent property 
• Manage safety through requirements that are traceable throughout the building lifecycle 
• BIM can be used to achieve the golden thread 
• The golden thread brings together worker safety and building safety under system 

safety 

There are challenges however, and Mikela provided eight challenges such as data protection, 
data assurance and skills shortage. 

Mikela concluded with perspectives that are important not to forget:  

• Digital tools are not here to replace human thought, critical thinking and evaluation still 
need to go into safety management; we should treat these as decision support tools 

• Need to be confident about data assurance, its provenance, who has access and for 
how long and data quality 

• Use of tools should be accompanied by contract commitments, for example, by putting 
use of BIM into contracts 

• Seeing is believing – target and share successful case studies but be transparent 
• It’s a team effort, policy and practice need to go hand in hand 
• One size doesn’t fit all – be mindful of project specifics and nuances 
• Need to remember the contribution being made in social/public values 

Safe by Design – Autonomous Vehicle Systems 

Adiac Aguilar from Volvo Cars works on electronics 
and software platforms for Autonomous Vehicles 
(AV) and he gave his keynote talk on the ‘Safety by 
Design’ methodology. Adiac presented remotely 
having been unable to attend the symposium in 
person. 

Adiac started by introducing the foundations of 
Safe by Design. This is based on a safety blueprint 

of the methodology’s process and principles than 
involves safety culture, Continuous Improvement 
(CI) and human/machine/environment considerations.  
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The process starts with Hazard/Threat Analysis and covers System Safety and Cybersecurity 
streams.  

Safety (Assurance & Risk) Management Systems are required to ensure a Safety Manage-
ment System (SMS) is established covering Safety Policy, Safety Processes, Safety Risk Man-
agement, Safety Assurance and Safety Product Development.  

Architecture Design for Safety 

Adiac showed a high-level block diagram for an AV Architecture comprising: 

• Communication 
• Decision Making 
• Perception 

• Power Management and Control 

He stressed the importance of designing robust and fault-tolerant architectures to mitigate 
safety risk.  

V&V for Safety Assurance: Adiac also stressed the importance of rigorous testing and 
validation to verify the effectiveness and reliability of safety measures. Integration of V&V 
throughout the development lifecycle is also important. 

Safety Culture and Organisational Practices 

It is important to foster a strong safety culture to promote safe behaviours and attitudes. 
Integration of organisation practices and policies will support and reinforce safety culture. 

Adiac discussed the Safety Culture Framework covering:  

Leadership Commitment, Employee Engagement, Communication, Safety Training, Contin-
uous Improvement, Organisational Practices, Incident Reporting and Safety Committee. 

Ethical Considerations 

Adiac concluded by covering ethical considerations in three section:  

• Ethical Dilemmas: trolly problem, allocation of responsibility between human and Artifi-
cial Intelligence (transition between level 3 and 4) 

• Ethical Principles: safety transparency, accountability, fairness, privacy and social re-
sponsibility 

• Ethical Frameworks: IEEE ethically aligned design framework, ISO/other standards, 
NHTSA Federal Automated Vehicle Policies 
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Breaking the Tyranny of Net Risk Metrics for Automated Vehicle 
Safety 

The last keynote speech2 was from Phil Koopman from Carnegie Mellon University.  

 

Phil noted that all Autonomous Vehicle (AV) manufacturers advertise as having safety as 
their first priority and the messaging that he is seeing is that these companies are saving 
lives, but the reality in his view is that a lot more miles will be required to prove it with 
sufficient confidence.  

Robotaxi, for example, claimed in 2023 that humans are ‘terrible drivers’ citing 92% fewer 
collisions but the statistic only included ‘at fault’ accidents and hence, for example, did not 
count left turn faults so the statistics are potentially skewed. 

There are however counterexamples where, for example, a Cruise robotaxi rear-ended an 
articulated bus seemingly ignoring the back half of the bus despite having LiDAR sensors. 
Phil said that “Robots won’t drive drunk but will drive stupid”; humans will make same errors 
but for other reasons. 

Further occurrences took place in August 2023 when an AV drove into cement and a crash 

into a fire engine resulted in the company being told to halve their fleet. The messaging that 
‘robots were good and humans terrible’ has set companies up for a fall. 

In San Francisco, Waymo have a better record but are not blame free. Phil noted that they 
are not required to report things where people were not injured but there have been safety-
related incidents where incapacitated vehicles stop access to emergency vehicles. 

 

2 Phil's talk is based on a paper in the Safety Critical Systems eJournal, "Breaking the Tyranny 

of Net Risk Metrics for Automated Vehicle Safety" by Philip Koopman and William H. Widen 
https://scsc.uk/scsc-191 

 

https://scsc.uk/scsc-191
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Nobody knows when AVs will be safer than humans but Phil believes companies are over-
stating the position and in fact possibly distorting the story. Phil estimates that 300+millions 

miles are required but they have only 5-8 at the moment.  

A Cruise vehicle in Aug 2023 also drove into a road closed area and Phil asked if that was 
safe; there is more to it even when no harm is done. 

The drive to demonstrate that AVs are safer than humans is called Positive Risk Balance but 
Phil said there is a lot more to it and there are other factors that need to be considered: 

#1 Positive Risk Balance (PRB): means safer than a human driver, but which: (under 
influence, speeders, distracted, drowsy, older drivers, state and infrastructure) – national 
average are meaningless. What kind of vehicle – those with auto breaking are safer rather 
than older vehicles. 
#2 Avoid risk transfer: are children more at risk, or cyclists? There is a problem if some 
specific demographics will lose out so we shouldn’t increase a group’s risk and so adds 
additional constraints on safety from PRB. 
#3 Avoid Negligent Driving: establish a duty of care to other road users. There is no 
precedent for an AV. Product liability different from tort and liability. Should be similar to a 
human driver being negligent. Miles driven is no protection from culpability. 
#4 Standards and expectation on safety: only one of the standards are currently re-
quired. 
#5 Fine-grain risk & regulators: want to avoid regulatory recalls. Recalls always relate 
to specific behaviour such as rolling through stop signs; saving lives is not enough to avoid 

recalls. Regulators are struggling to predict safety outcomes in advance.  
#6 Ethical & Equity Concerns: Ride Hail made promises with disappointing results. La-
bour issues, cheap taxi undermines safety, ethical & related concerns eg: testing risk im-
posed upon vulnerable people and no independent technical oversight is required. 
#7 Sustainable trust: trust-degrading rhetoric. Unreasonable claims and relentless blame 
on humans. Lobbying for municipal pre-emption. Need more trust and need to talk with and 
not “at” with more transparency on incidents and corrective actions. Need to state release 
criteria and performance metrics.  

Phil concluded by saying that if you want to claim an AV system is safe then all these points 

need to be addressed. 
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Crossword Competition 

The SCSC Safety System crossword was first published in 
the Oct 2023 edition of the newsletter and was also given 
to delegates to complete during the symposium. There 
were 13 entries in total, and the winner was drawn from 
the correct entries in the ‘hat’ by Mitali Atkins with the win-
ner receiving a £250 gift voucher. 

The answers to the crossword are given below.  
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Supporting the 
Development of an 

Inclusive Tech Industry 
Women's Tech Hub grew from our shared love of working in tech, alongside our awareness 
of the lack of diversity. Our mission is to support the development of a tech industry that is 
inclusive of all so that it reflects the wider society. 

Women’s Tech Hub exists to encourage none-included groups, primarily gender-related who 

are in, or interested in tech to help support and develop their careers within the industry. 

We aim to create a support system for women in tech, focusing on practical strategies such 
as workshops, career support, peer mentoring, informal discussions and signposting to train-
ing and other career solutions. We run regular workshops, meetups and events such as our 
supportive careers fairs and small conferences.  We recognise that the more we support 
each other, the more we can get out there and inspire others. 

Networking 

We support via our networking events as well as signposting other local tech-related 
groups which we often co-host such as ‘CodeHub’ and the ‘Bristol Data and Machine 
Learning group’.  We aim to help local tech companies create a more diverse and 
inclusive workplace culture that benefits everyone, through running the local chapter 

of Girl Geek Dinners and our careers fairs. 

Our events 

We run regular events and networking opportunities including Workshop Wednesday and 
Girl Geek Dinners. We also try to keep an eye out on events of interest including tech 

conferences, meetups and any events that we run for our partners. 

Support 

Women’s Tech Hub provides a range of support services for women in tech, aimed at 
increasing diversity and gender equality in the tech industry. 

Recruitment 

We realise that part of the issue with seeing more diversity within the tech industry is 
related to the recruitment pipeline.  We have considered this and feel that the best option 
is to understand the pipeline issues and remove them as much as possible. For that we 
offer lightweight and reasonably priced jobs boards and passive recruitment. Rather than 
charging you an arm and a leg we simply act as match makers and advise on both sides 

of the recruitment process. 

www.wthub.org 

 

https://www.wthub.org/
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SSS’24 Poster Sessions 
As mentioned in the SSS’24 Symposium Report on page 35, the second day’s talks concluded 
with a poster session where delegates were able to see a visual snapshot summarising the 
work and developments of particular groups such as the SCSC Working Groups. Each poster 
was attended by representatives from the group, who were happy to discuss the work with 
delegates in more detail. 

Each poster is reproduced in the following pages for reference and a full pdf version of the 
poster can be seen by clicking on each image. The posters are: 

• Dynamic Risk Assessment in Automated Vehicles: An elaborated Approach to HARA (Ni-

kita Bhardwaj Haupt, Peter Liggesmeyer - RPTU Kaiserslautern) 
• Towards Trustworthy AI: Legislation, Techniques and Challenges (George Mason and 

Greg Chance - Frazer-Nash Consultancy) 
• SafeLLM: A Novel Framework for Safety Evaluation of Large Language Models: A Case 

Study of Offshore Wind Maintenance Planning (Connor Walker, Callum Rothon, Koorosh 
Aslansefat, Yiannis Papadopoulos, Nina Dethlef - AURA CDT, University of Hull) 

• Using Rust for Safety-Critical Systems (Jonathan Pallant - Ferrous Systems UK Limited) 
• Ensuring SOTIF for Off-Highway Autonomous Vehicles (Paul Darnell, Pavan Kumar, Ross 

McMurran, Ravindra Sabbella - 3SK) 
• Adaptive Safety Measures: A Concept to Optimize Safety in Automated Driving Systems 

(Anil Ranjitbhai Patel, Peter Liggesmeyer - RPTU Kaiserslautern) 
• IEC 63187: Systems engineering – System safety Complex systems and defence appli-

cations (James Inge) 
• Safety and Complexity (David Slater, Cardiff University) 
• SCSC Working Group developments: Safety Culture, Assurance Case, Data Safety Initi-

ative, Multi-Core, Systems Approach to Safety of the Environment, Safety of Autono-
mous Systems, Service Assurance, Safer Complex Systems, Security Informed Safety 
and Ontology. 
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https://scsc.uk/re1007.6:1
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https://scsc.uk/re1007.74:1
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https://scsc.uk/re1007.9:1
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https://scsc.uk/re1007.3:1
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https://scsc.uk/re1007.10:1
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https://scsc.uk/re1007.25:1
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https://scsc.uk/re1007.27:1
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https://scsc.uk/re1007.29:1
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Recent Safety Publications 

 
Patient Safety – Stories for a 

digital world 
www.ama-

zon.co.uk/dp/1399975420 

 
Safety Assurance Objectives 
for Autonomous Systems. 

scsc.uk/scsc-153C 

 
Proceedings of the 32nd Safety-
Critical Systems Symposium. 

scsc.uk/scsc-188 

   

 

Service Assurance Guidance 
Version 4.0. Jan 2024 

scsc.uk/scsc-156D 

 

Guidance on the manage-
ment of data safety risks 

(V3.6) 
scsc.uk/scsc-127I 

 
Safety-Critical Systems eJournal 

vol.3 no.1 
Winter Issue 2023 

scsc.uk/scsc-191 

   

 
Safety Culture Working Group 

Position Paper 
Edition 1. Dec 2023 

scsc.uk/scsc-189 

 
Safety-Critical Systems 

eJournal vol.2 no.2 
Summer Issue 2023 

scsc.uk/scsc-186 

 
Proceedings of the 31st Safety-Crit-

ical Systems Symposium. 

scsc.uk/scsc-179 

https://www.amazon.co.uk/dp/1399975420
https://www.amazon.co.uk/dp/1399975420
https://scsc.uk/scsc-153C
https://scsc.uk/scsc-188
https://scsc-156d/
https://scsc.uk/scsc-127I
https://scsc.uk/scsc-191
https://scsc.uk/scsc-189
https://scsc.uk/scsc-186
https://scsc.uk/scsc-179
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60 Seconds with …  
Carmen Carlan 

Carmen Carlan has been working on topics related 
to the safe development of complex systems for nine 
years. Currently, she works as a system safety engi-
neer at Edge Case Research (ECR), where she helps 
commercial clients solve the challenges they face re-
lated to the safety assurance of AVs in the automo-

tive domain. 

She also works on publicly funded research projects, 
keeping in touch with the state of the art in the do-
main of trustworthy artificial intelligence.  

Further, Carmen occupies the position of Director of 
Safety Products, overviewing the development and management of ECR's safety 
products, such as the Open Autonomy Safety Case Framework, the nLoop plat-
form, and templates for various safety work products in compliance with stand-
ards such as ISO 26262, ISO 21448, or MIL-STD 882.  

Previously, she worked on her dissertation on developing and maintaining 
model-based safety cases. Carmen has also recently joined the SCSC Steering 
Group. 

What first attracted you to working in the field of System Safety? 

The idea that working in this field allows me to implicitly help people, by protecting them 
from accidents. 

What aspect of your career are you most proud of? 

The fact that I managed to transfer part of my research to industry projects. 

Tell us one interesting unusual fact about yourself! 

I am a Christian Orthodox and, personally, I think that being a Christian also helps with 
being a good system safety engineer, as Christianity is all about no discrimination, which is 
especially now relevant, given the usage of Artificial Intelligence (AI) in safety-critical appli-
cations, and trying to not harm anyone.  
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What advice would you give to yourself age 12?  

Enjoy the carefree life and use the time to read as much as you can. I am an avid reader, 
but these days I only get to read books/articles for my job, and I rarely find the time for 
reading a novel, for example. 

What future changes would you like to see in the field of System 
Safety? 

I would like to see more courses on system safety engineering in German universities. Also, 
I would like to see more interaction between AI experts, safety engineers, security engi-
neers, and people working on ethics. Further, I think there is a need to soon have experts 
on both AI and safety engineering. Last but not least, I want to see that companies stop 

treating safety as an afterthought.  

What’s your most favourite quote or motto? 

"Both religion and science need for their activities the belief in God, and moreover God 
stands for the former in the beginning, and for the latter at the end of the whole thinking. 
For the former, God represents the basis, for the latter – the crown of any reasoning con-
cerning the world-view." – Max Planck, Religion und Naturwissenschaft, Leipzig: Johann 
Ambrosius Barth Verlag, 1958, 27 

If you could learn to do anything, what would it be? 

Currently, I think I have to learn more about AI. 

If you could be any fictional character, who would you choose? 

Sherlock Holmes. I love his perseverance and determination in solving complicated prob-
lems. However, for now, I’ll stick to solving problems in system safety engineering. 

Artificial Intelligence - a positive revolution or are we all doomed!? 

I think we just need to wait and see (: 
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Connect 
The Newsletter and eJournal 

Do you have a topic you’d like to share with the systems safety community? Perhaps an 
interesting area of research or project work you’ve been involved in, some new 
developments you’d like to share, or perhaps you would simply like to express your views 
and opinions of current issues and events. There are now two publishing vehicles for content 
– shorter, more informal content, can be published in the Newsletter with longer, more 
technical peer-reviewed material more suitable for the eJournal. If you are interested in 
submitting content, then get in touch with Paul Hampton for Newsletter articles: 

paul.hampton@scsc.uk or John Spriggs for eJournal papers: john.spriggs@scsc.uk  

 

The SCSC Website 

Visit the Club’s website thescsc.org for more details of the Safety-
Critical Systems Club including past newsletters, details of how to 
get involved in working groups and joining information for the var-
ious forthcoming events. 

Facebook 

Follow the Safety-Critical Systems Club on its very own Facebook page. 

www.facebook.com/SafetyClubUK 

 

X/Twitter 

Follow the Safety-Critical Systems Club’s X/Twitter feed for brief updates on 
the club and events: @SafetyClubUK 

LinkedIn 

You can find the club on LinkedIn. Search for the Safety-Critical Systems Club or 
use the following link: 

www.linkedin.com/groups/3752227 
 

Advertising 

Do you have a product, service or event you would like to advertise in the Newsletter? The 
SCSC Newsletter can reach out to 1,000’s of individuals involved in Systems Safety and so 
is the perfect medium for engaging with the community. For prices and further details, 

please get in touch with the Newsletter Editor.  

mailto:paul.hampton@scsc.uk
mailto:john.spriggs@scsc.uk
https://d.docs.live.net/e20ae1a9aebfe47e/My%20Documents/SCSC%20Newsletter/Volume%2029%20Nos%202%20-%20May%202021/thescsc.org
https://www.facebook.com/SafetyClubUK
https://www.linkedin.com/groups/3752227/
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SCSC Working Groups 
The Safety-Critical Systems Club is committed to supporting the activities of working groups 
for areas of special interest to club members. The purpose of these groups is to share in-
dustry best practice, establish suitable work and research programmes, develop industry 
guidance documents and influence the development of standards. 

 

Assurance Cases 

The Assurance Cases Working Group (ACWG) has been estab-

lished to provide guidance on all aspects of assurance cases in-
cluding construction, review and maintenance. The ACWG will:  

• Be broader than safety, and will address interaction and con-
flict between related topics 

• Address aspects such as proportionality, rationale behind the 
guidance, focus on risk, confidence and conformance 

• Consider the role of the counter-argument and evidence and 
the treatment of potential bias in arguments 

 

In Aug 2021, the group published v1.0 of the Assurance Case Guid-
ance: scsc.uk/scsc-159 

 

 

One of the working group’s activities is the maintenance of the 
Goal Structuring Notation (GSN) Community standard.  

See scsc.uk/gsn for further details. 

In May 2021, the group published v3.0 of the standard: 

scsc.uk/scsc-141C 

 

 

 

 

 

Lead Phil Williams phil.williams@scsc.uk 

 

 

https://scsc.uk/scsc-159
file:///C:/Users/hamptonp/AppData/Roaming/Microsoft/Word/scsc.uk/gsn
https://scsc.uk/scsc-141C
mailto:phil.williams@scsc.uk
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SCSC Working Groups 
Security Informed Safety 

The Security Informed Safety Working Group (SISWG) aims to 
capture cross-domain best practice to help engineers find the 
‘wood through the trees’ with all the different security stand-
ards, their implication and integration with safety design prin-
ciples to aid the design and protection of secure safety-critical 
systems and systems with a safety implication. 

The working group aims to produce clear and current guidance 
on methods to design and protect safety-related and safety-
critical systems in a way that reflects prevailing and emerging 
best practice.  

The guidance will allow safety, security and other stakeholders 
to navigate the different security standards, understand their 

applicability and their integration with safety principles, and ultimately aid the design and 
protection of secure safety-related and safety-critical systems. 

Lead Stephen Bull stephen.bull@scsc.uk 

 
 
 
Data Safety Initiative 

Data in safety-related systems is not sufficiently addressed in 
current safety management practices and standards.  

It is acknowledged that data has been a contributing factor in 
several incidents and accidents to date and there is foreseeable 
harm that can arise from Machine Learning and Large Language 
Models' use of data by Artificial Intelligence (AI) systems that 
are subject to issues of biasing, interpretation and, arguably, 
falsification. There are clear business and societal benefits, in 
terms of reduced harm, reduced commercial liabilities and im-
proved business efficiencies, in investigating and addressing 
outstanding challenges related to safety of data. 

The Data Safety Initiative Working Group (DSIWG) aims to have 
clear guidance on how data (as distinct from the software and hardware) should be managed 
in a safety-related context, which will reflect emerging best practice. 

An update to the guidance (v3.6) was published in Jan 2024: scsc.uk/scsc-127I 

Lead Mike Parsons mike.parsons@scsc.uk 

mailto:stephen.bull@scsc.uk
https://scsc.uk/scsc-127I
file:///C:/Users/Lamb%20Bones/AppData/Roaming/Microsoft/Word/mike.parsons@scsc.uk
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SCSC Working Groups 
Safe AI 

The SCSC Safe AI Working Group (SAIWG) aims to capture cross-domain best practice and 
guidance on key topics within the design, evaluation, assurance, and approval of safety 
systems that use or are developed using AI, bringing together emerging standards and key 
results from the incredible amount of research being conducted into AI safety. 

The working group was kicked-off at SSS’24 and is led by Alan Simpson. The SAIWG will 
conduct regular meetings, workshops, and publications to share knowledge and experience 
on various topics related to AI and safety systems, such as coordination of safety with other 

disciplines, evaluation of risk, and mapping of terminology and language. 

Lead Alan Simpson alan.simpson@ebeni.com 

 

Safety of Autonomous Systems 

The specific safety challenges of autonomous systems and the 
technologies that enable autonomy are not adequately ad-
dressed by current safety management practices and stand-
ards.  

It is clear that autonomous systems can introduce many new 
paths to accidents, and that autonomous system technologies 
may not be practical to analyse adequately using accepted cur-
rent practice. Whilst there are differences in detail, and stand-
ards, between domains many of the underlying challenges ap-
pear similar and it is likely that common approaches to core 
problems will prove possible. 

The Safety of Autonomous Systems Working Group (SASWG) 
aims to produce clear guidance on how autonomous systems 

and autonomy technologies should be managed in a safety-related context, in a way that 
reflects emerging best practice. 

The group will work closely with the new Safe AI Working Group (SAIWG) as AI is used 
extensively in Autonomous Systems. 

The group published v4 of its guidance Safety Assurance Objectives for Autonomous Sys-
tems, in Feb 2024 scsc.uk/scsc-153C 

Lead Philippa Ryan pmrc@adelard.com 

 

 

 

mailto:alan.simpson@ebeni.com
https://scsc.uk/scsc-153C
mailto:pmrc@adelard.com
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Multi- and Manycore Safety 
It is becoming harder and harder to source single-core 

devices and there is a growing need for increased pro-
cessing capability with a smaller physical footprint in 
all applications. Devices with multiple cores can per-
form many processes at once, meaning it is difficult to 
establish (with sufficient evidence) whether or not 
these processes can be relied upon for safety-related 
purposes.  

Parallel processes need to access the same shared re-
sources, including memory, cache and external interfaces, so they may contend for the same 
resources. Resource contention is a source of interference which can prevent or disrupt 

completion of the processes, meaning it is difficult to know with a defined uncertainty the 
maximum time each process will take to complete (Worst Case Execution Time, WCET) or 
whether the data stored in shared memory has been altered by other processes. 

The Multi- and Manycore Safety Working Group (MCWG) has been established to explore 
the future ways of assuring the safety of multi- and manycore implementations. 

Lead Lee Jacques Lee.Jacques@leonardocompany.com 

Safer Complex Systems 
The Safer Complex Systems Working Group (SCSWG) builds on the 

IET/RAE work already done in this area. It is recognised that the RAE 
work is ongoing and collaboration is encouraged. The group’s mission is 
to produce practical guidance on developing, managing and assuring 
complex systems throughout their lifecycle (so as to achieve and justify 
their safety).  

The following provides a statement of the problem: 

• It is acknowledged that complex systems are becoming more prevalent with more op-
portunities to cause harm 

• There are also new complex systems arising from using combinations of existing sys-
tems and services which are then used for safety purposes  

• Complex systems are not sufficiently addressed in current safety management practices 
and standards 

• In particular, complex interactions and emergent behaviours are not currently assessed 
and managed sufficiently 

• There could be benefit in developing new analysis, tools and techniques to manage 
complex system risks 

• There are clear business and societal benefits, in terms of reduced harm, reduced lia-
bilities and improved business efficiencies, in improved management of complex sys-
tems risk 

Contact the group lead if you would like to attend future meetings or find out more about 
the working group. 

Acting Lead Mike Parsons mike.parsons@scsc.uk 

mailto:Lee.Jacques@leonardocompany.com
file:///C:/Users/Lamb%20Bones/AppData/Roaming/Microsoft/Word/mike.parsons@scsc.uk
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SCSC Working Groups 
Service Assurance 

Risks presented by safety-related services are rarely explicitly recog-
nised or addressed in current safety management practices, guide-
lines and standards. It is likely that service (as distinct from system) 
failures have led to safety incidents and accidents, but this has not 
always been recognised. The Service Assurance Working Group 
(SAWG) has been set up to produce clear and practical guidance on 
how services should be managed in a safety-related context, to reflect 

emerging best practice.  

The group published guidance v4.0 in Jan 2024: scsc.uk/scsc-156D 

Lead Kevin King kevin.king@baesystems.com 

 

SCSC Safety Culture 
The Safety Culture Working Group (SCWG) has been estab-
lished to provide guidance on creating and maintaining an ef-
fective safety culture. The group seeks to improve safety cul-
ture in safety-critical organisations focussed on product and 
functional safety, by sharing examples and latest approaches 
collated from real-life case studies. 

Meetings provide an opportunity to discuss any particular aspects attendees are interested 
in taking forward, and to help set future directions for the group. 

In Dec 2023, the group published a position paper for assessing and managing safety cul-
ture. https://scsc.uk/r189:1 

Lead Michael Wright  michael.wright@greenstreet.co.uk 
 

Systems Approach to Safety of the Environment 
The Systems Approach to Safety of the Environment Working Group 
(SASEWG) is a new group intending to apply Systems Safety prac-
tices to systems that are embedded within the natural environment, 
while focussing on that environment. 

The group aims to produce clear guidance on how engineered sys-
tems should be developed and managed throughout their entire 
lifecycle so as to preserve, protect and enhance the environment. 

Please get in touch with the working group lead if you would like to 
join or find out more about this group. 

Lead James Inge james.inge@scsc.uk 

https://scsc.uk/scsc-156D
mailto:kevin.king@baesystems.com
https://scsc.uk/r189:1
mailto:%20michael.wright@greenstreet.co.uk
mailto:james.inge@scsc.uk
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SCSC Membership 
The SCSC provides a range of services to the System Safety community including seminars, 
tutorials, leadership events, specialist topic working groups, the annual symposium and a 
comprehensive body of publications. Membership brings many valuable benefits such as free 
access to online events, the SCSC Newsletter and access to presentations and other re-
sources from events. 

Individual Membership 

To become an individual member of the SCSC please register on the SCSC website using the

 icon at the top right of any page and select "Register". Complete and save your account 
registration and then verify your email address. Once registered and logged in click the link 
"why not join the SCSC..." inviting you to become a member at the top right of the page or 

select "Pay membership" from the  icon. 

Individual membership can be paid online using a credit/debit card through our secure pay-
ment partner Realex Global Payments or contact Alex King for other payment methods. For 
student or retired member rates please contact Alex King to get your account status 
changed. 

Corporate Membership 

Your company contact with the SCSC should arrange the membership and any renewals for 
your organisation. To join as a member covered by a corporate membership, register as per 
the instructions for an individual member and then contact Alex King to confirm your affilia-
tion. 

Renewing Membership 

You should be notified by email when your membership is almost expired or shortly after it 
has expired. These notifications will contain a link to the online renewal page or you will be 
able to renew when logging onto the website through the ‘click to renew’ link. 

Membership Fees 

The following fees are applicable for new and renewing members: 

• 1 year Individual Membership: £145 
• 2 year Membership: 13% discount: £250 
• 3 year Membership: 19% discount: £350 
• 1 year SFI Membership: FREE for first year, £35 for years 2 & 3 
• 1 year Membership, retired member rate: £35 
• For Corporate Membership discounts contact Alex King 

A one-month Publication Pass is also available for £15. This allows access to all SCSC website 

publications in a particular calendar month. 

Contact Alex King using office@scsc.uk 

mailto:office@scsc.uk
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The SCSC Steering Group 
 

 

Tom Anderson 
Honorary member 

 

Robin Bloomfield 
Honorary member 

 

Stephen Bull 

stephen.bull@scsc.uk 
 

Carmen Carlan 

carmen.carlan@scsc.uk 

 

Dewi Daniels 

dewi.daniels@scsc.uk 
 

Dai Davis 
Honorary member 

 

Jane Fenn 

jane.fenn@scsc.uk 
 

Paul Hampton 

paul.hampton@scsc.uk 

 

Louise Harney 

louise.harney@scsc.uk 
 

James Inge 

james.inge@scsc.uk 

 

Brian Jepson 

brian.jepson@scsc.uk 
 

Graham Jolliffe 
Honorary member 

 

Tim Kelly 
Honorary member 

 

Alex King 

alex.king@scsc.uk 

 

Mark Nicholson 

mark.nicholson@scsc.uk 
 

Yvonne Oakshott 

yvonne.oakshott@scsc.uk 

 

Wendy Owen 

wendy.owen@scsc.uk 
 

Mike Parsons 

mike.parsons@scsc.uk 

 

Davy Pissoort 

davy.pissoort@scsc.uk 
 

Felix Redmill 
Honorary member 

 

Roger Rivett 

roger.rivett@scsc.uk 
 

John Spriggs 

john.spriggs@scsc.uk 

 

Sean White 

sean.white@scsc.uk 
 

Phil Williams 
Honorary member 

mailto:stephen.bull@scsc.uk
mailto:carmen.carlan@scsc.uk
mailto:dewi.daniels@scsc.uk
mailto:yvonne.oakshott@scsc.uk
mailto:wendy.owen@scsc.uk
mailto:mike.parsons@scsc.uk
mailto:davy.pissoort@scsc.uk
mailto:roger.rivett@scsc.uk
mailto:john.spriggs@scsc.uk
mailto:phil.williams@scsc.uk
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Club Positions 
The current and previous (marked in italics) holders of club positions are as follows: 

 

Managing Director 

Mike Parsons 2019- 

Tim Kelly 2016-2019 
Tom Anderson 1991-2016 

Steering Group Chair 

Roger Rivett 2019- 

Graham Jolliffe 2014-2019 
Brian Jepson 2007-2014 
Bob Malcolm 1991-2007 

  
Programme & Events 
Coordinator 

Mike Parsons 2014- 

Chris Dale 2008-2014 
Felix Redmill 1991-2008 

Manager 

Alex King 2019- 

 
Honorary Solicitor 

Dai Davis 2022- 

  
Newsletter Editor 

Paul Hampton 2019- 

Katrina Attwood 2016-2019 
Felix Redmill 1991-2016 

University of York Coordinator 

Mark Nicholson 2019- 

 

Website Editor 

Brian Jepson 2004- 

  
eJournal Editor 

John Spriggs 2021- 

 

Administrator 

Alex King 2016- 

Joan Atkinson 1991-2016 

  
Diversity, Equity and Inclusion 
(DE&I) Lead 

Wendy Owen 2023- 

Safety Futures Initiative Leads 

Khadijah Khatun 2024- 
Zoe Garstang 2019-2024 
Nikita Johnson 2019-2021, 2023-2024 
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Calendar 
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Events Diary 

 

21 May 2024 

SCSC Working Group 
Zoom 4pm-5pm 

SCSC 84th Data Safety 
Initiative Working Group 
Meeting 

scsc.uk/e1127 

4-7 June 2024 

Conference 
Ferrara, Italy 

Safe Process 2024: 12th 
IFAC.  
safeprocess2024.eu 

11-14 June 2024 

Conference 
Barcelona, Spain 

Ada-Europe: 28th Int.  
ada-
europe.org/conference2024 

12-13 June 2024 

Conference 
Tampere, Finland 

Safety of Industrial 
Automated Systems  
automaatioseura.fi/sias2024 

23-27 June 2024 
Conference 

Cracow, Poland 

34th European Safety and 

Reliability Conference  
esrel2024.com 

24-27 June 2024 
Conference 

Brisbane, Australia 

The 54th Annual IEEE/IFIP 

International Conference 
dsn2024uq.github.io 

27 June 2024 
SCSC Seminar 

London, UK 

Developing Safe AI 

Systems 
scsc.uk/e1100 

8 July 2024 
Workshop  

Enschede, Netherlands 

Sensei 2024: Safety-

Security Interaction 
sites.google.com/view/sensei-
2024 

17 Sept 2024 
Workshop  
Florence, Italy 

WAISE 2024: 7th Int. 
Workshop on Artificial 
Intelligence Safety 

Engineering 
www.waise.org 

17 Sept 2024 
Workshop  
Florence, Italy 

SASSUR 2024: 11th Int. 
Workshop on Next 
Generation of System 

Assurance Approaches for 
Critical Systems 

sites.google.com/view/sassur2
024 

17-20 Sept 2024 
Conference 
Florence, Italy. 

43rd International 
Conference on Computer 
Safety, Reliability and 

Security 
safecomp2024.unifi.it 

26 Sept 2024 
SCSC Seminar 
London, UK 

Deployment, Operations 
and Maintenance of Safe 
AI Systems 

scsc.uk/e1133 

22 Oct 2024 

Conference 
Newport, UK  

HISC 2024: High Integrity 

Software Conference 
www.his-conference.co.uk 

28-31 Oct 2024 

Symposium 
Tsukuba, Japan 

ISSRE 2024: 35th IEEE Int. 

Symp. on Software 
Reliability Engineering 

issre.github.io/2024 

13-15 Nov 2024 

Symposium 
Osaka, Japan 

PRDC 2024: 29th IEEE 

Pacific Rim Int. Symp. on 
Dependable Computing 

prdc.dependability.org/PRDC20
24/ 

20-22 Nov 2024 

Conference 
Catania, Sicily, Italy 

ICSRS 2024: System 

Reliability and Safety 
www.icsrs.org 

28 November 2024 

SCSC Seminar 
Munich, Germany 

Safe Autonomous Vehicles 

- the Good, the Bad and the 
Ugly 
scsc.uk/e1134 

26-29 Nov 2024 

Symposium 
Recife, Brazil 

LADC 2024: Dependable 

and Secure Computing 
ladc.sbc.org.br/2024 

5-6 Dec 2024 

Conference 
Pisa, Italy 

EAI SCS 2024: -Critical 

Software and Systems 
scs-conference.eai-
conferences.org/2024 

4-6 Feb 2025 

SCSC Symposium 
York, UK 

Safety Critical Systems 

Symposium SSS'25 
scsc.uk/e1099 

https://scsc.uk/e1127
https://www.safeprocess2024.eu/
https://www.ada-europe.org/conference2024/
https://www.ada-europe.org/conference2024/
https://www.automaatioseura.fi/sias2024/
https://esrel2024.com/
https://dsn2024uq.github.io/
https://scsc.uk/e1100
https://sites.google.com/view/sensei-2024
https://sites.google.com/view/sensei-2024
https://www.waise.org/
https://sites.google.com/view/sassur2024
https://sites.google.com/view/sassur2024
https://www.safecomp2024.unifi.it/
https://scsc.uk/e1133
https://www.his-conference.co.uk/
https://issre.github.io/2024
https://prdc.dependability.org/PRDC2024
https://prdc.dependability.org/PRDC2024
https://www.icsrs.org/
https://scsc.uk/e1134
https://ladc.sbc.org.br/2024
https://scs-conference.eai-conferences.org/2024
https://scs-conference.eai-conferences.org/2024
https://scsc.uk/e1099
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