How Reliable are
Pandemic Models?

An urgent proposal to improve pandemic modelling

Government policies to manage the COVID-19 pandemic affect the safety, well-
being and economy of the UK. Public policy decisions are informed from the use
pandemic modelling. How reliable are pandemic models? How dependable are
the data and the computer programs that underpin them? Professor Harold
Thimbleby discusses his concerns on current practices, and presents an urgent
call to action to the software safety community to help address the issues he

raises.

Pandemic modelling

Government planning for responding to the
COVID-19 pandemic has been based on epi-
demic modelling. Typically, epidemic modelling
tries to make predictions of infections and
death rates from mathematical models operat-
ing on medical and national data, such as de-
mographics, social habits, and what is known
about the infective agent. Of course, comput-
ers are essential to manage the data, simulate
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The quality of
current pandemic
models is not
open to scientific
scrutiny. The
models are either

or solve the models, and to present results. The UK’s socially dis-
ruptive and economically costly isolation, is based on epidemiolog-
ical models suggesting that the NHS would be overwhelmed with-
out it.

It was a surprise to discover that the influential Imperial College
model [1], which had a central role in early COVID-19 planning,

was developed from an undocumented C program [2]. There is a
chain of references starting from [1] showing the “same” program
was in use for different diseases and different countries, in a re-
search programme going back at least 15 years earlier [3]. A very
old, undocumented program written in C cannot be reliably modi-
fied.

The epidemiological modelling literature ignores programming,
and how hard good programming reliably is.

not peer
reviewed, or
have been peer
reviewed very
casually.

A classic epidemiology review paper [4] says, “we use the words ‘computational modelling’
loosely,” and then, curiously, exclusively discusses mathematical modelling, as if it is una-
ware that programming is an essential part of modelling, and no less complex than the
mathematics. Without good software engineering — including correct data management,
version control, appropriate numerical methods, dependable programming, etc — the mod-
els cannot be used to reliably inform public policy.

A recent systematic review [5] of published COVID models, covering individual diagnosis
and prognosis in clinical care, including apps and online tools, completely ignores model
implementation. Apps don’t work unless they have working programs! It should be noted
that flowcharts and other implementations of models, which the review considered, must be
designed as carefully as computer programs: they are programs, but intended for direct
human use (which raises human factors issues).

Very few epidemiological papers provide any
description of their software, let alone access to
any software. Those that do, provide access to
essentially undocumented code, that is, code
with trivial comments.

In short: despite its critical nature, epidemiolog-
ical modelling used to inform public policy has
a very naive attitude to software. The quality of
the current pandemic models is not open to sci-
entific scrutiny, and implies that the models are
either not peer reviewed, or have been peer re-
viewed very casually.
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Why professional software engineering is required

Playing the piano is easy if you do not worry about quality, but playing the piano well is very
difficult. We can all hear the difference when a wrong piano key is pressed, or is pressed
out of time, but programming is different.
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A mistake in a program may not be noticed for a very long time, if ever. It is therefore very
easy for programmers to over-estimate their programming skills because they cannot see
their errors — in fact, poor programmers are less able to find their own errors, and, in a
vicious cycle, they therefore further over-estimate their skills.

It seems likely that epidemiology research labs give programming tasks to people who do
not realise how incompetent they are at programming; indeed, probably nobody else in their
lab recognises the problems with their programming. It seems to work, so they think it must
be working correctly.

Software Engineering is the discipline of programming well, and is therefore the approach
that epidemiologists should be taking when developing computer models.

A quick summary of Software Engineering would cover at least the following:

Define requirements: how reliable does code have to be at what cost?
Correct by construction (formal methods etc)

Using dependable programming languages

Tool use

Defensive programming

Version control, repositories, configuration, open source

Rigorous testing

Good documentation

Usability (at least: demonstrate independent people can use the code)
Reusing quality-assured solutions

Simplicity

Explicit compliance with appropriate standards

Effective teamwork to cover the skills required.

This list is merely an outline curriculum. Sir Tony Hoare FRS noted as far back as 1980 [6]
that “in any respectable branch of engineering, failure to observe such elementary precau-
tions would have long been against the law.”

The point is: the relevant skills for turning epidemic modelling into reliable software to use
those models cannot be learned quickly, even if one has the aptitude. In particular, epi-
demiologists alone cannot be expected to have the relevant skills.

Getting professional software engineering to where it matters

Unless professional software engineering practices are used, computer-based models, and
epidemiological models in particular, and results from running them, must be considered
unreliable, and unreliable in unknown ways. Unfortunately, results from poor computer mod-
els have been published and acted on without adequate scrutiny of the code in use. The
accepted /aissez faire approach is inadequate for use in any modelling informing national
policies or clinical treatment.

This raises the question of how to improve.

Professional Software Engineering is essential, but how can it be applied or made available?
Given the evident absence of mature software engineering awareness and skills in leading
epidemiology research, what can be done?
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An analogous situation arises in ethics. There are some sorts of experiments and methods
that are ethically unacceptable, but few people have the ethical expertise to make mature
judgements — particularly when it comes to assessing their own work. Misuse of data, ex-
ploiting vulnerable people, and not obtaining consent are typical problems. Universities, re-
search labs, national funders, and others therefore require Ethics Boards, who review the
ethical quality of proposed research. Medical journals will not publish research that has not
had appropriate ethical review.

Quality software engineering requires an explicit proactive ap-
proach [7], including compliance monitoring. Establishing
Software Engineering Boards seems the best way to make
rapid improvements in software quality, without imposing on-
erous processes and succumbing to “the best is the enemy of
the good” pitfalls.

Journals should start
requiring not just
“reproducibility” but
actual evidence of

independent

reproduction of The Software Engineering Boards would authorise as well as
results, particularly for provide advice to guide the detailed implementation of high-
pandemic modelling. quality programming. Active, senior, professors of software

engineering should be on these Boards; this is not a job for

people who are not qualified in the area and not actively con-
nected with the true state of the art. There are many high-quality software companies (es-
pecially those specialising in safety-critical areas like aviation) who would be willing to help.
Many university departments of computer science have qualified and experienced software
engineers who can also help.

It is important to note that merely making code open source or otherwise available for
scrutiny (for instance, providing it in Supplementary Information with papers) is not suffi-
cient to ensure quality. Undocumented, badly-written code is inscrutable, even if its original
programmers think otherwise. In fact, making poorly developed code available merely ena-
bles others to reproduce and propagate the poor work.

Software Engineering Boards must be used to ensure that critical code is of high standard,
and must provide assurances for scientific papers, Government reports, and so on, that the
software is of appropriate quality. Only then is it worth sharing and using more widely.

Note that an essential feature of good science is reproducibility — indeed, if results cannot
be reproduced, what has anything contributed? When a modelling paper presents results
from a model, it is very important to reproduce those results without using the same code.
Better still, research should be reproduced without sharing libraries or APIs (for example,
results from a model using, say, the language R, might be reproduced in a different lan-
guage, say, Mathematica). Reproducing the same results relying on the same codebase tells
you little. The more independent reproductions of results the greater the evidence for belief
in the implications. Given the practical difficulties of applying professional software engineer-
ing, scientific journals should immediately start encouraging reproduction of prior results,
particularly for pandemic modelling where research insights affect national and world popu-
lations.

In most science it is straight forward to ensure results are “reproducible”: enough details
have to be provided for other researchers to reproduce the results. In software, this is not
sufficient. Merely providing the code and data does not mean that others can reproduce the
results. The code may not be portable, the code may require specific versions of compilers,
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specific hardware, and so on. All the code might be there, but the configuration details may
be missing. And so on. We need higher standards for code /f it is trying to make a scientific
contribution: it needs to actually be reproduced by independent parties before we can be
sure it is truly reproducible. Software Engineering Boards could confirm that independent
researchers have reproduced the results claimed. Conversely, the “Software statement” in a
paper could just say no independent party has confirmed the results.

Just as medical papers today require conflicts of interest statements, data availability state-
ments, and ethics board clearance, we must move to papers being required to include Soft-
ware Engineering Board clearance statements. Like Ethics Boards, Software Engineering
Boards might become, or be perceived as becoming, onerous and heavy handed. It is es-
sential that Software Engineering Boards have (and perhaps are chaired by) experienced,
professional software engineers to avoid this problem.

Unlike Ethics Boards, which provide hands-off oversight, Software Engineering Boards should
provide professional advice where necessary, perhaps providing training or be hands-on
actually helping develop appropriately reliable software. This is not free, so clearly all re-
search, particularly medical research, should be required to include adequate funding for
professional software engineering.

Can it be done?

It is striking how the NHS has very rapidly changed everyday practice to use remote consul-
tation because COVID-19 has put pressure on it to continue work without risking cross-
infecting staff and patients. Likewise, COVID-19 should have put pressure on modelling pa-
pers informing public policy to be rigorous, given the seriousness of the choices facing Gov-
ernment.

Therefore, as a matter of national priority, Software Engineering Boards could be rapidly
established to provide direct access to mature software engineering expertise for both re-
searchers and for journals seeking competent peer reviewers. In addition, particularly during
a pandemic or other emergency, as now, Software Engineering Boards would provide direct
access to their expertise for Governments and public policy organisations.

In the longer run, it is likely that a professional organisation (such as the UK’s Royal Academy
of Engineering) would provide a professional framework for Software Engineering Boards.
In particular, until there are national qualifications, nobody — certainly nobody without pro-
fessional training in software — really knows just how bad they are at software engineering.

It is hoped that this article encourages grass roots and organisational responses to the prob-
lems identified.

Conclusions

Current epidemiological practice is an alarming basis for public policy.

Mature software engineering methodologies are essential for reliable modelling, including all
critical programming. We must prioritise getting appropriate professional software engineer-
ing skills and resources to bear on the COVID-19 pandemic without delay. We should also
be planning to help improve modelling to better manage any future crises. (it's sobering to
recall that austerity was inspired by easily avoidable bugs in an Excel spreadsheet [8]).
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Since mature software engineering skills are not widely available, Software Engineering
Boards, analogous to Ethics Boards, could be rapidly established to provide the necessary
up-to-date knowledge and oversight for critical projects (like pandemic modelling) to suc-
ceed. Software Engineering Boards promise an effective way out of the amateurish use of
computers in all research.

Indeed, epidemic modelling is not the only area affected by poor programming, and Software
Engineering Boards would have far-reaching benefits across all fields. Elsewhere [9] we have
shown how unreliable software undermines the safety of medical systems more generally,
putting patients at risk. Current medical device regulation does not address these problems
— arguably, Software Engineering Boards should have a broad remit to identify and address
software problems anywhere.
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