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The Future of Coding for 
Safety-Critical Systems 

 

The Future of Coding for Safety-Critical Systems Seminar aimed to provide in-
sights into the future of coding for safety systems: what languages, techniques 
and methodologies are likely to be used, what coding standards and guidelines 
may be applicable and how verification and analysis might be integrated with the 
process of developing code. Dewi Daniels provides the highlights from this fasci-
nating event. 

The SCSC held a seminar on “The Future of Coding for Safety-Critical Systems” on Thursday, 
9th June 2022.  This was a blended event, held in-person at the Wellcome Collection, Euston 
Road, London and online via Zoom.  This was the second SCSC seminar to be held at the 
Wellcome Collection, which was a lovely venue that was a very short walk from Euston 
Square underground station. 
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The C Language… You Wouldn’t Start from Here! 

The first talk was by Andrew Banks from 
the Motor Industry Software Reliability 
Association (MISRA) on “the C lan-
guage… you wouldn’t start from here!”  
Andrew said he was sorry that Rod Chap-
man hadn’t been able to attend, since he 
and Rod like to taunt each other about 
the relative merits of C and Ada!   

Andrew started with a brief history of C, 
followed by the history of MISRA C.  He 
described MISRA C and showed how 
MISRA C checking would have found Ap-
ple’s SSL bug [1]. 

Safety For Software-Intensive Systems 

The second talk was by Paul Sherwood 
from CodeThink on “safety for software-
intensive systems”.  Paul started by de-
scribing the history of CodeThink and 
their safety journey in automotive, includ-

ing Artificial Intelligence (AI) and info-
tainment.   

Paul presented a proposal as to how to 
define trustable software.  He said that 
most software is not certified, or even 
certifiable, and he was sceptical of parti-
tioning claims.  He cited an example 
where an untrusted JavaScript client could crash the hardware.   

He presented a solution using Nancy Leveson’s Systems Theoretic Process Analysis (STPA) 
to model the functionality required to support safety applications and examine what could 

go wrong.  His use of STPA is supplemented by fault injection testing to show that the 
mitigation is effective.  

What About Rust for Critical Systems? 

The third talk was by Jonathan Pallant from 
Ferrous Systems on “what about Rust for crit-
ical systems?”  The talk was originally to be 
presented by Rod Chapman of Protean Code, 
but Rod was feeling unwell.  Rod is well-
known for his work on the SPARK program-
ming language, and he has been using and 
studying Embedded Rust for about 4 months.   
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Jonathan felt it would be useful to present a third-party (i.e., Rod’s) view on the Rust pro-
gramming language.  John is very well-qualified to speak about Rust, having written two 

chapters of the Embedded Rust Book [2].  Jonathan gave an introduction to the Rust lan-
guage, including an interactive demonstration where he wrote a Rust program to implement 
a number-guessing game, and shared Rod’s thoughts on the language, which were that Rust 
is a huge leap forward compared to C but that, compared to SPARK, there are some rather 
obvious omissions. 

Auto Code and Auto Verify – Is That All? 

The fourth talk was by Nick Tudor from 
D-RisQ on “auto code and auto verify – 
is that all?”  Nick said there had been a 
great reaction to his paper in the inau-
gural SCSC Journal [3].   

Nick said that people like to write code, 
but they’re not so interested in software 
verification.  A lot of software projects go 
over-budget.  We can’t just test and say 
that’s good enough.   

Nick advocated removing the oppor-
tunity for error introduction by using 
suitable languages and tools, and using mathematical techniques to replace testing, while 

hiding the mathematics from the user.  He described a set of tools developed by D-RisQ, 
including Kapture: a requirements management tool, Modelworks: a design verification tool, 
CLawZ: a source code verification tool and FEVER: an executable object code verification 
tool. 

Coding With Meaningless Symbols 

The final talk was by Les Hatton, 
emeritus professor of Forensic Soft-
ware Engineering at Kingston Uni-
versity, on “coding with meaningless 

symbols”.  Les no longer works in 
safety-critical software – he says he 
can’t stand it!  He now works as a 
geneticist.  

Les said there is good software out 
there, but we don’t have the 
knowledge to build software as a sci-
entific discipline.  We can recognise 
good and bad code, but we can’t ex-

plain why.  While there are systems out there that are obviously very good, we need to 

spend more effort on finding out what makes them good.   
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Les showed that there are emergent and apparently inevitable properties of all discrete 
systems, from the length of words in books, the distribution of wealth, the length of proteins 

and the length of subprograms in software programs.  Whatever programming language you 
choose and whatever your program does, your system as a whole is overwhelmingly likely 
to share the same emergent properties, safety-critical or not. 

Since his talk, Les has published an excellent book [5] on this topic, which is available as a 
paperback or for the Kindle.  I have read the book and highly recommend it. 

Where To Find Out More 

More details of the event, including videos of the presentations and copies of the presenta-
tion slides, can be found on the SCSC website at Seminar: The Future of Coding for Safety-
Critical Systems (scsc.uk) [4] 
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Dewi Daniels, Software Safety Limited 

Dewi is a highly experienced software engineer specialising in the development and verification of 
safety-critical and other kinds of high-integrity software.  He has worked on programmes ranging from 
civil airliners such as Airbus A380 and Boeing 787 to personal air vehicles, air taxis and unmanned air 

systems. 
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